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29244 2 HEQA B3 T2 E 0| AEf &9l

30 &. DHCP Snooping &%

30-1 & DHCP-Snooping &7
30.1.1.1 IGMP-Snooping &d3}e} H| g g3}
30.1.1.2 Vlan O A} HDCP Snooping 243}
30.1.1.3 Vlan Of|A{ DHCP Snooping &3}
30.1.1.4 DHCP-A2| QIE{H| 0| A0 QIE{Tf0|A HFST
30.1.1.5 HFQIE HIO| 29| 2 HIO|E 7|5 E-d%tet Hl&dst
30.1.1.6 Vlan Ol A DAI 23}
30.1.1.7 ARP-Trusting IE{I{|O| A0f CHot QIE{H O] A A7
30.1.1.8 Vlan Off A |p A DLHE AR XS}
30.1.1.9 Vian Hgt 243t (0] 7|52 X|™{Sh= ZH|7F ER)
30.1.1.10 M E|S5t= 2L HE P AA FA QIHHO[A 47
30.1.1.11 Vlan #Het2 FX|5t= QIHIo[A~ 4
30.1.1.12 DHCP-Snooping Option82 &7
30.1.1.13 DHCP-Snooping Option82 TfZl Hx M7
30.1.1.14 HAE HRIEY QIE{H O] A TFTP M T

30.1.1.15 Mg HFQlY QIHE|o]~ MAOIE 27

> 0%
fot

_I_

30.1.1.16 g HQIY QBT 0|2 2toI5t7| 9ok 2h 714
30.1.1.17 AHE O] A HIIE =& 79

30.1.1.18 L2 22| X|0f| T ESt= DHCP T2l

30.1.1.19 DHCP-Snooping 2 L|H& % | Xtz

30.1.1.20 DHCP-Snooping T439| Of| |
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—
A'I@ |]H_n_0-|

138, 2% =H|
O #Me ZE o HAF 57| Hoj Zash A X HHOE L3 & QAHMO[AS AWE EH5H]
2RKE Mg F8g W 2ot YEE MS gL
1.1 29K ZE Hz
AKX HH ZE HZ = <Type> <Slot>/<Port> FAIQE KOS O3 HlW HO| 7 & X
O|E& HO sUSLIL
OIE{ I O] & HEf o|& ZOfHA|
10M Ethernet Ethernet E
100M Ethernet Fast Ethernet F
1000M Ethernet / 1GigaEthernet Giga Ethernet G
10GigaEthernet TGiga Ethernet T
BE 7149 2 £ Hze 4 0 YUCH HHX= 10 ARSI Z0M QER 22
A< &L
LY =Y &R ZE Ho = OofgjoM 9|2, JFRUM LEZCZ 1 2H ARSIl H 37t
Of 4 &Lck
Note.
259l ZE= Of2foM 9=, RIZUM REZCZ MMz #H2 7t X7 ELIC}
12A% d A M 29K E A = 282 97| HO| Lh2HAE
OISt Al 2.
« TSR ALQX|0| 2EE LICH
« PCHOEZZOHS &% = 474 L}
« IPHERZAS Z2EZ0 W2t IP T4 AEE MESLUCH
13222 ¥7] =238 L= 4 7|8 AF8SIHM 2= FHo| tfet 23 JEE S =
Lot
. WX B BEOIM AISY 4+ Y RE YL LA BSEES YA 2
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—
A'I@ |]H_n_0-|

Switch> ?
o YUUA=E ZAE YEHOD SSHSHIUONE L St0f oM LT EXZ AL St=
FHO FES = = AU
Switch> s?
- BYOE LY ot O3 SN SE2EE 28 o0 YH /s 252 71N S
L|Ct.
Switch> show ?
« 2E 3oE 7|E FEW O[T YHot FHOII HEA| E E otatE J|E AL
FEO 483 O B2 FHOE = + A2, ot F 7|2 oA
Hol O30 Ltes HHEOE & = ASHT
14 80 2=
FHO 2tQIof QI HO|A0 = CHYDt RETF JASL|CH COHE HHO ZEE ALESHY A 2[X|9|
ChE 18 848 78 € = UASULCE AFE 7ttt 382 oXf AH85Q 20 mef CHE Lot
ESHME YYSH FO|Z ZEOM HE 7t BH =52 P2 = ASULCE OS BEOME
A AHEE= EY 2E YLt
FHO ZE ooy QI T 0| & HA Tz Y
aAl BE HASs A= Monitor# Type "quit"
(Moniter Mode) “Ctri+p"E ¥
AR 2E 239 Switch> Type "exit” or “quit”
(User Mode)
ZE|AH BE AR BEOA “input” & | Switch# Type "exit” or “quit”
(Admin Mode) "enable” HOE =
T8 2E ZHE| X 2 EOf A Switch_config# Type “exit” or "quit”

(Global Mode)

“config” HHOE &

‘Ctri+z' 22 Z2| X}
RER SOz UL

olEmol~ 473

L=

T REO|M interface @ H
Ol E Y StHAIR.

Switch_config_f0/1#

Type “exit” or "quit”

“Ctrl+z' S 2 22| X}
DE=2 SOopZLCE

40
(o1
o
ke
rir




CHS CIAIOIA AlAS ZEXE HY

Switch> enter

Password: <enter password>
Switch# config
Switch_config# interface f0/1
Switch_config_fO/1# quit

Switch_config# quit

SFC5200A Al2|= A7 0+ <

Switch#
1.5 BHO FA FHOE FAGHAHL 7|2 HYOE SOt HE 7|28 74

16 8- N

A A" TAIZE B A KT A] e 89S EF " = UEE 1Y B
SHLICH write @H O E AI23I0] HE|ZE E= 14 2EOM 282 ME &
&L|Ct
2%, 7|27 A|AH g2 4%
2.1.1 o el 4d
2.1.1.1 Tt A| AR 22|
EoiA| HE2|0 HEE= nto| 0|52 20 AtE €X| ol e 0|

rlo

k>
Mo
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BE YYo= F2 WA OB J|EHS DR QT A4
(ol L8 M ALt

CEL EL:

format oY AAES =0 5t 2= HlO|EE AAgLC

dir [T} ] o A C™MEZ| O[5S BAl SLLE 7= 2o T O|F2 02 2Xt=2 A
Aol= LY S #AISHE AS 20| SLCH D22 Chg gAe= #A| gL
MOIMMS THAUO|E <mte> ZO| AYE Azt

delete T} oS ML CH ThL0] EXSHA| Ho B A[ABO|M BRI CH

md dir |5 SELTERTETE

rd dir O| & ClIAMER[S AH T DR ES| 7 EXHSHA| o™ A|A-—O|M ZoighL(C,

more It H ool g BAIYLCE Y LES o HOIX 2 Al & + gl 8% 1Ol
xgz BA GUC

cd ST o A" BRE HEYLCH

pwd M B2E BAIZLCH

2113 82

H
oot
i
).
rIF
ik

A A AKX 2ZE

Local_filename | E2Al M 220 MY E Ot 0|F2 2 AIEXAt= WY 0|52 Y=6HOF
ghL|C},

=

2% ol

monitor#boot flash switch.bin

2114 2AZEQ0 HG0|E

>~

HO Ofo

f
f

At= O] YOS ME0I0] 29K A|I&H 2T EQOE 22 E= HH2R
ZESIo] M YHO|E == MEAZ2l 7|5 HE(: HIOIH Y=st
UFLILH ZLEH ZEOM 2ZEQO YHO|EM= F7HX| &&O| AL Ch

M

+

1) TFTP & S YHIO|E

monitor#copy tftp flash [ip_addr]
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O YOI TFTP MBS THUZ AAHO| BHAIZ SAfohs HYLICH BYS Yol
JEE

o744 EL:

Ip_addr TFTP MH{ Q| ip A LICH
XEE P FATF QoM SAEHO| MHE 2 IpFAE Ystets HAl

K| ZF LHEFE LT,

274 ol

CHS OId= MHOIA 242 main.bin THYO0| MHO|A AT AQX|0 MEEL =
oAU H2 switch.bin 22 HE 510 X&st= A2 E0FL|CL

monitor#copy tftp flash

Prompt: Source file name[]?main.bin

Prompt: Remote-server ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]?switch.bin

Please wait ....

B B i i i g i
TFTP:successfully receive 3377 blocks ,1728902 bytes

)XY ZE S

[El

EEZE - zmodem

HO" T2 1S WINDOWS 95, NT 4.0 ©| 30| E{0|'d == 124 0| 7L} WINDOWS

3.X2| HOlg ool =207 L & ASLICH

monitor#download cO switch.bin Prompt:
speed[9600]?115200

HEE 115200 22 5 AI. CHA| A Zoh = SO|HE O] E (KO 20 &80
Mo & Mol ot BES MESHYAIR. Tt ELU7| thete A7 ChE 1t

Z0| LIEFELILY.
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2

Folder: U \Frogram Fales'Accexseries \HyperTurmamal
Filalama )

[c mpdir wuin b Browasa @) l

Frotecol P

™ -

Seed@ | Clewa@ | Cancad |

a8 1-1. oY ELf7|

XWOHM Xﬂ%&% 29X £2ZEQI0 "mainbin'| X Z2E
g Z2EZ2 MYSMAL AL

o &S Lhg ZEIF LIEHE LT
ZMODEM: Successfully receive 36 blocks ,18370 bytes

SZELO YU O|EV} 22 E[ACHE WS LIEfLID| SHO|HEO|E
(Hol2of E2fo]¥)2] ME&5=+= 9600 2= M2 =0{0fF gLt

2.1.1.5 27 YOO E(HH| 2| Configuration Update)

2K 82 TR HEED

el I startup-config &IL{CH 2ZEQ0f &
HO|ERt FAISH BHE ALESHY

2l o
T3S YHOIE & & AL

1) TFTP £ %t YHIO|E

monitor#download c0 startup-config
2116 FTP & AFE5IH AZEQ|0] & 27F FHO|E
config #copy ftp flash [ip_addr | option]

FTP S ALBSHO] M T2 B2loN 2TEY0l L 2YS YH[O|E SHIAIL,

‘copy’ HHOIS ALRSIO FTP ABIO| M ASIXZ TS CHR2E oh1, A9IX|0| TH

NGO FTP MHIZ TS YEE SHIAR. B2 LHSHB ALHAA 2 A
ol &

o =]
O|Fnt ®A M O|FS YHSIEt= HAIXIE EA| BLIC
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copy{ftp:[[[//login-
name:[loginpassword]@]location]/directory]/filename}|flash:filename>}{flash <:filename>|ft
p:[[[//lo gin-name:[login-

password]@]location]/directory]/filename}<blksize> <mode> <type>

m7H s 2

O 7H A == 49
login-nam FTP ME{ 2| A+ Ol &

XYE ALEXte| 0| 50| o “Copy” HHES M ot = A8X O|E &

Y HotetE HAIX[7F LEEFELIEL

login-password | FTP AMH{2| H|2H=
XNEE L=t gle™ “Copy” HH

MIX|7F LHEHEFLICE.

nchecksize o 37|= MHOIAM =Rl Z[X| Q& LT

vir MPLS & X|t= ZA|0f Tl vrf HFQIE 7|58 HM3gL ct.
blksize Ol M& 282 37| (7| &4k 512)

ip_addr FTP MH{2| IP =4

X8E P27t Bl “Copy” BB 28 o = IP TS YHOIE} =

Of| AR 7} LEEFEFLICY.

active g DEO|M FTP M0 HZst= AES 2lojgtLct.
passive TS ZEZ FTP AHOIA HZ3t= AS 2lojgLTt.
type ool & ZE HHBL|Ch(ascii or binary)

2% o

LS OIAlE “main.bin” LtHO| MHO|A 215|10 ALK switchbin 22 HEL ASS
HOo{FLCh

config#copy ftp flash

Prompt: ftp user name[anonymous]? login-nam

Prompt: ftp user password[anonymous]? login-password

Prompt: Source file name[]?main.bin

Prompt: Remote-server ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]?switch.bin

or

config#copy ftp://login-nam:login-password@192.168.20.1/main.bin flash:switch.bin
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B i i

B B B i i i i

FTP:successfully receive 3377 blocks ,1728902 bytes config#

Note:

1) FTP ME{Zt Zt&3tX| @i W Ch7| AlZto] ZOJTLICL O] M= TCP AlZt B =
AlZHZ|2 755)2 2 Qls UdstH TCp A AlZtE +=E35t7| 2/0il “ip tep
synwait-time” 228 ZEOM FHE 7 & = UASLICE SHX|BH AL SHX|

= Ao F5 L

LS T

2.1.2 7|2 Al

2121004 1p =

k>

monitor#ip address <ip_addr> <net_mask>

o

B M5 £E7 yrfHoz
£20 37|18 MW =

PN =%
)

~
(<]

me

of A2 o|lHulel Ip F4E FELICL

7|2 FAE= 192.168.0.1 0| 1 <net_mask>+= 24bit & L|C},
o7

o 7H == 29

ip_addr olgfulel Ip 2 QL.

net_mask ojfuiel MEU Ot~ QLT

A% o |

monitor#ip address 192.168.1.1 255.255.255.0
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2.1.22C|EE BIRE MH

monitor#ip route default <ip_addr>

0 BYS 7|2 FRE AT ABHLICL 7|2 ZRE ST Y B 4 Y
([

UREEREL:

THERS oy

ip_addr Hol=glolel Ip 4 YLic

% o

monitor#ip route default 192.168.1.1

monitor#ip route default 192.168.0.254

2.1.2.3 Ping 2 0| 8%t0{ HERHI HZA YEf HAE

monitor#ping <ip_address>

O] FE2 HEYAS A2 JEIE HXAE St AYLIL,.

Of 74 A == 49
ip_addr SHX|9| Ip =& YLLCt,
A% of x|

monitor#ping 192.168.20.100
PING 192.168.20.100: 56 data bytes
64 bytes from 192.168.20.100: icmp_seq=0. time=0. ms
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64 bytes from 192.168.20.100: icmp_seq=1. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=2. time=0. ms 64
bytes from 192.168.20.100: icmp_seq=3. time=0. ms
----192.168.20.100 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss round-trip

(ms) min/avg/max = 0/0/0

2.1.3. HTTP &%
2.1.3.1 HTTP &%

e HTTP MH|AQ| M3}

e HTTP MH|AO| =4l O 7| ZE BiZ 7
o HTTP MH[AQ| AMA HIZHD XY 47
o HTTP MH|A0] CHoE BMA KO F=

3

1) http MH|AE 243} gLCL

HYof 715

ip http server http MHE 2%t gL T},

2) HTTP MH[AQ| =4 O}j7| ZE Mz 7 gL|CL

HTTP MH|20] =AITH7| LE= 80 YLICH HTTP MH|AQ| ZE Hin= Z2Y REO|A
Cts BEOE 0]83t0] HE/27H0| 7t LI

=Y 7Is

ip http [port number] http MH| 20| +ATH7|ZES HE 47 L Ch

3) HTTP AMH|A9| password &% M 3}7|

HTTP = YN A LA E enable 2 AFESILICE HTTP M| A0 CHSE 2152 +=HS

2= MES 2EoHOF YLICt &= enable 2 CHg BES ALESIO 228 EZEOM

24 guch

Yl 7Is

enable password [line] HTTP enable H|2H=E A7 BtL|Ct

4) HTTP MH[A0] CHSt WM A Hof 55 X|H
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HTTP AE{Oll CHSt SAE 0] ANAS HOJSH7| 2ok CHROl ChS UM~ R0 & 22
RIFe 4 USLICE HTTP AHI20] M A O 222 XHt2B 22 B0 A

o=
CtE YOS ALESHUAIR

FEof Is
Ip http access-class http off CHot WM A KO FE2 K| L
STRING

2.3.1.2 HTTP A% ox|

rir

CHS O MOIA = http AH|A ZEZ 7|2 ZLE(80)S AFRSID WAA FA

192.168.20.0/24 2 H|stE! L|C}.
*  Access control List &%

ip access-list standard http-acl
permit 192.168.20.0 255.255.255.0

« ZEE RE0AMo ¥F

ip http access-class http-acl
ip http server

2-2% EOjgd 43

221 VIY &d

A2"2 “line” B0 E AHE510] HO|E 071 #H =
E

o
O
| dF = Sl HO|20f 2o BAE = 782

o

222 MHAEUE

O] A|IAEI0= B 7tsst &2 4 7HX|o] fAO| J&LICH
: console(2%5), aid(X| ), asynchronous(H| & 7|) and virtual terminal(Z7t&f E{ O] ')
Al AHEIOICH CHE fAQ| 2t010] AELCH MHEsH 71/40]| CishM = Cfg 2ZEQ[0o & 5 =90

T OHLYME BE SHHAIL.

0L 74 QIE{ | O] A A9 H
CON(CTY) Console HES flsl Ala”0 2291 0
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VTY Virtual and asynchronous | 24, X25 PAD, HTTP, SLAIZBOI ZE | 1..3)
@lolc4 2 HY BE)E S8 219
+ AUt
2.2.2.1 Line 1} interface 72| 24|
1) 7| BT O] AF VTY 2t1 ZHe| 2H7

7t HOl2 2fRl2 A|AHEIOAM BN A S| 28 &7] AEEO|AE HS 24

Ch VTY 2t212 S3lf A|A"IOAM HZASHEH HH 2 Q0|20 7hat ZEN HZE EL|Ch

Zt 7| QEHHO|A0ME B2 7ty ZEJL UAE 5= ASHO

O =0, o 2ullo] EHO|AOIHY E= XE AHL0|A)0 HHS= 8 2

VTY 78S ?I8ll g BHAE +&oiof 2Lt
@ =2l 8 ZE2 2702 AR,

F 1 HOE 078 719 SHUAIR.

VTY A0 CHSi M= 24 & "vTY 74 0"2 & X S|,
223 HLFH 8 |X|E
Show line & A&l5t0] VTY 714 20l SFAA| 2.

2.2.4 VTY 47H oA

.

config#line vty 0 32
config_line#length O

2-3% HESZ &2 28
231 SNMP &H
2.3.1.1 271
SNMP A[AR0= Ct&1 20| ItEE L= + ASH L
« SNMP Z2|E I8 ZH (NMS)

+ SNMP O|0] M E (AGENT)

_—

o BE[E RIS 7= EE (MIB)

r
+
>
%
o]
a
b
Ot
rir
o
13
mjo
h
2

i

SNMP = SEZ2IH A S0M Xsots ZEEZ YL|CL SNMP &2 S1t off O|HE

2ol 2l WA S MS Uk
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SNMP Z2|XQol ZHOZ EQT 22| A|AH(CiscoWorks 2F Z2 NMS)2| &
I E £ QELCLCH VO|ME S MIB 2 A|AHIN ME ELCH A|AH SNMP &
T57| Mol HEXT 22| F1F oo|ME Zto| A E “Jolslof gL LCt.

SNMP OO|ME= MIB Bi4=E =gt

SNMP 22| 52 O|2{gt Ha0| gtS 2QASHALL 8% = AS L CL

2|52 OO|HEOM Ha US 7ENALE Bl g5 OO|HEN MEE &
UASLILE O] EE= MIB O Af HIOIHE +=XEfLICH MIB 2 ZX| 07 B2
E%{3 ZH|o| HIO|E HO|A YL|CL Eot O0|HEE 2|Ate| 2E E= o] H
T4 ¥ Y = ASLICEL SNMP 00| E &= 22| Z0| ERS 2 =+
UAGLCL Trap 2 HEHAS 58 HEIE HEIL= 35 % 4T S2E SNMP 2

MELICE Trap SR AR 215, MAIS, Y2 A5 Ml
Sh/HlgHAdeh, TCP 912 % B2, OIF AIAH 917 EE U0 4 Uk et
H

TR O|HMES LIEE = ASLIC

1. SNMP & &
S O|HMETL LAlStH A|ARE SNMP ZE[A|AEIO]| “inform”S EHLICE O|E S0, of
O|ME A|AHIO| HITZ Y HEHE ZX[SIH SNMP HE[AAHOE YEE EHL|CEH SNMP €& 2
Trap 22 NE|Z[AHL Q¥ S B AS Y8 = ASLCH ZHMM= Trap 2 A I S S
BUX| ooz =4 H2 Trap O] =4I E[UCtD 24 g = S LICE M2tM Trap 2 MEIE =
ASLICE ofof H|sl, SNMP &2|A|AE F0jA “inform request”s F=413t= SNMP
H|AA-ON SNMP L0 CHEH SECZ PDU & ARERFL|CH ZE[A|ARIOA “inform
request’O| =4I E[X| EO ™ O A7} MEEX| RESLCH HHOAM= SEHS EWXA ZF2H “inform

ozle A A|AE| ESSHL T}

[m=] =

inl
tlo
i

request’SCIAl 22 = U LT OH

FE Q¥ 2 B0 ME|H0| 7| I{E0f A|AH S HEQIS o HE XHAS AH| gLCH ERM2

HE 2 M 57| EUC o Z27F =AM E[ALE Rjé“\lﬂol 1t = IILX] “inform request”E | 22| 0f|
X17§6H0F SHL|CE £ Trap 2 HHEE MEE| 1 “inform request’= Oj2] | XX S & o UEL|CH
“inform request’= HIEHZ S410| =717t E| B2 O BE F51E 7Y YLICL Eot ER2
MEE[D “inform request’2 2] ¥ S & = USLICH [EFEM‘I EM A A 2H2

2 70| 2@ FX| ZLICH SNMP 22| AlA

st

& of
e+ UELITE Ul EQT0 SIS RMA| 511 BE EXIE WS

>
=

rot

4o oX & ™
ra 0}
gal

ro
0x
=
'}

"

inform request”"2 Al
2oVt gle™ Trap 2 AHEL
SFC5200A Series 2%|X|= E HE,'_P x|$,_J6p(|E,I_+ “inform request”0i| CHeH 2HEHS

ME uCt

o
o+ ol

2. SNMP Version
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SFC5200A Series 29| X|= CtZ SNMP HH S K| grL|Ch:

*  SNMPv1 - ZtEHS HEQIS 22| Z2EZ
RFC1157 Of| Jol=l QY & T2 EF QL|C}

e SNMPv2C —RFC1901 Off HO|=l SNMPv2 2| & 7|dt 22| =g

i

3. QIE{Hll
HAE TZ2EZ
SFC5200A Series 2%|X|= C}& SNMP &= X| @ gtL|Ct

* SNMPv3 — RFC4310 Of "go|&l ZtTtot HER3 2| Z2EF Version3.

OF

SNMPv1 2 & 7|8t 20t

2 4412 AFSBILICE 1P 4 7|8to] UK~ K022 L
UBE 08510 MIB O %A

=~ = X
S A [E— = =0
g5 s HEF AES o UL

>

SNMPv3 2 HIEQIRE &% T2l AT X L2sto =S Sl TAI0f gt £ ¢

HMAE M-S LICH
SNMPVv3 O M KIS &= 22 7|52 B=at 2Lt

o HMAIX] 24 - 120 P& SO HEE[X] BA=XE =2 ULt

SNMPy3 & HOQt DB} HOt Yl D= X 2eHL|CH EQtRES AL X} Ol A}
SR} AlFSE 1B O} HRE OIF HaY

HT
o L
o
L3
1o
P
o
o

LI M S E85l= 2o +F LCH 2o 231 2t2 SNMP T2l &
Me| g I AFEE= 22 HAHUES 278 U 25 S g=el, 2T A g5t

=
BlE, 28 glae MK et RES

B|atel AE|0|M0| K|S SNMP HH O SNMP Of0|HES TAsH0F & LiCt
A

OOIME= o] 22X SHM S4E & + ASLICL

MIB X| &l

A AEIO] SNMP & 2 E MIBII H4=(RFC1213 Of| A C}E 0f M) SNMP E

(RFC1215 M Ct&E O &)= K| @ TL|Ct SFC5200A Series 29| X|= ZF A|AHIC
ot MIB &&2 K| gLt

:|o
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23.1.2SNMP &7 Zt¢
« SNMP EZ| MY
e SNMP community Off Cigt UM A KO 2 E= =3
o ALE ZE[Rre] HEF Bl AAH RIX] £
* SNMP OO|E HO|H mZlef =|C ZO| F2f SNMP HEi 2L|EHE
e SNMP trap 8%
o SNMP HFQIG AA FA 1M SNMPV3 12 MF
s SNMPv3 AFEXL H

*  SNMPv3 EnginelD &7

1. SNMP E7| 84H

SNMP E7|= MIB Of Cist M A HSkincloud / excloud)S A|0{dt= Zd & L|C}.

Chg B2 A8l 282 FddotdAlR.

FHO A9
snmp-server view [name oid)] 27| 7|59 0|2,0ID X|™ MIB 9| 5t¢
[exclude | include] Eg| E& HIO|EE2 F7t5t o| 50 A

x.” Albﬂx|.o| OHA-”A 6_0 x|x—|oH_||:|-

Exclude : HMA HE

Include : M A S| E

SNMP E27| 7|50M A T = A= 3

_)|\_ HA!:II_II:l-

SNMP E7|7|s8 8%t & SNMP AN A 7tsst & 0|&2 X8 = A&
MM A g 5= %'E A Q| st s Aot & = JASLICH

Pl &et2 MIN ZHME “Exclude” 7HA| 2
X3t “Include” 3t= LI X| 7HX1|§ LEELICH FEEX] 22 THHl= AM A5

=13
=

10
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S 28t SNMP community 42| 24 & 73

2
rH

(%]

o

NMP community 2| 2AtES ALESHY Z2|A|A- 1L FHIALO[S] A E Fo| &
UAZLILE Community EAE2 ZE[A[AEO| FH[O| 220 & 5= JAA dt=

U = 2
FAFZLICE Community EAFE1F 2H35H0] StL O] & £d& X8

o 29

snmp-server community string [view | 1&2| community 22 9| L|Ct,

view-name] [ro | rw] [word]

StLE == o2 JHel OF EAEE 79 & & JASLILE 'no” BBAHE ALEDS

e Q9

X"EE Community 2XtEE MASHYAIL. Community EAtE S Fd5H= &

o
'SNMP BE" 222 &ESHUAIL.

r_l

SysContact 2} SysLocation 2 A|AE QAF0AQ] 22| B== M
ID gt |IXIE "ol &L o] §E & Config & S8HA AN
=22Y DM OhE BEE A8 = USLICH

=

HHOf o

snmp-server contact [text] Lol g3 #e[Xxtof Cist 2AE S d™ et
Cf.

snmp-server location [text] L E X9 2XtEE dFELCL

ZH[OIM 2= SNMP HIO|E mjZle| =T Z0| Z2o|

o™ O mjzlel x|t ZO|E T4

4
m
>

= AU 22 2

O

E o = T Mmd
FHO 29
snmp-server packetsize byte-count HO|E mjzlo| x|t Z0|E 2L,

SNMP AHE{ 2 L|EE

=28 ZEOM Chg BB O E AESHO 2R E Community A8 &=, of2] = &
M5 H|RS SNMP 23/ S48 EUEHE & 5= A& UL
YO 49

show snmp SNMP o] &EfE ZL|HE LT}
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6. SNMP trap &7
CtS BHOE AMBSH0] SNMP trap 2 ELHES A|AE0 48T = ASLICH
(FHm 2382 M At Q)
 Traps EHESF Al2H 273
=228 ZE0M Chs BHE 24YSt0 ERE 22ER HIUER 282 & + UASLT
FHO 29
snmp-server host host Trap HIA|X| Q| =&IXHE X|EHEL T
communitystring [trap-type]
snmp-server host host Trap HIA|X| 2| =4IK}, B, AHEXE O] &
[traps|informs]{version {v1 | v2c | v3 = AggL
{auth | noauth | priv } i SNMPv3 2| E¥O| 42 2 AET}
J}communitystring [trap-type] E™ HAIXE ot s A H
of =AE0] st SNMP AT IDE 7
g sifof gL|Ch.
A ARO| AJZTE|H SNMP 2E2 Ats2oz 4 LU 2= /E2| Trap O] 243t LI
“snmp-server host * BHOE A5 O S AETL O ZRC| Trap & =4I X X ¥ =+
AF L
LE Trap 2 CHE HHS Sl MOfsHoF gL O & S0, QAEHO|AE E7Lt B2 I SNMP
23 EUMS B QAHHO|A HFEEOM “snmp trap link-status” HHO|E A3t
of 23 EAZ &g3t SfioF gLt
Trap & 6™ A E T} “snmp-server host * HHZ 48 OF g LT}
«  Trap o 2SI o7 A =745}
HEIH Ol ot = O 2 Trap O] A|RtE|= &4 QIHTO|L, BAIX| Rl Z0| £ 2 SAES[ X HE
US XY 5= UELICE Trap o A O7fHS-E +=H5e{H S 2L ZE0M TS
MEi™ HEOE ALY &= ASLICL
FHO 249
snmp-server trap-source [interface] Trap O] A|&HE|= &2 QIHIO[AE X]|
ot HAIX|S| & IpFAE 2
L|Ct.
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snmp-server queue-length [length]

Trap O] A= 24 S LAE0] Lot HA|X]

T2l Z0|E AL (7122 10)

snmp-server trap-timeout [seconds]

S H7IGoM Trap 2 THHES & ¢
ge )

Hd o
=g golgLth (Z7I2at 30 =

A MX

SNMP HQIE a2

44

47
=ZE2Y ZE0M OF2 HHOE A SNMP HIA|X| Q] AA FAS HHGHY
A2,
HHO 29
snmp source-addr [ip address] SNMP D A[X|S] A F=AE AL
ct.

SNMPv3 &9 4™ 1&E2 7452 H

Yo

Chs YO E AR
29

snmp-server group [groupname {v1 |
v2c |v3 [auth | noauth | priv]}][read

readview][write writeview] [notify

notifyview] [access access-list]

SNMPv3 AM2 X}

Chg BN E Aot 22 ALEXAE 788 5 UASLICH 22| X7F FX0f| 2
JQI5HH FX[Oof FEE ALEAL Ol Bt =& AEATO A L2{0F SLICE ALEX} 2
2ot +E=2 AHEAVL ot AFe| Eot-EHIE 7L ZotoF gLt O X|
BoW AEAE TS St & = YUSLIL

iy 29

snmp-server user username
groupname {v1 | v2c | v3 [encrypted]
[auth {md5 | sha} auth-password ]}

[access access-list]

SNMPv3 2| 2Z ALEAE FLIC

CtS HHOE Adlsto /A

=

AHEAE T

HO| M0 ERS ELOFSt= 3%, MO 2HO|[ ID Q&S
1 == HO{AHO[Mo| AHEAL Ol F

LICE AA AFE XS] AFEAL Ol F

==

o 4
o

o oy
T

n

02!

>t

N

o

I

=

2

>

A Ao of ZHOtoF hLICh A™X| GO ™ Trap 2 =4 & == YUSLICH

o

>
02—1
E
>

ol
_>,'_

i
-

0x
els
k]
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snmp-server user username SNMPv3 9| &4 ALEAE - L T}
groupname {v1 | v2c | v3 [encrypted] | &1 : [AAALXIE L4817 Mo & A
[auth {md5 | sha} auth-password ]} SNMP 2%l ID £ Ip FA9| HojA
[access access-list] E|o|Mof| TLAIS|OF L},

10. SNMPv3 2%l D M

SNMP QZ D = SNMP TS AEHSH=H| AFEE LICE 7|FE2] SNMP 22| A|AE
p

Al
8! ZH|= SNMPv3 Z&| Q2| SNMP AZTI0| Z5HE|0f UESL|CE.

Yo 29

snmp-server enginelD remote

ipaddress [udp-port port-number]

engineid-string

231344 oA

1. G[AL (1)

snmp-server community public RO snmp-server
community private RW

snmp-server host 192.168.10.2 public

e REMIBRHSFE QD £ = Community 2XtE2 70802 AF
St Y
Community ZXFES Public & ALESI0] A|ARS| MIB HE 84S += JUSLICH £t

=
Community 2XtE2 Private StH &350 MIB H4E 210 A|ARI0| A7| Jts53t

=2=
g —aye]| Sk A
MIB #H+E 28 & &

U

o] BH2 A|A”IO| Trap 2 ELHOF & I Community 2XtZE Public 3tA X| Z38t0
Trap 2 192.168.102 22 HL§H EL|Ct 0|2 Sof, &H|o| ZEJ} CHRAF Ef7}
Z|QUCHH HH|0 M= 192.168.10.2 2 ZALIR Trap YEE HWL|Ct.

2. 0lAl (2)
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snmp-server enginelD remote 90.0.0.3 80000523015a000003 snmp-server

group getter v3 auth snmp-server group setter v3 priv write v-write snmp-
server user get-user getter v3 auth sha 12345678 snmp-server user set-user
setter v3 encrypted auth md5 12345678 snmp-server user notifier getter
remote 90.0.0.3 v3 auth md5 abcdefghi snmp-server host 90.0.0.3 informs

version v3 auth notifier snmp-server view v-write internet included

?l2| O|Al= SNMPv3 2 AHESHY ZH|E 22|5ts Y
Setter = X[ E A

o =
L] Ef. INEE NS S Af%ﬂﬂ & User 7t & Setter Off & [} AL X} Get-user =

get-user 2| A Hot =F2 ASE[X|T L2 ot[X| G0 QD= 12345678 0|0 L=t
A2 “sha"E AHESHY Y= 3HE UL

Set-user 2| A HO £F2 015 Gl AT AT = 12345678 0|0 Lo HAl2
'md5"E AHESIY L= BtE SfLICE

|0 A Key event 7} s
90.0.0.3 Of|A| L& HAIX|E ERHL|CH.

i
—

I'E
c
%]
o
=]
Q
3
)
]
(o]
[t
=
<
i

=
oo
ot
2
rH
o
al
1o
}0

232 RMON &H
2.3.2.1 RMON &% Z¢
RMON &7 %2 L2t 25 L Ct

«  2QIX|of CiTt rMON BE 7|5 ©F
o 2QX|0f CiZEF rMON OJHIE 7|5 A7

o ALQIX|Of CHSTH rIMON E4 7|5 AH
o ARX|Of CHTH rMON 7|58 7|5 A
e AQX|O rMON MX HA|

|)t|o| rMON 7:!3 7|'— A'IX-I
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Command line & SNMP NMS & &3l rMON Z2& 7|52 7+d & & J&LCt
SNMP NMS & &3l 7+d5t= 82 £%1X12| SNMP & F/d3}{0F 2Lt

dE 7|50| 1M E & A= A|lAH-He 28 A #4S ZEHH & = JAELLCL OIS HEe
rMON 22 7|52 d835t= LS 2olELCt

Yol

configuration

rmon alarm index variable interval
{absolute | delta} rising-threshold
value [eventnumber] falling-threshold

value [eventnumber] [owner string]

Variable 2 EI—I B2l = MIB 2| Z4K|L|Ct.
AEO|M 8328 MIB 4| O OF 810, Integer,

FE9| Objects

Al

Counter, Gauge == Time Ticks
of Etx| &

Interva 2

-

[

=
g
o] Lct.
Absolute = MIB ZiK| 2 3} DLUHE 3=
O A ELICE BEHs £ tO[Ofl A MIB
QENMEQ| It HAS HLH St=0 AEEL

C.
Value = 527t 42 o LA ZtULICE OHE
Ho s QA 20 DS I HdE = O|HES)
index 2t A L|Ct. O|HIE M= MENAL B ALICE
Owner string 2 20| Ch3t §2E dFELICE
exit 2|t REZ &[S0 Lo
write HAEE MNP L
rMON ZE& &=0| #4E = &X|l= X|EE OD #2 7tqZLCh 2SE
U2 alarm R (B E= ZENHO| 2t O™ Zidh B W E LTt
SIS 40| O ZHECH A0 &5 YA ez XHE A S X15t= 42 0]
HIE HS57} index H= Ol OMIE, (O|HIE BT} 0 O| ALt O|HMIE HS 7} index MS
7t 2 O|METH UMSIX| Gfg) W7t X|HE OID & €2 = 81T 0] ¥o| oA
g d7 22 AFELU D st Moles AH &=52 75| fI8] rmon
alarm £ O ISHSHH OpX| ot 10t A QAL|CEH OFRE 3 rmon alarm 2
index = HASHX| QiOF QIEAATL Ut Aet =S FA & = USLICH
A QX8 rMON O[HIE M7 CI2 EO|&= rMON O|HIEES 1 d3st= CHA 7t LIQFA S LICH
FHO 49
configuration ZE2Y 22 SO{ZL O
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rmon event index [description string]

[log] [owner string] [trap community]

RMON O[HIE 25 & FII5IMA| 2. Index =
O|HIE ZZ0o| MOIQL|CL f& Hel=
1~65535 I L|LC}.

Description 2 O|HIE0| Lzt HEE o|0|gL

O|HI EZL 282 Mol 21 H|O[S0 §
= o|0] gL ct.
O EZ} L M2 W Trap HIAIX 7t $E &

Community £ Community 0| g/ L|Ct,

Owner string 2 20| Ciet YEE AHSLICE

exit SE|At REZ E|FO0FZLCE
write A4E2 ML

rMON O|HIE7} A=l 0= rMON ZAE 7} 2h24sh [l (MON O|HIE 29| =0l

eventlLastTimeSent &

SysUpTime 22 A7 sHof 2fL|Ct,

Log 2440] MON O|#1E2 M E|B HAIXI7H 21 BIO|Z0] 27t ELCE Trap £4
rMON O|HIEEZ MH™E|H Egd A|X|7F HELIE| O|EC2 MEEIL|CEH rMON O|Hl E

oy H A5t =Y
rMON O|HIE

AQX|o| IMON &4 AH

rMON &4 182 &K B
EAE FYstE CHA = CHEat Z

St index 2 O|HIE

=
index £ A5 index 7t &

$22 TAOLR OpX% THBF ME UL

—
2ot OJHIE o535 F4E & ASFLI CL

Eof oot A4 8EE 2L H 5t=H AHEEL L rMON
=

iy

configuration

interface iftype ifid

=
o
:
e
m
1o
O
(T
o 1
a
ot
I
=]

rmon collection stat index [owner

string] index 2! =
owner string 2 SA/0f| Ot HEE 4
St A YL

exit =2Y REZ SO0 ZLCH

exit ZE|AF REZ FOF ZL(C}

—
A'I@ |]H_n_0-|
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write

§ 5t

o3 H A¢

=
=

FZ7] @8l “rmon collection stat “

kel

__I.L

20| EL L} “rmon collection stats index"S A

A8t =

__I.I.

ot
=

N

f

]

AQX|of it rMON 7|18 A

4,

A SEE TSt AFEE L

=
—

rMON 3| 2E2] D52 FX|2| ZEO|M Cf

rMON &4 7|52 Cigid 20| g ELCh

Air ol 11 go
P, oo X
) O — o Ui
SoeomZz #8 W
ol -  © o ol <o
w2 ke = O — 70
%u L L ol = 1o 3% _.=_=._ O_._ o
= T o o o © oF [T ol ) .
s E _@ml g R _*og™M g =)
Tlgoo | Wy FRgws T o 2| 3
e s I T T T L= . N
S| R o odo oz oo NN R = wo T wo S| S|
| & 5 NS NN T | | 2
_.__Emm 7o|_ct._o._wo_=_m_._._._._.HH o4 . T
m ol & = oo KDy OF ol o U | W| M| 0
ul |l ooy | ouo 5o < P L% M oRmE 8 T Ul Ul ko
T — =T = -
_”_._m.__momn._ HL__;_._i%._uﬂyu_:o_.ﬂwwn._n._x
il pl e xo T Eoawr g X om o oo
BO| M| owouw S| ow g T <N BRI S | M| m| RO
W odu| H o €| M £ 00 "W 0 %o o7 U~ o0 5 o Au| /1| X0
@
Q
V4
9
8 2
(@]
x O
s 9
=g
> o
= e
o c — C
c| 2 22 3
o = v £ C
=R L s =2
© [} O € O
> m o L o
W .r.nnyr.n c o 2 0]
sl 3 2 8 =2 2| = =
g| S| € £E 3 58 1 & =

K= X 8e ZEOM 2 =00t 4 4t& MUt S

KO

rMON 7|

L Cf.

E
=

rMON S|AEZ| index & ALY index 7t
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INRES

B2 #sol 30| 4R AL (X0 4R T2 S B 4R He FeE
A
—

5. A91%19] MON M7 EA| show HHOIZ Aasjof A9X|o]
rMON 714 S H0{ZL|C},

HHOf 49
show rmon [alarm] [event] [statistics] | & MEE EA| &L|C}
[history] Alarm 2 23 2590| 182 BEASI=
22 ol0f gL|ct
Event = O|HIE & 59| £ 42 HA|SD
Al Al

233 PDPAH
233127

PDP = HE®Z FKE BXSt=0 S35 MEL= 2 AT Z2EZ YLIC PDP
NMS(Network Management Service)OflA{ 0|0] &2{%l ZX[o] 2 & QX F a4
M3St= O ALEE LT PDP & AMSHH SNMP & 0f =4 81 Q1 FX| %64% iy
UAEL|CH PDP & &3l FH TX|E LA ot 2 NMS = HERZ EEZEX|
fI3i SNMP E 3l FH SXE a7 + AFLICH

ﬂJIﬂJ
i

SFC5200A Series = PDP & Soff 21T TX[E E©X| & 5= UX|Zt SNMP E Sl ¢

rz



1.

= HEL Ef. EE}EW
VS

23.32PDP A L

- 29X 7|= PDP T

- PDPOHT ZF

SFC5200A Al2|=

0|2{3t A9

—

K

- PDP 2 L HE HMTAIZ 83

[
=
(o]

Y2 = &L LCH A&

—
A'I@ |]H_n_0-|

E3 BA O AXISHOF LTt

o APR[X|0|M PDP 2| AHE S @I HE W
o  APIX| ZEO|A PDP O AFE S Tt X8 W
« PDP EL|HZ I e
22|X|9| 7|2 PDP 74
s 718 278
PDP 7|& A7 AEf Disable
PDP ZE 47 H| Disable
PDP clock (HIAIX|E EUY= BlE) 60 seconds

PDP information saving

180 seconds

PDP version

2

POP 23 Sl HE N AIZt EF

=228 ZEOM O BENE
23 SHAIR.

A0l PDP 7t DA K| 2

Hi§7D pDP HE XA Al

Yo

A
=29

pdp timer [seconds]

PDP 7t HAIX| &

2 =S dFeLo

QX4 2] PDP = O AUt

s
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pdp holdtime [seconds]

POP & MF AlZts 28Ut

3. PDPHIE 2F
=22Y RE0|M ChS HHOE HASI0] PDP TS A7 SHUAIR
FHO 49
pdp version [1 | 2] PDP H{XZ H7d gL|C}
4. 29X M PDP HE 37|
PDP = 7|2 FE0IM 2-d3t[0f AX| E&LICHL PDP & AFESt2{H 2 2Y 714 ZE 0j|A
ChE YES HASUAR.
HHO 29
pdp run A2|X[0f| A PDP & X& ThL|Ct.
5. 29X|e] ZEO|M PDP HE HF
PDP = 7| & TE0M e g2t £l UX| @& L|CH 22(X|0| M PDP 7t 23t Bl = QIHH0]A
T8 REOM CE HES HASIH ZENAM PDP E &d3t 2 = AUS
LCt.
HHO 249
pdp enable 29QX|9| ZEO|A PDP E H& LIt
6. PDP2| ZLHZ ! 2| A2ZEO|M CtZ HHOE JASt0 PDP E ZLHE LT
HHO 249
show pdp traffic 2QX|7F =41 & HE5H= PDP O Al K|
+5 BA| L
show pdp neighbor [detail] ARIX|7 1ot EXIE HEAIGLIC

2.3.3.3PDP A7 O M| oA 1:
PDP &3}

config# pdp run config#
int f0/0
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config_fO/0#pdp enable
ofx 2: pDP 23 X HE M A2t &3

config#pdp timer 30
config#pdp holdtime 90

Ol 3: PDP H{T M7
config#pdp version 1
Of Xl 4. PDP HE ZLIHE

config#show pdp neighbors

Capability Codes:R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch, H - Host, | - IGMP, r —
Repeater

Device ID Local IntrfceHoldtmeCapabilityPlatform Port ID joeEth
0 133 4500 Eth O

samEth 0 152 R AS5200 Eth O
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4% SSH 473 ¥
241 M8
2.4.1.1 SSH Server
SSH AMHE &3l SSH S2t0|HEQl &X[Zt 2ot Y A otE 4 HZES WY & 5
USLCH HE0= el 22 7|s0| JAELCE SSH AH = des, 3des X blowfish &
Zotol 2ol Yne|ES XA Ct
2.4.1.2 SSH client
SSH S20[PE= SSH ZEEZE HidLl= 38 Z2 M AUL|CE SSH 220U EE 2S5
N ADE MS & = JA2EE SSH SEH0|AE = QHHSHA| @2 HERIT = HOo|AM
Hk|= X 2te SSH MHE X[ RSts 84 TX| £ TA] 2o 42 &
SBHLICE SSH 22t0|U E £ des, 3des X blowfish & Z&tsh A3t 2Nz E5S XY
L|Cf.
24137
SSH MH ! SSH 220|HAE &= BT 15 E X|JeLIC S04 S8 =10 Mt
X|@ gt
242 HdF U8
2421 205 2 =5 7
SSH AlH{= 2101 915 BES ASELICE SSH AlH = 7|2Ho2 7|2 oI5 wY 228
ALEEILICE 22Y ZE0M O FES AAsto 215 W =52 FdgL ot
FHO 49
Ip sshd auth_method [STRING] 5 Y S ES gLt
2422 ™2 Mol =5 +4d
X2 SSH M| CHet 22 M OS2 ™ SSH AHOf Cist B2 KMo =55 ds OF
SILICEL 22Y ZE0M CHS HEE Sl E2 Mo 552 8L
FHO 49
Ip sshd access-class [STRING] HZ MO 252 4% gt
2423 Q15 AlZt =1} gf 774 220[HEQf MH 7o HZA0| B-E = & E Azt LHof| 2152
sol g & god
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BELCH Os S 8o 74 AlZt =3t gt +dgu
HHOf A3
Ip sshd timeout [0-65535] QIS AlZt =3 g8 FAgLICH
2424 015 MAE 24 273
AIjst QIZ 0l Cist A|ZHO| X|CH A|7HE2 ZEDFSHH SSH MH & Af HZ0| MFE|X| = o
I5S MAIZ SHX| EELCH 2|0 A Z e 7| 2HC2 3 YLICEL S2Y 2E oM
Che O E HAst QS E CHAl A|=5tk= (O] AlZte A7 SHUAIR.
HAHO 49
Ip sshd auth-retries [0-65535] 215 S CHA| A|EStE AlZHE ALt
2425 SSH MH| ALE
SSH MH & 7|2X o2 H|gdst £|0f AELICH SSH MH 7L 2%t £|H EX[= rsa &
SENoR M ot Ot S20[UEQ A4 @¥S AL T g2 1~2 & BE 28
gL 22Y 74 20| O3 BHOE HASI SSH MHE &d 3t L Ch
HHO A4

lp sshd enable

SSH MHE AtE gLt

Ot = 1024bit 2 MM =lL|Ct

243  SSH AHf A7 oA

Ch2 RHOME IPFEA7F 192.168.20.40 Q1 host TF SSH A HOf| <
AHE2XF HIO|HH[O| A& AHEXL ID E FFESH=E O AMEE LICH

2431 82N 55

ip access-list standard ssh-acl

permit 192.168.20.40

2432228 DC MY

aaa authentication login ssh-auth
local ip sshd auth-method ssh-auth ip

sshd access-class ssh-acl ip sshd

enable

(=13

2+ AL =22
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3% QIE{Ho]A M

W
0
N
=

o
0%
2
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40
>t
N
-
0x
O
rir
n
09

ot

r

SR QHHO|AE Hj@D CHet QIHTO|A 7Y Of
=

=LICE Of oM AH8E 2E AHE0A BHO| e

=
rot
-
W 0x =
0
HT
i
oz
P
Ot
rir
i
H1
oo
o

Pl

=

rot

o1}

o M rlo
i ro

g
o
|>
o H
%
0R
o
mjo
1)
>
>
o
o
z'_
=2
x
-
o
rir
inl
r

AL m
mjo
ika
P

HL oF
x
10
inl

od nx
N
H
oot
-
~

311 XHEE= °._|E1ﬂ1|0|¢ 7 HHOIA FYof Cist

EI.OI 7(|.%1 xnl_}_

Configures Ethernet interface.
Ethernet interface Configures fast Ethernet interface. olH4l QIHm 0| A T

Configures gigabit Ethernet interface.

=2|% QI oA 7Y

Loopback  QIE{HO|AQF Null QIEEOlAE
Layer3 OIAMEZH T ELUCL A&XH=  Layer-
2 A2(X|0| A VLAN E+£ SuperVLAN QIE{H 0| A S

48 4 YU,

Loopback interface
Null interface
Logical interface VLAN interface

SuperVlan interface

-+

g9g
Aggregation interface =2|& QIEm oA T

Xl & 572 AHHO| A= oYl QIHE 0|2 =2|H QIE{mO0|A7F UL Tt O] HUl

OIHHO|A RHE2 B#FE 4 AHIO|A & A X|of 2X|& IHEHO|A 7HE E= QIEH 0| A

20 et ChEU L =2l AHEo|AE Y 2™ X7t gle QAH 0|22 AEXLIL

T2 2 47 U

29|X|2 X| & O QEIOo|A= Chg2t 25U L
*  Ethernet interface
*  Fast Ethernet interface
*  Gigabit Ethernet interface

29X X @ =2|1H AHEOo|AE CHEa 25U
* loopback interface
* null interface
* aggregation interface

* VLAN interface
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Hoolao] 8 Z2MA0 HEEUCLL =228 REOM AHHOA FES

(1) ‘interface’ BHO| & A0 AHIO|A 1 ZEZ SO{7IM TS AlZ SHUA|R. Off
AKX ZEZEE ‘config_'?t Et=E QIHmOA HElZ T4 EULCL ZE H3Z QY
OIEHO|AQ| =XHE M8 SHMAIR. HZE HX|(exworks) EE& QAEIO[A FHET} A|
"0 =7+ 2 of XI7g FLICE o] QIE{HO|AE BEA|SHE® 'show interface’ BHO &
A StuA 2 FX|T K| &Ste ZF AHEO|AE Cha31t 20| AtH| &EfE M-S LICh

Switch#show interface
GigaEthernet1/1 is down, line protocol is down
Hardware is Fast Ethernet, Address is 0009.7¢f7.7dc1 MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set Auto-
duplex, Auto-speed
input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 17:52:52, output hang never Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, O packets/sec
1 packets input, 64 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, O throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input input
packets with dribble condition detected
packets output, 64 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out

gigabit Ethernet interface g1/1 2 73328 CtE WES 3 SAAI.

= =

Interface gigaEthernet0/1
2LX|0M EO0{F = ZEZE &= ‘config_g0/1" & LICH

Note :

CIET Ol & Rt AEHIO|A M ALO|0] SHS 7t S BRI YIELILE Ol =
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of, 1ol oM ‘g1/1" £= 'g 1/1'0] B& SLL L
1. 2HIO|A 79 REOA QAHEO[A T8 HHS 714 & + ASLICH e FE2
CIEHO| AN 2dE Z2EZ 8l S8 Z2 ™S o LT o] HF 2 AHEAM7L

OIEHO|A T4 BEE F& 7Lt 02 QIETo|AR Met & 0y}
x| X Euct,

[

2. QHEO|A~ 40| 2zEH Chg gl 'AHLo|Ae] BLHE 8 {X]

'show' 8BS AHE510] A EHEO[A JEYE HAE SHYA 2.

3-2 & olHmolA A

3.2.1. 2lHEo|A9l &

o

Ofm
1
x
-4
x

n
2

2 U882 BE R AHHO|A0M HME = U= BHS dYStD QHI0o|AL S8 £H2
T8 gL 1Y 5= Ae AHIO0|AL & £/40= HEOIA 4,
%, X|H S0| A& Lt
3.2.1.1 Description &7
e QIEL{|O| A0 'Description's 7t ot QIEHm|O|AQt HZAE EHXE 7|dst= O
£ 20| EL|C}. ‘Description'2 QIEL|0O|AL| ALES AEHSH=H =2 T2 QIE I
Ol &1 8o =0t ALEE|H QIHHO|AQ| 7|50& B8-S O/X|X| S&L|Ct
FHO A
description [string] oAy o| QIE oA HHE FUtetL
oE 50, 2HEO|A 43 7ot #HE oAM= Ct2 & '2HOOIA 43 o8 &=
okA

hd

>
o

3.2.1.2 Bandwidth &4H

SElY HdY
Bandwidth [kilobps] SAxfel QI oA HEE FItgtL(Ct.
29| &

CHY =2 228 o7t & 20| 28 =28 AHH 0|
= OIX|X| gLt

(=]

ol Sl H=0=

3.2.1.3 Time Delay &%
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MY ZEEE2 S5 2T E A /o Azt XA HEE AFERLICH QIEH O]
2 4 BEOIM QIHE| 0| AL A2t K|S F5t2{H CE TS AFESHAIR.
FHY 29
delay [tensofmicroseconds] X T+ E QI o[Ao AlZt XS AET L
Ct
A2t X|Ao| 7182 @2 FE 07 H=QLICE O] BHE ALESHH QIHm 0|20 A
M AlZER| S 27 St A2 otELCt.

3.2.2 Clefmol~ol =UEHE 2 G

k!
118
rlo

—

QIETO|AE RLHY ot 22| & = AFLCH
o OIEmO|AQ| AE{ StOI

o QIEIO|A 7|3} Gl AbK

=~

=

«  OIHHo|A0 2dst

el
Oht

3.2.2.1 O|E.|J_|_|o|/\o| AI-EH 9_|-O|

29K 2ZEQ 0 A SEO 2 HH, AIEHH|0|A HEf S AHEO|A YL 2 HE
HOHX| BEE EOFLILE Chg BE= QHTO|A 2LEH FF2

3 = .
YO oiet 22 2HIo|A 7Y 2F'S HE st BB = L3t Z5 U

[

%20 EL:

show interface [type [slot/port] | QIE{I{|O| A AE{E HAIZL|CE

show running-config ST AN AMEHE EA| BHL|CE

o2 8%t AN & + ASHCL OI 3P$-| QIE{ | O] &

FHY 29
no interface [type [slot/port] =28 QHHO|AE X7|3} StALL 7h QIHI
O|AE AN LT
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3223 HHO|A st Sl HiZdst AHMO|AT HEgote|H B M O0|A0] BE

71501 A+ E7tsotA =0 2lHE ofAo RLIHEY FYOZ HAYS o AHE

| >
do
>t
Hu
rxd
of>
nw
-+
30
il
-
il
O
m
il
o

>
41
0x
Ho

M
=2
>x
0
m
i
o
mjn
Mok
0x
ot
~
o
i
0x
ot

HHOof =L
shutdown QIE{m{|o| A0 H|ZHd 3}
no shutdown QlE{m|o| Aol 2=}

'show interface’ @ @1t 'show running-config’ &S AFE5t0] QIE{H 0| A7} H| 2%}t &R}
=X 8 E 20l & 5= QUAELICE ‘show interface’ BHOE AFE3IH H|243HEl QIEH O
2= 'administratively down’ 22 EA| & L|C}

XiMlet LH82 Chg O A2l 'QIH I O] A H|g-d3t OH|'E EHZ ShdA|2.

323 =2/ QIHEo|A A7

Ol Bo M= =X AHHO|AE H5t= WYof tis YLt &2 Chalt 25

L C}.

Null QIET 0]~ 27
e Loopback QIHmo[A M7
» Aggregation QIE{HO|A A7

*  Vian 2HIO|A 27

3.2.3.1 Null QlE{mojA HH

A AA"-2 stLtel Null QIEHo|ARkS X[JAgL L O 7152 HREE2 2IH A
M HEE= Null §X|2f 7|51t FAF ZLICEH Null 2T HEH 0| A= et AFES 4 U KT
EANNMEE Mz b | =

MEBHALE SAIBHR|E ¢

unreachable’2 Null 9 E{HH O] A0f A

LICt. 2IE H| O] & —_r“éi dd 'no ip
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g 5= ELLCH 22Y REOM CHS HEHOE 250 Null 2 HEO|AE XY & =+
UG L|CE

HHOof =L

Interface null 0 Null Q1L 0|AE MMdThL|Ct,

= Hdgl
Null 2/ HEHO|AE= QIHEHO|A RAES OI7) M2 Fot= ZE HH XHE &
UAELICH C2 Atgl= 1P 192.168.20.0 2t EES 2|8 Null A EHO|AE St &
2 OojE LI

ip route 192.168.20.0 255.255.255.0 null 0

3.2.3.2 Loopback QIE{I0]A H7

> m

Of

Loopback 2/EH 0| A= 7h4to| QIEHO]A L|CE 2| F QIEHO|AT S E H20
A BGP MM S 7% S SHL|CH Loopback QIE{HO|A = BGP E{O|'E FAZ A &
UELICH CHE A|X[7} Loopback RE{L|O[A0 =E52{H Loopback @ EH| O]

22 228 2 Broadcast St & &8 2t E ZEEZ S FE50F 2L

Ch. Loopback QIHHO|AZ 2t 8 &l HA|X|= 22X 2 T 228 Z|0f 2ZHOM XNE|

2 = USLICH Loopback o L|EI0[AZ 2t & E|X|2F L& Loopback QIE{L| O|AQ]

IP F&7F ot ZLR, siY OAX|= AMEUCE &, Loopback 2/EMO[A& Null

A -1>o

SIHmo|2~2 25 gLUCL 229 ZEoM O HYHES HASIY Loopback ¢l
E{I0|AE XSt QAIHE|O|A 7 HEHE YHSHAIL.

YHO H4Y

Interface loopback [number] Loopback QIE{H|O|AE M BtL|CE

3.2.3.3 3Aggregation QI I{|0|A A7

HE 9=z old the ojull QAIHMO|AYE BAHE HS Aggregation 2IE{I|

=
OAE AS ¥ 4 AUBLCH SYS 422 02 Jjo| © 0|5 QIEH0|AS FoiA
theime 27 B MY 4 YBLCH
Aggregation QIE{HO|AS ol 5123 C}S BHS A SHAUAIL.
Yol Mg

Interface port-aggregator [number] | AGgregation QIE{H|O|A S A4 BtL|C},
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3.2.34 Vlan QE{Ho|A A7

ICt 228 ZE0A VLAN H &

o
O -

VLAN 2IE{H|0| A= A2X[2] 2t QIET0|A
Chef F27F VIAN O = IPIfZlE M2[sts & S
VLAN b A|AHIO| ZF7F LT VLAN QIE{HO|A7F §o™ o|2fgt FHel Tzl o
AHELICE VIAN QIEH 0| A S “FofoteH OfS B S &ASHAIR.

I
o
#Ha Fol

o
HHOf el
Interface vlan [number] VLAN QIE{|0|AE M- detL|Ct,

3.2.3.5 Super VLAN QIEE 0|~ MY

—

Super VLAN 7|&2 Lt 22 HFHLIES MSELICh St 29X CHE VLAN O] /=
= S0

SAEE SYTHIPv4 MEUIO| &5t ST 7|2 AHO|EQIO[E At
8 ¢ 5 USLCh mEtM B2 1P FATF M E L L Super VLAN 7|&2 VLAN O|
St 22| AHIO|AE AHEStD S AET ST IPv4 HERR M AOIE

i Xl ELICt Super VLAN Of £3tE= VLAN

H =3
= =
FAE F4olo] el UHTOAS A] B 4

a1 =
&Lt
HHY 49
[no] Interface Supervlan SuperVLAN QIEEO|A g REZ SO{ZL|CEH XY &
lindex] SuperVLAN  QIE{HO|ATZL EXYSIX|ASH  A|AHEION

SuperVLAN QIE{H[O|AE M detL(Ct
index & SuperVLAN QIE{I{|O[ A 0| MOIQL|Ct FR T 412
HelE= 101A 32 AO| L|ct,

no BZHO{E 0|835}0] SuperVLAN QIE{HO|AS ALK &

A
= =2 T
UG L L
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[no] subvlan [setstr] [add| SuperVLAN OA] SubVLAN & T+d3tAAL.

addstr] [remove remstr] F7bE 519 VLAN 2 22| QIHH0|AE AF & = gl ALt
CHE  SuperVLAN Of &g == glELLCL 7|28
SuperVLAN O A{ SubVLAN O] Z&HE|Of AX| & L|Ct
Sub HHO= StLITH AL & 4= UFLICH
'setstr'2 SubVLAN =52 d5t= AS 2/0| gLCh &
£0], List 2,4,-6 2 VLAN2,4,5,6 & LIEHEL|Ct
‘add'= 22| SubVLAN FE0f| VIAN 5 &2 F715t= A2
o|o| gt
‘addstr2 91t #Z2 "Alel EAEE 9Ol UCh
‘remove'= 22| SubVLAN S E0|A VLAN SE2 K|
St AE olojgL T
remstr'= I 22 Ao FEO| ZAEYLICL
'no’ BB O{= SuperVLAN 0| A SubVLAN & A H|5t= A =
o|0| PLICE 'no'HH@OI2 5t T A AEY =+
A& LICH

SuperVLAN QIE{HO|AE 73t = SuperVLAN QIE{HO|AQ] P FAE T 5= QU

SuperVLAN QIE{HO|AE CHE2 ZEQL 714 & £ Qe 228 ZE0|7| = &

L|Ct.
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3-3%. 2lHmolA 4 oK

331 38 599 QIHIolA Fd

JP

33.1.1 2HHO[A 2F oK

Chg CIMO M= QEHE ol At #AHE dFHE F7tots S 20FLICE O 28 2 73
o 8 QIHE o]~ HE S C|AS YO0 A LIEFELICY.

Interface vlan 1
lp address 192.168.1.12 255.255.255.0

33.1.2 QB 0|~ HigHd 3t oAl Tt CIM A= Ol Y QIEEO|£ 0/1 & HIZ G2t
ot s E0ELICL
Interface GigaEthernet0/1
shutdown
Chg oMM = AEHIO|AE 2d3t 3t WEE 2oE L

Interface GigaEthernet0/1

no shutdown

H
Im
HL
°
rlo
2]
rH
N
I
mjo
>
<
ot
mn - 4>
30
Z Oy
r
_11
k
=2
o
[m
>|
0
Ho
2
>
H
i
M
>
e o
g_}
>

o 4% 30
B oo

r

o>

2ot ZEO g MAC 22| X 23 8 /iH+2f X[F0| QItt® 8 MAC F&E ot

. Bt mE 9Bto] WHSH PIUE IY 4K O HOIME A9IXo| HOt EES
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N
[N}
H
[m

2ot 55 4%

+ MAC F40 P F25 bHoIT! 510) 47 A2,

Hot 4

el
[m

413
4131 MAC =22 Ip Fa0o| Hole MY

2RX[Q] IP FA2F MAC A8 ZEO| HIQIE StALE & & StLITH el & = AL

Note:

switchport port-security bind {ip AB.C.D || IP & / MAC FAE EZEO| HQI Y5
mac H.H.H} A2

42 ZE MFY
ool 42 oyl QIHmolAs & £ Q= HAIXIE oYl QAAHEHO|ATE U= VLAN Of
BEECIfAE LT 2 M2t HAIXIE B & 5= Sl&LCh
FHO 29
switchport block {unicast|multicast] CIHIO|AE RLIHAE, HEFHAE, H
broadcast} EEINAE HAIX|E TESHK| gt&LCH
no switchport block {unicast | multicast | IHIO|AE BE AKX E HEEL|CH
broadcast}
4-3%. EE HOt
HYXOl 4 AKX CHE ZE AO|Of IiZlE XtREA HEY = JASLCE ofEH &
f0l= CHE ZE AO|o| Izl HEY = &L LT} Port isolation 7|52 ZE AtO|2| Ijf 2l
SES Xt = JASLICE Port isolation O] U ZE= M2 S41E = gl&LICH i
Z12 Port isolation O] 1= ZE ALO| EE& Port isolation @+ non-Port isolation AFO|0f A
d¥oz MEE £+ USLCH
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iy

M
=29

switchport protected

Port isolation &M

no switchport protected

Port isolation &7 3l A|

4-4 & Storm control 7|5 A

29K ZEE FLIHAE(Mac 4 M 20f), BEPPHAE = BEREIAE HAX|Z £H
X&H0| HIFLHR S48 &2 = UASLCL 0] B £29X 52 ©H 290X ZEO
FE[7t ELth sdS AHStr| flet 2780| K|/ =[0]of gLt

FE0 49

storm-control {broadcast | multicast || EEEIHAE | HE[HAE | RFUHLXE 2

unicast} threshold count X|&X Ol KA X|E HofEtL| L},

no storm-control {broadcast | multicast |

unicast} threshold

o

storm-control A™S S| efL|Ct.

4-5% ZE = X3t
T2 8l F/UHE EfHo £ 2 MO & = JASLICL =22E ZEO|M
Lt HEES A0 ZEQ| EgfjH] £ 5 X SHYAIR

FHO 49

Interface g0/1

QIEH 0| A Gio/1 22 S ZfLCt.

[no] switchport rate-limit band [ingress |

egress]

o|Of 2L L.

mEo| Cf$h E2iT && HojE FAE

od
LICE 'band'= MO{g E2fE £= L
C.
‘ingress'= 02+ E2{H 0| ‘egress'=

L7ts E2jmol 32 ojachs XS

4-6 % Port Loop Detection
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HHEE St0f ZEON FoIt YK 02 E X & = USLICL 2EY
DEOM ZE T2 YHGMAIR
HHO =k
[no] keepalive [BiA] &= X E MdagtL|C)
keepalive period gz X 7|7ts 2EYULCL fRRYR=
0 O Af 32767 LIt

5 Xt 2g|XMol ZEQO| EM MX
5-1 & 22[™Ql 2IHmojA9 Ed M7
511  O|E4l QHHolAa 47

of ZojM= O|HU QBT O|AE Fdot= Y- CHoll EFLICE SFC5200A Series 29

X|= 10/100/1000Mbps 2| 1% O|EH U QAHEO|AS X[ ALICE ArMet 42 Chaa 2
SLCh AR BA = B AFO|H CHE BA = M= Ar iU e

5111 0|HY 2IHEO|A 278 222 RE0AM CHg 3ES 2dsty O QHI o~
T8 HZ S LI

FHO 29
Interface fastethernet [slot/port] Fastethernet QIE{H|O|A0f &< SL|CH
Interface gigaethernet [slot/port] Gigaethernet QIE{HH|O| A0 & oFL|Ct

'show run interface fastethernet’ HEHO{E O|230 O|G Ul QIHEHO|AS AMEHE =l

St A|2. 'show run interface gigaethernet’ HH O & 0| &3t0] 7|7HH|E O|HY QIH
O] 20| HEFE 240l St AIR.
5.1.1.2 Rate &7 (Speed)

OIHU £ &= XS £ AHHO|20M 28 5t0] 73 & = ASH L

HHO 49
speed [10/100/1000/auto] O|Ful QIE{HO|A0| 10M, 100M, 1000M

=2 Auto-negotiation 2| M2 0|83} Of

Rate gf= A7 otL|Ct

no speed Rate &2 A guch 7|2 282 auto-

= =
negotiation 2 2 =O0tZfL|Ct,
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Note:
SFPO| £ = NH™E[O JUSLICL OE 50, GBIC X GE-FX 2| £ == 1000M O| 11 FE-
FXO| £== 100M RL|Ct SFP &= Y& Ct30| Xt D771 JAoBH X5 A
Jlsg MEE £ USLCL DX Ao™ i o = QELICH 7|2 FAHONM &=

H O —
7|7HH|E

=
CIHIO| A0 At5 Y S Edst & = AKX 100Mbps A E 10| £ 9]

o =

mot

I_
AHSHAS HlEs YLt

51.1.3 Duplex 2E A3

7|= F30A O[HU QAHEO| A= ASHY

H O

o
=
T JAELICE o] BH2 SFP QIH I 0|A2| Duplex RE+= &4 Auto YLILCH

HEHO 49

duplex [ full | half | auto ] O|HulQ| Duplex ZEE HETLICE

no duplex 712 #8E€ CHAl AlZ} gLCh Duplex 2
E& Auto-negotiation & L|C.

5.1.1.4 Flow-Control &%

QIE I O] A7} Full-duplex & M, SEXM 0= 802.3x d2| t0f PAUSE == S5
ASE L Ct QIE{ T 0| A7} EE 0|F R EQI AL Flow-control 2 HIS S8l ASEL| Cf
HHO =L
flow-control on | off OIE{H| O] A 9] Flow-control 2 A AHLL &
= USLCH
no flow-control 7|2 +Ee 2 SOt L Ct QoA =
flow-control O| §1&L|Ct.

6 Y. elE{I o]~ He 2%
6-1 % QIEIE0| A Y 4

6.1.1. QIEHIo|A B9

6.1.1.1 L E I 0|2 H{2 Of3Y
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Note :

IEHO|A el RE2 SO{7IH RE0| Zetel AHEHO[AVE 27 &[0
AO{OF ghLL},

6.1.1.2 AHIO| A~ HP ZEZ SO{7}7]

interface range’ ZEZ S0{7t7| 25 Ct2 BEHOE A StulA|2
HHO a9
Interface range type slot/<port1 - port2 | QIE{HO|A #Q BEZ A|ZBtL|CE O]
| port3>[, <port1 - port2|port3>] Do =g & 2E ZEE= O ZH0|
LK gt
&% Hze &FReE 43 dur
St il

6.1.1.3 A% Of |

0 & o4l 1,23,6,810,11,12 & =&t Ctg FHOE & AHHO|A + o
£ AZSHAIR.

Switch_config# interface range 1 -3,6,8, 10 - 12
Switch_config_if_range#

7 & VLAN A H
7-1 & VLAN A
711 VLAN 274

Virtual LAN(VLAN) 3tLt O|Af9| LAN O Q= =2|Ho 2 HEQA 3 & JEUtl =
Sl HMZ sY3 &30 HAE0 s AX
MIOHEO| 9/X| 2hL|Ct 1999 =

E
m
ITI
"
<
—
>
=
-1
o
[
HU
1=
m M
i 1
Hl
M
ot
O
N
do
o
m
m
m
[ee]
(@]
[\
o)
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Virtual LAN Of = CtZ1t 22 0| JAELICH
« XE J7|HO| VIAN: Z SE|H ARQX| ZEE UMA FELZ VIAN 2 A[FELCL
« 8021Q EY3 2E= QAHLO|ANA X[ E LICH

o M2 RE QIHTO|ATF K@ ELICH
ZE 7|HHVIAN 2 A9X|7t X|@St= VLAN 2| ot9| & & otitel ZEE 2 o =
A

=] 1:1 o
ZAUL|CL. O] VLAN 51| &80 8fLto] VLAN Tt Q= AL O] IE = Access ZE QL|CH

«  VLAN A& #el= QBT 0|20 X2 E LTt
VLAN 8| & 07 ZETL £33t VIAN HRE HMOjst= O AFSELICH VLAN Ef 7t
oL Oj7Bi2~= VIAN Ef7F Q= D212 St VIAN Of| EUEE ZEE MY}
=0 AFZE LT

712 VIAN A3 = 2
e VLAN 37}/ AbH|
« 29X ZE 4FH
e VLAN QIHI{O|A 24 / ALK
e SuperVLAN QI HO|A M7

e VLANCS A7 Sl ME| 2LHE

713 VLAN ¥H =
7.1.3.1 VLAN 37} /7 AHX|

UM o2 VLAN O|2t1

AZLO Ae AN St LEH 38 2

VLAN & physical LAN 1t 3ot £33 ZHX|TF S Lot LAN MOAHEO UAX| RCEEF =
St AH O[S e 8% & = USLH
ojo

A

I:I- AR
oD BE QLIFJAE, HE|FAE QU HRZEIAE HA|X|= SY3H VLAN O A
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EHOjg20t Mg 2 = ASLCL 2 VIAN 2 =2[H HEJI YLCh Ho|E 7t CHE
VLAN Of =E3t2{H 2t F L= H2|X|z2 HEHfor gLt thg S ddst

oco=2
VLAN & 27 St Al 2.

2

HHO 4%
vlan [vlan-id] VIAN 848 ZEZ SO{ZL|CH(VLAN 2 4 )
name [string] VLAN 2| O|§2 &7 &LCt
vlan vlan-range SA0f of2f 7He| VLAN 2 M & = USL|CE
no vlan [vlan-id] vlan-range | 5tLt O|&f2| VLAN 2 &K & = /UELICH

A

lo |
Hu
I
N
4O
i
>
HJ|HJ
ot
1>
e)
Iy
-
_IT|_

VLAN £ VIAN 22| ZTZ2EZ GVRP £ E8|| 5

7132 290K ZEO| B AJX| ZE= UM BE EYF DE Y dotlqg HEREE

1

X AgH k.

2

MA BE= O ZETJESHLES| VIAN O 2 ZEE0 Ef7F Q= o[ 4l gy &

[o]}]
o
S441 32 LIERE L}

ZEJHLHE 22X 0f HZE0 QL BV /= Ol = H}S
o

e dotlg-tunnel 2E= AKX $2 W2 S Ef A7t = D222 2HF SHLCH AQ(X]
HE2 ANE22 ZEQ| pvid E M B2 FISIEE AQX|7F HERZR of HZAE
CIE VLAN IHE[H S BAlE &= JSLCHL O3 Oh3 IjA2 s Yot 040| OHE ME
HESA0 U= CFHE ZEE BP gI0] MHEHLULCL B ™ S2 o|2s AR

Ao g L

Zt TEO|&= StLte| 7|2 VLAN % PVID 7t I EZEO|AM =4IE VLAN EfO7} Ql= 2E
H/O|E= VLAN 9| H|O|E mjZlof £TLC EEE REE ZEZ 08 VIANSZ 7tF
RO M W2l ZFY ZEO MEE j7lo| e 5

= EBia%h 8l VIAN = & ZEJF £% VIAN 252 28 ¢ = USUCLL OE

o

1

HHO 49
switchport pvid [vlan-id] 2RIX|ZE0 pvID & AELCL

switchport mode access | trunk | dot1g-tunnel | 2QX|ZE T ES MY3FL|Ct
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switchport trunk vlan-allowed [vlan-id | all]

switchport trunk vlan-untagged [vlan-id] ALQIK|ZEO| XEFE VLAN 2 X| - Ct
Note : @& A2[X|7} dot1g-tunnel & X|&st= A2 OtELICt 25 22X[= 0]

7|I_O

S XM Koz TAS/H|EAS}

ote 7| x| &-5HH

— 1 —
2 M3 4 g £ USLCH dotlg-tunnel & MY MO =2 &d3} ot HHO =
o 2
[==] =

o

Double-tagging

7.1.3.3 VLAN QIE{L{|O|A M / AHK|

VLAN IE{HIOIAE HIEHI BRI S5 Layer3 ABC| 428 JI5 S HHeHl 4
= IP FTAQ OATE XM
&850 VLAN °|E1JL|O|AE MASHAA|Q

28g 5 UASLICE VLAN QIEH o[~

UAgLILh LS YOS 2

E|>

Ok
=

iy

M
=3

[no] interface vlan [vlan-id]

VLAN QIE{HO|A

7.1.3.4 SuperVLAN QIEI{0|A M7

SuperVLAN 7|=& Ct&1 22 HAHLZF

VLAN o] SAEE E3t

EILICt SuperVLAN 7|2 ME CHE VIAN 2 S
= S| EL|Ct O] 12| VLAN & S Yst atz| ¢

IPv4 HESZ MM HOIELO[E A
SubVLAN 0|2t BHL|C} SubVLAN 2 IP

—jl\_ HAI:IL‘ll:I- I:'C>:'O SE

£ SuperVLAN QIE{ T 0| A

HMEeLc set A9 X & ddst= CHE
g+ ASHECL [EfEW B2 IPF 7MY

OIEH|O| A5 AFSYLICEL 2 AEE S0t
B LICE SuperVLAN Of £3t= VLAN &
FAE 278510 e 0_|E-|1L|O|¢§ A 9 3t

AE MXSE A A
£ 238 = gy

SuperVLAN &73st= At Chaa 25 L
FHO 29
[no] interface supervian [index] QIHIO|A FHEEE AZ/A M [no] &

2
LICH. X|™E SuperVlan QUEHO|ATL ¢
O A|AHIO|A SuperVian QIE{HO|AE
M SL|CH Index = SuperVIan o Mol
LICH 72 42 101A 32 Ato] ¢
L|Ct.

H-IO
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[no] subvlan [setstr] [add addstr] [remove SuperVlan O A SubVian 2 /A [no]
remstr] SHLICE F=7HEl St VLAN 2 22| QIE |
O|2E &/ & &= QUSLICH 22 HEfof M
SuperVlan Ol SubVlan 0| Z&tz|X| Ot
SLICL O StLtol ot HE T A8 &
&= QUAELICL ‘setstr2 SubVlan FE2
2E5= A2 90| LT E S0,

t 2

Lis = VLAN 2456 = LtEFRHLCH
E 2f 2| SubVian FE0|A Vian =&
% 7t St A2 90| LTt ‘addstr'e
et Z2 Aol BXHEE 2|0| gL Lt
SubVlan =&0|AM Vian
o|of ghL|ct.

4-6
o|
'L

‘remove'= Az} 9
SEEZ AMA ot

=
—_
remstr'2 [t Z2 YAl FEQ| Xt &
o
=

L|C}. SuperVlan O|A 2= SubVian

MM & As Y-l YSLITL No EF
o= CHE otfl ¥ &M AEE =+
=L

SuperVLAN QIE{H 0| AE T4t = SuperVLAN QIE{HO|AQ| Ip FAE
AELICE SuperVLAN QIE 0| AL CHE ZEQ} OHEIIXZ Y & 4 s 2IRE ZE
O|7| = ghLC.

7135VIAN O 7 S MEf ZLIHE

VLAN O T4 % MBS BLET sfefH B2RCOIH S BYS LWL,

FHO 29
show vlan [id x | interface inff] VLAN o] A Zf1ut AEjE E O FL|Ct
show interface [vlan | supervlan] x VLAN/SuperVLAN o ZE AEHE EO{FL|Ct

714 HE oK
AEXPCI~PC6 2 ZE 1~6 5 &3 2%X|2  HZA  LICL O PC o HERA=
192.168.1.0/24 YL|C}. PC1~PC3 &1 PC4~PC6 1ES ME L2 layer-2 EREIHAE
EofQlof fIXISHX|BF PC1~PC6 2 MZ Ping & F=&3t1L IP 192.168.1.100 2 &3l 2%X|E
2a| & = JAESLCH O|FEA Sl3{H ZE 1-3 2 VIANT 22 4-6 2 VLAN2 2 HHs|jof &t
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L|Ct 33 Ch3 SubVLAN 2Z VLANT It VLAN2 £ SuperVLAN O Z=7}8}j0F SLICE AQ(X]
OlM Lt 2882 Aok LT (Zh QB O|A2| default VLAN 2 1 22 E7HE|0] US
L|Ch

interface fastethernet 0/4 switchport
pvid 2

|

interface fastethernet 0/5 switchport
pvid 2

!

interface fastethernet 0/6 switchport
pvid 2

!

interface supervian 1 subvlan 1,2 ip
address 192.168.1.100 255.255.255.0

ip proxy-arp subvlan

8-1%& sTP 74
8.1.1 STP &7

HZT Spanning-Tree Protocol(STP)2 IEEE802.1D EFE S 7|8t 2 LT} AL{X| Stack
2 LA HEYZO Chst T Spanning-Tree Node 2 LIEILIH 2E Stack MHE &
Bridge ID & AtETLICt EH2| HAISHK| &= o AX|2= 80l SEAA A

ST H=2 O O
AQK|QF AQ|K| Stack & LIEFRHLICE STP = Spanning-Tree Algorithm & A3 52
AZ HER ISl AQX| StLHE Spanning-Tree Root 2 MEATLICE Algorithm 2 &7

=
el mEo| ool Wat 2 mEO| FAS WO Layer-2 291X HEYIE =

|&ol HERIR B2& AL

tot

bt

STP = HEHZA 2 $E% LRSIHM B2 52 MS5te= Layer-2 Link 2#E| Z2E =
YLICt Layer-2 O|E Y HERAZ} M= X352 &= Station ALO|Of StLto| & g%t
AE o 3‘—XH$* T AZ UL End-station 22| 2] 2 Z=2= Q8 HERAN F=It
4 CHEQZO F=7t 2™ End-Station O ZFE HA|X| 7} =41 & 5= USLICH
= 021 Layer-2 QIE{I{|O| A0 A| End-Station MAC A5 &h& & &= UASLICH

olgist =2 2ot HERYIE =2 TL|C} Spanning-Tree X2 End-Station Of A
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EYstoz T AN MIHE E& oy MIAHES 2/X| LAN O HZEOf UK
RS X g+ gLt

STP = Spanning-Tree Algorithm 2 A3t 55 AZAE HESR
Tree 2| Root & MEH SFL|C} O] Algorithm 2 &8 &

2t 2t ZEO| S Y0 Layer-2 HIEX TS| X[¢e| Bx Gl Z2E ALt gLl Ch

HZF Spanning-Tree(STP)= IEEE802.1D Off "H2| &0 /UEFLICE O|&= T Spanning-Tree
OlM 0f2f Bridge 2 *+d & LAN ESZX|E the2tsl0] HERA Foob 2A5HK| &
EE 50 HEKHIS HEH AHsS B UL STP & 3E Protocol 2| Algorithm 2
M Bridging LAN 2 7IEHSH GIEZ AIgYt: B EEEXz FHEUL BY =
EZX|0|M YT Bridging port = Z2|¥S ME & = UASLCHL 22 ZE= N &

s M| A

EOf A0 =2 @ls HE&E

!
als
£Q
o>
r
il
ne
4
H
[m
rr M

o [ ]
gEUt. o dEfo Us ZE= EZEXMAM FZ 2 =+ UsUCL Aot
HIZE2HO0|7Lt HIEAO| FItE| AL HEAINM HAHEH XA ZE M &

Ej2 #HZO| ELICt STP EEZX|0|A Bridge & Root 2 & = USLICEH ZE LAN MM
Ol A Bridging ZE= HIEQ I MMO| HO|HE RFEZ WEYLICL ZE= HESZ AN
XNEE ZEZ gA| gUCL ZEZL A= BE[X[= LAN & X|ZE BE2|X|z 2t LT
Root = Root 7t AZ5t= B&= HESR R MM X|78 & Bridge & LICt 2} Bridge 2| ZEOf
Root O 7t& 747t ZE7} Bridge Root ZE QL|LC} Root ZE G

AZE ZEAME 7tsst 39T B& SH YLICh CHE R ZEE TEEX| @A T
E

x

Qe ZET Ot Lt ?2|= 0| ZES Of7| ZEZtD 2L
.I

(1) 2t Ha|x|o| Al
(2) 2t ZE9| Path Cost
(3) 2lXel ZHmEO (g TE AYR

Spanning-Tree ZEQ| Priority &f2 UERI EZZX|Q| ZE X[t E TS SMA| 7=
X E LIEFRLICE 249 SM=(AEXL 20| 7t &2 Bridge)”t Root 2 41

B EL|Ct 2} Bridge 2] ZE0|| Root Path Cost O] RELICt &, Root 0| A Bridge 7HX| 2]

HE ZEO Z2 HE g/ T ZAUYUCEL 4 HERA MOAHES XFE ZE= HERHA
MIOAHEO HAZH XA Path Cost & H= XZEE LIEFHLICE AKX F

ZE7} Loop O LEEQI AL Spanning-Tree 2| Port Priority % Path Cost 42 O{™

ZEO| M5 AUs SEHO| A O ZETH XpEE HEHO| UAE=X|E MO Lt
Spanning-Tree ZE Q| Priority {2 HIEX I EZZX|Q| ZE 2|X|2} EcjE S S1tA|7|

= ?IXIE LIEHHLICE B2 B ¢t2 ZEQ| £ & LIEfHL|CH

—
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SFC5200A Series 22| X|= Spanning-Tree & Q! 802.1D(STP)2t 802.TW(RSTP)S| F7}X|
DREE X[@ LI E3HVLAN 3 MSTP Spanning-Tree Z2EZ0] W2} STP ZEE €7
StHe A4S X9 BHLICE XHMSH 82 270 'STP BE U BE H'E HXE SHAIR. 0

oM = AK|7F X| {3 EFE Spanning-Tree ZT2EE AU HS 43 oLt

Note: O] &A= 802.1D(STP) & 802.1TW(RSTP)E SSTP & RSTP 2 2%l $hL|Cl.
SSTP = HHY A Eg|E 9|0| gL,

.
n
it
o
H
Mn
X
m
=

o 22X Q| Priority 278
*  Hello time 878
e Max-Age time 474
»  Forward Delay time &7
e Port Priority 8%
e Path Cost 8%
+  Auto-Designated port &7
« STP B ZL|HE
8.1.3  SSTP &% Zt¢Y

813.1STP 2E 44

Cte HES A¥5 STP 2E g SHdAIR
FEY 4y
spanning-tree mode (sstp | rstp STP 9 £ d7d gLt

8.1.3.2 STP o| &d3st A H[Zd3}t

Spanning-Tree = 7| 282 2 M85t & 20| &0 JELCL HEXR EE

X0 Fz7t giCt =5k E20| 2 Spanning-Tree £ 'Disable’StHdA| 2.

Spanning-Tree £ H|Z-g%t 5t2{H Chg HAE +& SHYA2:

%20 EL:
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no spanning-tree STP £ H|gd3st L Ct.
Spanning-Tree £ &2 ot ¥ O3 BHE ALESHMAIR.

YHO 49

spanning-tree STPE & &LCh (7|24L : SSTP)
spanning-tree mode {sstp | rstp} STP ZEE M7 gLt

8.1.33 2%X|e 2= 2F
A R|K|2] Priority & T3t Stack 2 FEE AKX £ A2X|7t Root A2
X2 M = 7HsNS =9 4 QELICH AQK| Priority & MG CFS
HHS A8 SHUAIR.

0 29

[no] spanning-tree sstp priority [value] | 29| X|2| Priority 2t& &7 &LICE 'no’

=

YHOR 7|= B8R &[=H

LICL (7|23t : 32768)

8.1.3.4 Hello Time &78

A-8Xt= Hello time & HASH Root 29(X|7 T&H STP HIO[E EThel Ato|Q

tAs 28 ¢ + UASHLL tE BEE AFROPW SSTP 2| Hello time & 27

SIAMAI2

FHof 29

[no] spanning-tree sstp hello-time SSTP 2| Hello time & A& LT}

[value] 'no’ YHOE 7|2 482z E[=E
LICt (Z7I23k : 4s)

8.1.3.5 Max-age time &7

SSTP ©| Max-age 2 AtB3}0] S A|£317| F0| Spanning-tree A& B A|
R|Z $AIBIR] 241 AQIX|7} C47|3He AlZhE)S T4 gLt

=

Maximum-aging time & 248 5t2{H L3 HHAE $ASHHAIR.

=

0 2

o=
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[no] spanning-tree sstp max-age SSTP O] Max-age & A7 grL|Ct.
[value] ‘no’ FHOE 7|2 242 E &=

LICt (7] &2k : 20s)

— HA

8.1.3.6 Forward Delay A|7F A7

SSTP 2| Forward-delay € T+&5t0| Spanning-Tree 2| Learnin

g L +AIC7| A
oA HY AENR #1327 Mol QIETIO|AT} Lh7|eks AIZHE)S 2 Bt Cf

82350 SSTP O] Forward delay time 2 A7 S A2,

0 29

g

[no] spanning-tree sstp forward-time | SSTP 2| Max-age & &7 %fL|C}.
[value] 'no’ YHOIE 7|2 HHo = K[=E
LICE (7| 22k : 15s)
8137 ZE 2M+=2| H47F
loop 7t LMSIH  Forwarding HE 2 TS QIEHOAE  MEiE Of
SpanningTree 7t Port Priority % ALESHY M= E AFEgLICH MEiSH
M=27t & 2 AHHO| AN O =2 Priority ZH(R2 ghHS T st Otx|2ho|
MEist @ M=2| 2= )2 63*%* g = JAELCH B2 QAHH0|AL 24 &2
wUo| ZoH Spanning—Tree = 7t 22 Priority 22 #10 Us QEHEOAE
Forwarding &E{2 D=1 CHE QIHEHO|AE AHEH LT CFg @S 0|85t
QIE{H|O| A0 Port-Priority 2f2 A StAAI2
FEY 49

[no] spanning-tree port-priority [value]| Sl Port 2| priority {2 A7 oL

C}.

‘no’ FHOIZ= Y S AA HLIC

[no] spanning-tree sstp port-priority | SHS port 2| SSTP priority #t=2 A&7
[value] 2LCE 'no’ BHOE 7|2 dEe=

H1

| =& LICH (7| 24k : 128)

— HA

8.1.3.8 Path Cost A%

che Yol

i

0|83 2t AFZ port 0] 27 SHYA|R:

=

0 29
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[no] spanning-tree cost [value] SiE port O Cost & A7 TLICt

=2 =20 -J

'no’ FHOZ 7S A gLICh

[no] spanning-tree sstp cost [value] SiE port Q| SSTP Cost &2 H7H

%

=
LICE no'3TOZ 7|2 d82= &
= "LCh

8.1.3.9 Auto-Designated Port &7

A=o2 X|™ME LELE= SFC5200A Series 2 X|o| E4= 7|5QLCE 0] 7|sg

=T

AHE 5t ™ 2tQIZ7IE7t BPDU € Auto-Designated Port 2 A& ™&3H0 MSU 2|

52 &Y £ YELIC Auto-Designated Port 7|52 STP ZEO|A 1t ¢
LiCt 22Y ZEoM oOfg FEE HASH0] SFC5200A Series A%{X[Q

AutoDesignated Port 2| 7|52 d7d SHMAIL.

4

lo

Y0 29
[no] spanning-tree designated-auto Auto-Designated Port 7|52 &-d%}
Sk},

no' YHOIZ 7158 bRt B

Cf.

8.1.3.10 STP ME{f ZL|HZ

STP 78 A SHIE ZLHTY of2{H 2| ZEOAM OZ BN E ArEotaAl 2.

FHO 249

show spanning-tree AHESQl QI T 0| A 0f CHS{ARE STP 2] HEE
BoE LTt

show spanning-tree detail IH IOl A FEO| CHah XtMet 242 EOlE
L|Ct.

show spanning-tree interface | X[ & AHMHO|A0f CiTt spanning-tree & &
HA| LT,
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8.14  VLAN Spanning-Tree 87
8141712

SSTP ZEOA TA HEHIO = stLtel STP MEZ B QUAS LT STP 2| 29| K|

ZE dEe= ZE VIANOAM HEiE ZFELICH HERAO o2 VLAN O] U=
4% thd STP of HERA EEEXE 225t HEYIQ L7 ST Oof7t
LAl = ASLCH 2K = EF=HQ VLAN oM =&E 2l sSTP E A AWt
HLET} CHE VLAN O|M CHE HEHE [ X|SHL VLAN 240 2E #¥0| {A|L =S
Lok A%(X|= Z|f 30 7H2| VLAN oM =&Z& 2l STP & Hde = UASL T

CH2 VIAN EZZX|= STP O 2|8l MO E|X| & L|Ct.

8.1.4.2 VLAN STP M &=

=222 ZEOM Ctg OIS AHESHY VLAN 2| SSTP 278 S SHUAIR.

0 29

o

spanning-tree mod pvst Vlan 7|8t9| STP ZEE A[RtRHL|CE,

M A SHL| O

od

[no] spanning-tree vlan [vlan-id] | X" &l VLAN Of STP &
SP.S

=
no]BOI= 3T &S ML

[no] spanning-tree vlan [vlan-id]| SIS Vian 2| STP Q| R M&=2|E ™S L|C}

o
priority [value] no]BHOIZ s E-HE AAEL T

[no] spanning-tree vlan [vlan-id]| 8§ & VLAN Of Forward-time & 273 LIC}

forward-time [value] no]FHOIZ sl M- 2 AN CF

[no] spanning-tree vlan [vlan-id]| 3§ VLAN Ol max-age time = &°dgLICt.

max-age [value] No]FHOIZE sf|T A2 APA|E L C

[no] spanning-tree vlan [vlan-id]| SiE VLAN 0 hello-tim

hello-time [value] nol¥HAZ s

.|
=
ZE 74 REOM L5 BN E A8 ZEQ £45 FdeLItt

FHO 49
[no] spanning-tree vlan [vlan-id]| ZE0| X["dEl VLAN 2| cost 242 AL L}
cost [value : 1-200000000] o] O 2 siF 28 S MAL T

[no] spanning-tree vlan [vlan-id]| ZEO0f X[ & VLAN Q| Priority & 4% L|C}.

port-priority [value : 0-240] no]dHOolz ST B8 S MELCH
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QUEZC 5 14RC0M CHe YOS ANslo] XHE VIAN o STP 4 EjE
s}oltLCH
2 20f My

show spanning-tree vlan [vlan-id] | VLAN 0| 878 Z[0{%& STP HE{E =fQlghL|Ct.

8.1.5 RSTP &7 %Y =&
o ARX|Q| RSTP 3t U H|Z-d3}
o ARIX|Q| Priority 27
»  Forward Delay A|ZH 278
e Hello AlZFHH
+  Max-age 878

e Path Cost 4

8.1.6 RSTP A7 B

8.1.6.1 A%IX[el RSTP Zd3t 4l HZM3 224

BEOM Chg 2788 =02 SHYAIR.

LY 4y
[no] spanning-tree mode rstp RSTP £ &3} otL|Ct
o] O Z s - S AAgL

8162 A2X|0| SMaQ AN

ALK 2| Priority & A7t HF A

-1 =
2RX[Q RUEE FEoIHEH 2 2E ZE0M O S BN E ZHSHHAL.

o
>t
1o
e
o
(@]
—+
[>
0
>t
]
rx
o
i
+
20
H’]
Jhu
Il
C
fal

FHof 29
[no] spanning-tree rstp Priority RSTP o| M &=QE ALt
[value] No]FHOI2 of|T HH S AMA|ELICE

Note : M| HEIA0AM 2= Bridge 2| Priority 7t St Z+S AL2stH 71
X2 MAC FAE 7HE A7t Root Bridge 2 MEHEL|CH RSTP Z2EEO|

AMEE|= MM HE|X|e] M9 20| = E[™ Spanning-Tree & CHA| A|



AFSELICE (Bridge 2| Priority 2| 7| &

8.1.6.3 Forward Delay A|Zt A7

2390 @ER
T4 X X|=
XIEE Port 7 HIOJE MHE 5
AE L L. mHetA O] Protocol 2

gtLIC} Root-port 2F &
AlZhHZt X|LE&H Spanning-tree

Qlsl I ERIATL Spanning-tree +XE CHA| AHAMStE B2 %
MY HE/IZ MY E £ ¢
MELS S A| A|ZF SHH
dZol =7t O|F
¢t port 7} O|O|E F&S
YEE S| AlZfgtL ) o]

SFC5200A A2 =
M™¥e 32768 RIL|C}H)

—
A'I@ |]H_n_0-|

Al
EL|Ct A2 MEESE RootPort 2F
LAH Ol HBEO| Loop 7t Llg =

HAUSS ™=

Forward-delay AlZF2 MZ & HAIX| 7} T HEQRZ MEEES &Y O
Bridge 2| Forward-delay 582 29X HEXIS Z7|et ZHEHEL|CH 2

Hoz HESRZR 377t 255

Forward-delay A|Zt2| ¢t2 ZAH M7 dsffof &

LIC}.
FHO 49
[no] spanning-tree rstp | RSTP 2| forward-delay A|ZtS AHgtL|Ct
forwardtime [value] no]PHO & sfjF HES ArA|gL|Ct
Note : Forward-delay A|7tS H|L& =2 ﬂigi T5HH AFR B2V H
do{H == AL LICE Forward-delay AlZtS 2 ¢4 2 F45ITH A|AHIO0| 231 SOt
AZEE MASHK| =2 = UASUCH AHEXH= 7|% uS AM8dSt= A0 F
S (7124 15 %)

8.1.6.4 Hello AlZt A7

HHSH Hello AlZHE A
T HEQ=C 2a o=
AF2BIMAI L.

EQ3 2|aAE KHX|SHX| &0

AgLth 228 2E0M O F BN E

iy

[no] spanning-tree rstp hello-time

[value]

Note : AF&XI= 7|2 42 AHESHE

8.1.6.5 Max-age &7

70| E&LICH (7

=
[no]HHOIZ BHE,F *E*%‘;; Atx gt ct,
4

AlZSHT| el AEl(Forwarddelay
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Max-age = AQX|7} 7S A|Z38t7| MOl Spanning-tree A HAIXIE 2=
MR @ Oi7[Sk= AlZhx) Ut 22Y RZEOM g FHOE

o

YHO 49

[no] spanning-tree rstp max-age | RSTP 2| max-age & &8 %L|Ct.

[value] no]HHOIZ ST BF S AESLCH
71242 A8t A HFELICL

Note : Max-age & &2 22 745} H Spanning-tree A4t0| IS X| 0 Spanning-

tree @39| Block HEHE HOHE 7tF & &= JUEL|CE Max-age E 2
A (o]

—

=
=
Wwez Yo5tH 23 YEE TS =l & = YEUCh (712420 )

8.1.6.6 Path Cost A7

Spanning-tree 2| Path Cost = 2/E{H[O]|A 9| £=0f 20l & 4= A& LT Loop 7t
LUSHH Forwarding SEHE O QEHO|AE MEiE [f Spanning-Tree 7t
Cost & AFSRLICE HXA MEHSH QIE{HO| A0 R2 Cost2t2 st OpX|9f
o=z MEiSH OIH 0| A0 &2 Cost & K| & = YASLICEL ZE QAHHO|A

9| Cost 240] Z 2™ Spanning-Tree & 7t& Z2 Cost 242 ¥+ QUHHOAE
MY ME|E otE1 CHE QIEHO|AF AT E

D EO|A QIE{HO|AL| Cost 22 MHEt

2 O]
HAE BB o= T A

FLICE  QIEmo[A~ 278
Lr.

5t
o
=
AL
=L

f

Y0

nx

&

[no] spanning-tree rstp cost RSTP 2| cost & AAgtL|C}

S
[value] o] O Z sy - S AAEL T

Note : O|CYl ZEQ| @M=& £75IH Spanning-tree & CHA| ﬁlﬁﬂl—l[h
AFE RS 7|22t AF23tD RSTP T2 EZ0| A O|HLlo] HEH|RS At
St A
1

7t

M

o
H
bal
1S
In
=

Eg A
HLEO| £ =7} 10Mbps O] O Ll QIE{IH|O| A 9| Path Cost & 2000000 4 L|Ct. ZE Q|
£ = 7} 100Mbps O] O|C{ 4l QIE{IH| 0] A 9| Path Cost = 200000 2 L|LC}.

8.1.6.7 Port Priority &7

STt UM H Forwarding AEHZ OHS QIEHO|AE MEHE [ Spanning-
tree 7t ZEQ| RMEQ(E AFERLICH HA MEAGE QIHI|O| A0 M =7t R2 Ua
X785k OrX| 2ol MEfsh QI HO| A0 @M =7F =2 S X|HE




o>

o4y
o 30

I
E_I
o

met o ML mot

+
»0
>
I
il

LICE 2& QIHH 0|20 4M&2| 240 Z 2™ Spanning-Tree &
EHmo|x~ HZMAOE
AE KpEE L CE s QIE{H O] &
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7|. N3

Rl QIE L O|AE FMME MEHE U1

A8 BEO|A Port-priority X2

og
o
=)

M
=29

priority [value]
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82.1.1 27

MSTP(Multiple Spanning Tree Protocol)= Bridge LAN Of|A{ ZtCtstn 2tHsH EE

ZX|E "EE § AFEELCH MSTP & STP(Spanning Tree Protocol) % RSTP(Rapid

Spanning Tree Protocol)t @2t & 4= JASL|C} STP 2F RSTP 25
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Handshake HHALIEE A& LICH SAIO| MSTP = CHE VLAN £ CHE STP O
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18 2.2 Root port

(2) Alternate port

Alternate port & ¥ X A% X2t Root-bridge AO|2] B# ) Z 2 2 L|Ct Root-port 2
AZO| FESHK| %2 Alternate port & 2 ST 810] FA|

MZ2 Root-port 2 Mzt & &= QEL|C}H

=

Root Bridge
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18l 2.3 Alternate port

(3) Designated port

Designated port & Ct3 X|HQ| AQ[X| EE= LAN S 98Y = UASLLCH A
X LAN 1} Root-Bridge AtO|2| AZ QIL|C}.
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(4) Backup port
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Backup

(5) Master port

Master port = MSTP G 1t CIST Root-bridge AHO|S] X[EH ZZ LT}

CIST Y0 A Root-bridge 2| Root-port & L|LC}.
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Master port

18 2.6 Master port
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g 44l ZE

L|Ct. ZE 7} 802.1D STP BPDU

Chg & SH2 SO L

8.2.1.5 MSTP BPDU

THiel HE XA AlZES 7|CtEl

rir

S MSTIO| CHet 2& 4 dE+=

STP @F RSTP @} OHEIHX| 2 MSTP £ A& st= A 2| X|= BPDU(Bridge protocol data
uni)E Sl M2 S & =+ UAFLICL CIST
BPDU O M Het 4 QULich Ofg & 211t &
BPDU 9| #+ =& LtEgLCt
# 2.1 MSTP BPDU
Field Name Byte Number
Protocol Identifier 1-2
Protocol Version Identifier 3
BPDU Type 4
CIST Flags 5
CIST Root Identifier 6-13
CIST External Root Path Cost 14 -17
CIST Regional Root Identifier 18-25
CIST Port Identifier 26 - 27
Message Age 28-29
Max Age 30-31
Hello Time 32-33
Forward Delay 34-35
Version 1 Length 36
Version 3 Length 37 -38
Format Selector 39
Configuration Name 40 -71
Revision 72-73
Configuration Digest 74 - 89
CIST Internal Root Path Cost 90 -93
CIST Bridge Identifier 94 - 101
CIST Remaining Hops 102
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MSTI Configuration Messages 103 ~

H 2.2 MST configuration Z&

Field Name Byte Number

MSTI FLAGS 1

MSTI Regional Root Identifier 2-9

MSTI Internal Root Path Cost 10-13
MSTI Bridge Priority 14
MSTI Port Priority 15
MSTI Remaining Hops 16
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LS 2EYLICH
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MST configuration list 2E VLAN 2 CIST(MST00)0| &
& LILE

Spanning-tree priority(CIST & all MSTI) 32768

Spanning-tree port priority(CIST & all MSTI) 128

Path cost of the spanning-tree port

(CIST & all MSTI)

1000Mbps : 20000
100Mbps : 200000
10Mbps : 2000000

Hello Time

Zx

Forward Delay 15 =
Maximum-aging Time 20 =
Maximum hop count 20

8.2.3.2 MSTP 2| &z} Il H|Zds}t
STPEZEIZL J|&H
7t 25X A2 M HAHS FKX &
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or ¥
¥0

>

-
o
_l:

ﬂ]lO

YO

spanning-tree
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8.2.3.3 MSTP Area &AM

ARX[Q] MST Y2 19 O|F, HE H=, VLAN It MSTI Zko| OfE 2tA S M7 X|
22
=

Ldo 2 23 Ut g9 4 S Soff 4 & = ASLICE M 7HX] £ %
SILHE BHASHH AQX|7 s GH0| HF gL Ch Azl HEHoAM [MST 4 0|&

|X|2] MAC 49| EXtEQLICE HE M5E 00/ ZE VIAN 2 CIST(MSTOO)Oﬂ
ojgol gLct 2E AKX 1R2 MACFAE 21 o8 2 MSTP £ A¥st=
29K = Jelf AEfel CHE Yo A= AYLICE Spanning-

tree mstp instance <instance-id> vlan <vlan-list> £ M&li5l0] Af MSTI & 22

XEE VIAN 2 of7[0f e == JAELICH MSTI 7t AXEH o]t 2 VLAN O
CIST O A{ CA| O EL|CE CHS HHES MU0 MST E9 HEE HESHAUAR.

%20 el
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32 Ao 2AE AME
7|22 MAC 42 YUY
no BHOE 0|&510 4

Ag Lt

[no] spanning-tree mstp revision <value> | MSTP H= & d7 &tL|Ct,

<value>+£ 0~65535 O|H 7|2 #4t2 0

2Lt
no BHOE 0|85l 48 MA & =
AL Lt
[no]  spanning-tree  mstp instance| VLAN 2 MSTI Of| Oj H&FL|Ct <instance-
<instance-id> vlan <vlan-list> id>= MSITE o|0|5t=

spanning-tree 2| S & X Ql QIAEA H
5 o

= Yot Hel= 1~15 LT
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VIAN =&5& Qoojgych #Hele=

1~409 QIL|C}t. “1,2,3", “1-5", 1,2,5-10"1}
Z2 Vian &S LIEtHL|CH
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UAg Lt
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8.2.34 L EX A Root ©7

MSTP O A Z} spanning-tree instance 0| = &% 240t AKX MAC FA7t XL
gt=l 52| X| ID 7 A& LICE spanning-tree EE2X|E A SI= St &L=
B3X IDE 7T ARIX|7t HE®YR Root &2 ME4 EL|CH MSTP = HES & df

AQK|E HERXA Root 29K 2 43 & =+ ASLCH
spanning-tree mstp <instance-id> root primary @& 0{E 0|83}0] spanning-tree
instance 2| A%(X] M &=L UMM It EH2 U2E =50 A2X|7F Root 2%
Xob 2|22 & £ Q&Lct Yutyoz o HAHO| Ml =l & TZEZ2 A
HE®XZ Root EE[X| ID & AE522 =QIoh Ltg 4t 24576 2 X A9(X[7t
Spanning-tree 2| Root 7t |5 & U E2|X| D o M=% HEE 24576 22 A
g gLt HERA Root 2 &9 20| 24576 2 ELE X2 42 MSTP = X
H2|X|9| spanning-tree =2/ Root 2| M= 242 4096 22 K& H7F
LICE 4096 O|2t= =At= HEYZ M =2 242l tHA ZOo[YL|Ct Root & &7
m A 5t HHES Spanning-tree HIEYA Q| HERQA XELE HidZ =
LICt O] 7|RIE& ATfd E2| AIAEHA D70 € Tt RETL|CH WESRA X| 0|
HEXH MSTP = H AT STP A2t Oi7f 8 XAts2 2 AHAH510] HEYF =3
tEde EEYLICL AlZH Oj7) H==0l= Hello AlZH, Y XS A Z[Cf =HO|
LICt Hello-time £& ¥ 2 AFE510] 7|2 272 UM & MER hello AlZHS

o

(SLILE 29X E HERA RERZ 2785t2{H g 382 2dsHAIR.
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o> mot mot

YO 29

[no] spanning-tree mstp <instance-id> root| X[ &l Spanning-tree instance OAf A2
primary <diameter <net-diameter> hello-time | X|Z Root & &7& gL|C}.

<seconds> > <instance-id>+£ 0~15 #%|2| Spanningtree
instance H2 & LtEFHL|CE
<net-diameter>= AEHE Of7fH==01 I
EfA SVt LHEFg LI T},
<instanceid>7} 0 & M Zap™L|Ct
Mele 2.7 o LUCL  <hello-time>
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show spanning-tree mstp [instance

<instanceid>]

=zl o]

=

MSTP Instance HIA|X| & e Ct.

8.2.3.5 Secondary Root % HE®|3 Root 7t 7/ &

23t StLt O] &2

M

20 = spanning-tree mstp instance-

22|X|E Secondary Root E+& Backup

t. £°8 O|F 2 Root 7t &S| EE=CLHH Secondary

Root 7} WIE{ 32| Root 7} E/L|Ct. 7|& Root 7+d1t &2| 7|2 Root 74 HHO|

dd E = MSTP
= 22|X|9] spanning-tree Priority £ 28672 2 A7 $L|Ct CHE A X[2] Priority
7| & 2£0] 32768 Q1 42, X ARX|= Secondary Root 7t & 4= A& L|CE Secondary

RootE 78 I EXH™H Ol diameter X hello-time

E &t

2=

A=
ETE

= HASH0] STP Al ZHO{ 7Y

& UELILE Secondary Root 7} Primary Root 7t &|Of
Of 7 2 =7} 2SSE7| Al &b T

[no] spanning-tree mstp <instance-id> root

secondary <diameter <net-diameter>

hellotime <seconds> >

X|™¥ =l Spanning-tree instance O A A2
X|E secondary Root Z AH ghL|C|
0~15 el
Spanningtree instance HZ & LIEHHL|CH
<net-diameter>= EHE Of7fH==01 L
EQAQ A71& LHERE L Ot

m saps elLict

<instance-id>=

<instanceid>7t 0 &
2-7 & L|C}.  <hello-time>&

1~10 2= AFO|O] A| ZHEHR|E LtEFHALICE

o
I::ilnl'l't

no BYOIE 0|8510] 282 MA & =
Ug Lt
Che Y2 LS MSTP HIAIX|E &2l SHU AL,
YO 29

show spanning-tree mstp [instance

<instanceid>]
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8.2.3.6 Bridge Priority &7

420 wet BE[X| RME=E Fd5t AKX E HESRZ Root Of Y 238 =
UAELICL 5t HE RES HASHK| § AQX|E HESRD RERZ 438Y = USS
ool gL Tk A X|el RM&=| 242 Z spanning-tree instance 0| A| =
HHECRE RAELICE MEtM ALK M5 SEHoE 48T &= UGS
CHE S M50 Spanning-tree 9| Priority & A7 SHMA|L.
HHO 49
[no] spanning-tree mstp <instance-id> priority | 29/ X2 2M+=2|E2 MFTtL|C}
<value> <instance-id>£ 0 - 15 #2|Q| AIfY E
2 QIAHAO B E  LIEFRLICE
<value>= EEg[X[9] M

4 =9E LIEH
LICH Ok & & Stk & == AGLIEL

0, 4096, 8192, 12288, 16384, 20480, 24576,
28672, 32768, 36864, 40960, 45056, 49152,
53248, 57344, 61440

no YOIE 0|85to] 282 MA & =

U LI,

8.2.3.7 STP A|Zt D7l 4= H7F
STP O AlZh Df7i == ChS 2t 25 LT
* Hello Time
ALQIX|7} HHER 3 Root 2 25 & [ff Designated port 2 A HA|X|E W& ZtA L|Ct,
*  Forward Delay
STP mode - Block Ol A{ Learning 2 & Forwarding & EiE HZ & [ff Port 7t ERE St= AlZt
* Max Age

Spanning-tree Off gt 8 FEO| X0 g3t AIZYLLL HER/JR EZ XS B35 F0| 2H

AlZE D7) 4=0f T Ctg & SF3H0F Lt
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2 x (fwd_delay-1.0) > Max_age Max_age

> (hello_time +1) x 2

HHO 29
[no] spanning-tree mstp hello-time seconds | Hello time Of7§ #45 A 3tL|C}
C

Oj7f B4 X = Hello time EHY|0|H 1 - 10
= AIO|YL|CE 7|28t 2 Z=YLICE no

YHOE 0|8%10] HEE HA & =
A& LT
[no] spanning-tree mstp forward-time Forward Delay Oi71f H+5 &&gL(Ct
seconds Of7H H4=ol Hel= 4 ~ 30 2R L|CE 7

222 15 2L
o YYOIE 0|83t0] 282 MA &

OIAL_' |:|..

=

1

[no] spanning-tree mstp max-age seconds Max Age O§71f H+=5 27850 HRI=6
~ 40 =QYLCL 7|22 2

YYOIE 0|8510 28 MA & =

A&LCt
Root EE= Network Diameter & A7 SI0{ STP A|Zt D7~ =H5l= A0| £

SUICH M2 MHE A|ZHOi7 M4 O|F $Al0] @ AR S F431K| $HatE

FRYUCL 78S =8 & O Console 2| L& F2| SHAIR.

8.2.3.8 Network Diameter &7

Network Diameter = HIEQA # 2 & LIEt = HEIS £ S AE AO|2] Z|C|
AKX =& LIEFHLICE Spanning-tree mstp diameter net-diameter @& 2 & &s} of
MSTP Network Diameter 2 478 & = U&LICH

Oj 7 2= <net-diameter>+= CIST Of| Bt S & EHL|CH A = 3 742| STP A|ZF O 7K

HE XNHS2E H WS &9 #4422 YOo|E gL Ct O
HHZ M5O net-diameter & FHSHUA| L.

o

nx
(i)
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[no] spanning-tree mstp diameter net-diameter & H7dSIHA|2.
<netdiameter> 0§ 7] 2~ net-diameter H2& 7| 2340 A
7 YLCh no BHOE 0|85l0 HES
HA g = AsH LT
Oi7H ¥ == net-diameter = 29| X|2| S8 2822 MF K| Y&LICH Network Diameter 2
THOH =Y B A2 O =8 MEFS = ASL L
8.2.3.9 Maximum Hop Count &7
%[t Hop Count & T+d5t2{8 Ctg HHS ddeL|Ch
FHO 29
[no] spanning-tree mstp max-hops <hop- o 28 2E5AIR.
count> hop-count 2| H®®l= 1 - 40 YLICL
7| 2352 20 YLCt
o BYHOIE 0|85l0] BHE MAE =
A& T
8.2.3.10 Port Priority &7
AQX| & ZE AO|Of] RV YMEH M7t =2 EZET} Forwarding &HEf 7t
2|0 H2 ZEE Block AE{7F ELICE 25 ZEQ| M7t 2o O & 2 XE
M E 747 ZEJF HX Forwarding & Ef7F ELCH ZE AFZENMCHE HHOE
MBI STP ZEQ| RM+@IE AETLICH
FHO 49
[no] spanning-tree  mstp  <instance-id>| STP Port 2| Priority & Ad&gtL|Ct
portpriority <priority> <instance‘id>f 0 - 15 I:HO|9_|
Spanningtree instance Num = LFEFE L|CH
<priority>= ZE M #=%[E LtEIHL

Ct. Bt 2k & St LIEL

0, 16, 32, 48, 64, 80, 96, 112, 128, 144,
160,

176, 192, 208, 224, 240
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MMe
=2 o=

o O E 0|83t o
Ol A
o=

M A

A
e

L ct.

[no] spanning-tree port-priority <value>

2E Spanning-tree 2| instance O|A| ZE

OA‘I |_'r| A—|X—|'5|-L_| |:|-
<value>= ZE RM&=R|E LIEFLICE

Ctg 2SO StLt YLICE

0, 16, 32, 48, 64, 80, 96, 112, 128, 144,

160,
176, 192, 208, 224, 240
o BHOE 0|8510] HE= HA & =
ALt
CHS HES Ao MSTP ZEOf CHS HEE SISt 2,
dE0 29
show spanning-tree mstp interface | MSTP ZE JEE QISIHA| L.

<interfaceid>

interface-id = ZE O|&& LtEHHL|CE

(O : "FO/1"%! "FastEtnernet0/3").
8.2.3.11 ZEQ| Path Cost &7
MSTP Ol A ZE Q| Path Cost | 7| 2t2 O A £ & 7|80 2 BHL|CH F AQX| ZH|
SOVt YHSH Path Cost O] 2 EETJ} Forwarding & E{f7t € LICt. Path Cost O]
ME4+E ZEQ HE0| HOELICH 2 ZLEQ| ZE H|BO| Z2o®
A2 ZE B E IR ZETJF WA Forwarding &EHZF ELUICH ZE 4F
REOM CHS HHES HASI0] LEQ| Path Cost 2 A7d THLILC
FHO a4
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[no] spanning-tree mstp <instance-id> cost

<cost>

Port 2| path cost a2 A7 2L|C}
00lAM 15 At0]2
Spanning-tree instance H= & LIEFRHLICEH
<cost>+ port Q| Path cost & LIEFLHD 1
ol A 200000000 ¥ L|LCt.

o B E 0|85l 4¥S2 HA & =

ULt

<instance-id>+=

[no] spanning-tree cost <value>

BE Spanning-tree instance O|A ZEQ|
Path cost 2 A&gLICt.
U2 LEO F= HIE

101 A1 200000000 & L|Ct.

o BN E 0|83t 2= MAH & =

= LIEIH, 89l &

ULt

8.2.3.12 Port Connection Type &7

MSTP X| & A9|X| Atojof HZ0| 2 HZQ 2 £2|X|= Handshake HIHLE

ZE AFS %70 RO U AL,
AZS ABTA ORE ZHBLL
ZEEZe AH0| XNH ZRES0/E
NESEH ZRESS GO 3R U

tu
u

Zt(Point-to-point)2 7350 handshak

Z
==
2EEENNM LS

N

Port Connection Type 2 74 & Ij

Z2ESS YWY 40| Dt 242 of
DEOM HESHE FL

£ 42 Port Connection Type =

e MF EEE S 4 s BE

ot

HZHO| S 0[83}0] Port Connection Type & & SIMAIR
HHO 49

spanning-tree mstp point-to-point force-true

spanning-tree mstp point-to-point force-false

spanning-tree mstp point-to-point auto

no spanning-tree mstp point-to-point

8.2.3.13 MSTP

s@pc Byt
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AQIX|7F X|@I8H= MSTP Z2EE 2 IEEE802.1s 2 7|2 2 $tL|C} C}E MSTP, £3
Cisco AtO|A] X|2St= MSTP 2F SSE|E2 MSTP Z2EZE2 MST S2EZE O M

St A Ol

LICt MST 2 2EE oM HMEFO AQX|= CHE MSTP o O AlX]|

1
3
it

Mode 2 ZEZ CIA| A|ZHSI2{H spanning-tree mstp migration-check S A3t
ELCt 22Y RC0|A S YHO{S 0|8310] MST SR EE MY Lt

dlo

20| gy

[no] spanning-tree mstp mst-compatible | MST 22t2 EE 235} gFL|Ct,

prd
o
[0)
fot
rig
o
n
lo
A
fo
N
or
rlo
>
d0
>t
#g
N
m
<
wn
_|
v
n>
0%
[>
d0
>t
1o
<
wn
_|
0
19
njo
a
[N

o
pd
[

I
ot

AXE o dotx| & 1
dIx=E &t RSTP BPDU 2 Z7FMZLICL O[FHA StH AL[X|7F HAE MST =

KXot 22 Yo AR(X|E XY = USUCH MST 2REQ| XE= Z
EYHDCHN 222 ET ZEE E2 EFE MSTBPDU & UEWEE XAHS22 X

NE 4= &LCt 0] A2 Migration-Check & Al SIAA|Q.

8.2.3.14 Protocol Conversion 2@l 5! Restarting

<
n
_|
S|
i
>
oo
Ot
e
[>

AXZZ2EE HE HAHLISZS Soff 7|EL] ST

s o 5 QELICH AQX| B ZEJL STP T4 HAXIE #
b = ASEH U

=2

n
_|
o
=
=
Pl
2
ra
o>
ok
r
n
n
-
0
oA
HL
u
_I
r=
Of

= ZEs 3 ZER
HLETLSTP 22t HE{O] A2 M ZET}L STP HA|X|S EOlY =4I8HX| §iH 2t ZE=
Ats2 2 MSTP MEHZ XH7HE|X] @& LICH O] B2 ‘spanning-tree mstp migration-
check'& &30} LET}L STP HIAIX|E X1 =

2 53 PLCH RSTP Z2EES H¥stE A9

LT MSTP 22| X|= RSTP 2(X|2t et 2tsd [l Z2EZF HeH0|
gL,

=228 ZE0M oS BHEES HASHY A9X2] ZE ZEOM HX|E= BE= STP
HEE X|gLCh (2

|m
N
oy O
Ral
rot
wn
_|
v
(o2
H
i
Ral
Ho
ox
o
H
|m
nx
bl
H
n
2
>
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HHO 49
spanning-tree mstp migration-check 22[X|el BE ZEOM HX|E= 2= STPE
BE AH gLCh
(ZE7H 4R STP HEE AHK)
8.23.15 MSTP H & =2l
DLUHZEN Y BH E= ZE FEHHOM CHF BHS LS MSTP 0f CH

HHOf =L
show spanning-tree MSTP HEE =elgtLCt
(SSTP, PVST, RSTP & MSTP Of| CH3t MEE =t
o|&t A O]

show spanning-tree detail MSTP HEO| M & AtetS =elgtL| .
(SSTP, PVST, RSTP % MSTP Of| L3t HEE &

show spanning-tree interface STP QIHmo|& FEE =QlgfLCt.

<interfaceid> (SSTP, PVST, RSTP & MSTP Of| Ci3t HEE &
ol_|'<2- _J'\_ olg)

show spanning-tree mstp 2= MST QIAEHAS HARREL O,

show spanning-tree mstp region MST &9 142 =relgtL ot

show spanning-tree mstp interface MST QIAE A0 CHot HEE =elgtLCt.

<interface-id>

show spanning-tree mstp detail MST & E =elgtLCt

9 &. Port Mirroring 2%
9-1 & Port Mirroring 8%
9.1.1  Port Mirroring 878 & 55
e Port Mirroring 8%
e Port Mirroring ‘& A

9.1.2  Port Mirroring 83 %t ¢



9.1.2.1 Port Mirroring 87

SFC5200A A|2|=

YO

M
=2 3

[no] mirror session <session_number>
destination interface <interface-id> |
source interface <interface-id [, | -
[both | rx | tx] >

Port Mirroring & A7 &L|C}.
Session-Number £ Port Mirroring = 4 L|C}.

=2

Destination 2 =& interface Port & L|LC}.

Source = Mirroring CH4} Interface Port & L|C}.
Both | tx | rx 2 Data 2 7tS5HH,
=3 HOo|HE 2|of gL

olsE2S MK
—I:IE

=
—

tx = €H, rx

no JEOZE 43S MH & 5+ A&FLICL
Port Mirroring & TtASIH AQX|Q| ot ZEE A0} ZE OFO| Egf4g &9l
A& L
Port Mirroring & Td5t2{H Config ZEO|A TS HHAE FHSHUAIR.

9.1.2.2 Port Mirroring H & HA|

Show BEO{E At

838}0] Port Mirroring 2| 88 MEZ BEA|EL|CE

g

M
= 3

show mirroring [session session_num]

Port mirroring Off Ciot 74 HEE HEA|LICL

Session_num 2 Mirroring & 2 L|C},

10 & MAC =2 H|o|& &

10-1 & Mac address =4 &A™

10.1.1 MAC address 87 &gl 25
Static MAC Address 87

MAC Address Aging Time 278
VLAN 37 MAC Address 8%
MAC Address 2 07|
Dynamic MAC Address X| 7|

~
(=]

pNge, ]
- d

10.1.2 MAC Address &

273

—
A'I@ |]H_n_0-|




10.1.2.1 Static MAC address &7

[ == e)
[= R

[ g==Re]l |_| |:|. Ao _LLEA-”

=

Static MAC Address A QX[ 7t

o
2H Y AR

B

AHE3}0] Static MAC Address & F=7+5t1 ALK

SFC5200A Al2|= A O 7

ot

of N A= 02 O ALR|E

A
= T

SHMA|2.

249

[no] mac address-table static <mac-addr>

vlan <vlan-id> interface <interface-id>

¥™ MAC Address & F7t/AHK| ghL|Ct,
mac-addr 2 MAC Address & L}EfL{T,
vlan-id £ Vlan % (1~4094), interface-id
= Interface 2| O|§& 2|0] gL|Ct.

== —
No HOZ 44X & &+ AFUCH

= T M-

10.1.2.2 MAC Address Aging Time &7

=0 =X
O L O 1

X|"Q &l Aging Time

2 20 met 14 & + ASLCHII2 L4

MAC Address 7} At E|X| Qf
Address & MAC Address Table 0| A AHK|E &FL|CEH AQ
300sec). Config ZEO|A CHS H

o0 A9X|= 0] MAC
|X] MAC Address 2| Aging Time
YHOE

MAC Address 2| Aging Time & A% slAA|2.

Yy

pS|
= 3

[no] mac address-table aging-time [0 |

10-

-

MAC Address 2| Aging Time 2 &2&% L
Cf.

1000000] 02 MAC O] gl&& LtEt’LICH R=3t
e XEEQ|Z 10~100000 7HX| & L|LCt.
No HHOIZ &K & 5= USLICH
10.1.2.3 VLAN 28 MAC Address 4™

Port 7} VLAN 38 MAC Address 2 7AE|H Port 0| A st&oh
CHE VLAN O|M = MAC Address & =H
MAC Address & T43t24™ Config 2E0|A CtS HHAE

VLAN O 337} g LCH &,

o SHEE

2

MAC Address = 2=
Al BFL|CE VLAN Of 9]

23 SpALA|

ol
—

ol
o
<2

8y

interface Gi 0/1

switchport shared-learning

[no] switchport shared-learning

sy

Port ]| MAC 2
o HEOZE ”Xﬂ 1y

interface % =

= MAC Address
3 XN 2+ AFEof| 2} Static MAC Address &

At&3510]
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10.1.2.4 MAC Address 20{ZF7|

2 T2 MA0M ClHZ I 2|7 37| IE0| 22X MAC Address Table 2| Lj £0]
Za BLCE A2|X[2] MAC Address Table 2| L{-&2 HA|St2{™ Show E 0|&510]
=

COh2 BN E A A2
FHO 249
show mac address-table {dynamic| 4% interface & & & L|C}
linterface <interface-id> | vlan <vlan-id>] | Port 2| MAC & &3 93dt= NS TfL|Ch
| static} No BHOIZ AK| & 4= AEL|CH

10.1.2.5 Dynamic Mac Address X| 27|

HEYEOf A= MAC Address = A0l 2t &K 7} 74ss{of gLt
CHE A S AFE510 Enable 2 =0A Dynamic MAC Address & AHA| SHMA|2.

%20 o o

=2 O

clear  mac address-table  dynamic| Dynamic MAC Address &5& AHK| gL

[address mac-addr | interface interface-id | Cf.

rl

| vlan vlan-id] Dynamic 2 822 2|55l= MAC
Address & LtEFHLICE Interface/VLAN Of

2%l MAC Address & AHH| 2FL|Cf.

Interface-id £ interface H= LIC},

Vlan-id &= 1~4094 QL|C}.

11 & Link Aggregating &%
11-1 & Port Aggregation 27
111172

Trunking O|2t11 & S}= Link Aggregation 2 O|C{ 4l AQX|0f M AHEE = U= M 7|50|
Link Of 2

O Layer 2 Bridging 2t &7 At& g LICH Link Aggregation & Tt Link Of|A 0{2| ZEQ|
=2 Hetg 8Lt 24 228 dA9 TN HIEFE AE8Y = UARLLE HRgHN ¢
Edfy 2tREC 2 1Y Z0| JH|E[X| s Ant¥oz FN S2HA2HEL 288
oz g&ELC} Link Aggregation & E2{H0| B2 MHO| =2 LY FS XSt ¢
ZE =708 Foiot gl 42 2t*E 7l WS Ut
XeEE 7
«  Static Aggregation Control & X|&gL|LC}.
=2 HEZE0 HAZ eI & 5= A=K 70 2A Qo] 22|H ZEE =2|H ZE
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LACP EZES HNZ S3ots 22|N ZE O 2] ZEO| BT ¥ 4 YBLICHHE ZEL

e
AL
Al
i
[m
=2
T
o
od
Hn
Rl

EELE

LS

¢ LACP 2| Aggregation Control & Dynamic ®&2 X|-dgtL|C}
=2lH ZEJ =2|H ZEO HQlY H=E TR LACP gYE MESe ZE[H ZEE

=2|H ZEO HtQlY SLCH CHE ZE= =2| ZEOf Hld € = QgL

—_ = =

*  Port Aggregation 2| Traffic &2 load balance 7 X| & & L|Ct.
Port Aggregation ®1Z Z 0= Aggregation Port 2| HIO|E S£0| 2|8 ZE0 £t
==

11.1.2 Port Aggregation &7 =
»  Aggregation Off At&&E[= =2[ Channel 278
« =c|& ZXEQ| Aggregation
«  Port Aggregation & Load Balance &7
«  Port Aggregation 878 = &Ef ZL{HY
11.1.3 Port Aggregation &7 4
11.1.3.1 Aggregation 2| =22l Channel &7

gl ZEE 43 sfof LTt =2[F ZE& 0|2
MEl Channel 2 M O{st= OH AR ELCH =2|&Ql
Channel & 74 St L3 HHOE AESHUAIR.

Interface port-aggreagator <id> =Z|™e HE 5SS ddgct

11.1.3.2 22|89 ZEO0| Aggregation 87

o2 22/% Port & =2|X X2 2 Aggregation 5}2H Static 2 LACP Protocol S
A3 = AL LICE Static Aggregation 2 AFE L= FQ 228 ZEO| Y37t 5
8ljOF SlH Aggregation Port 2t 2% Port ©| VLAN MH0| S28|oF s, x|
Port 7} Aggregation Port 2| 241} LX[St=X| O] F X S2|H ZEQF HZAE ZETJ}
Aggregation Z=A1F LX|SH=X| O£t 2 8i0| ZE= =2[H X EO

Aggregation &|0{Of gfL|C}

-4

Aggregation 20| MY =:
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- ZEO| YTt FE80f 3l0 ZE £ Full-Duplex Mode 2 40| £|0{L0{0}
g ct

« BE E2|H Port 9] &=+ Aggregation Process S0 S8 OF LICE F, o
ZxHoz YA E 22| BE st Yt FQ FHM 22N ZEQ| SEE HS
THE EEo EYUsop YUk T3 RE S2|H ZEQ VIAN H42 A E
ZEQt ZYUBHOF gLt

LACP Izl S CtE ZEO|M HZE ZEZF st EL|C

[

+ Active - LEE Active negotiating status 2 THEL|CE O HEHOM = EZEE LACP
fzle B |14 ZEQ} S AZSLICE

o Passive - ZEE =T @ MENE K| TLICE O] &Ef O ZETJ} =45} = LACP
mfzlof SESHX|ITH LACP YA AIZSHR| S&LICH O ZEOAM X EXfE 182
IE{HO|AE F ghLCt.

£ ZEJIIHAIE BAZS AL SHH Aggregation O AZ X RELICL Ol= &F
ZEJ} Aggregation ZZNAE A|75.3F7|E 7|CtE ZA0|7| Wi RLICt VLAN
%d: PVID, Trunk %44, VLAN 51889 &

= VLAN H| 5{8H<e Ct2 FES
A+ESH0] Z2|A Port Ol Al Aggregation 2 A7 SHMAIL.

0l
u

=1y 29

Aggregator-Group <ID> mode (lacp / static) | 22|& EEQ| Aggregation S8 F4TtL|

Ct.

ME#SIO RE ZTEJ QS 22| TEZ MENSOf O 0|E

o
= |
S & £ JAZE L AQX|= EOH 6 7HX| 9| Load Balance Al A

OH

e src-mac
Source-MAC F20] 2} Data Traffic 8 &5 &LCL &, SYs MAC T4

o
AAAE HAX= 22 ZEE S0t &L

SfL|

i

Cf

e dst-mac
Destination-MAC 0] 2} H|O|E EEfEHEZ 57/ St= AYLICH F, 32 MAC

—
T 548 A0%Ue HAX = 22/ ZEE St gLt



* src-ip

Source IP F20f M2t H|O|H E2fE s Sf7 UL F

SFC5200A Al2|= A O 7

=

AKX E 221X ZEE S LI

* des-ip

Destination IP 40 2t HIO|EH E

LAAE HAX = =2[H

*  both-ip

CH4+O| Source IP, Destination IP Of 2} H|O|E EZfjZE 51 o
FAHES #D/UE=E HAX= t

XL AT

dfEs & U &

-

EE ENIS
== Sodle

L|c}.

-

rir
pa
o
-
aml
¥
<

ElI—I iEE Ej_l|-'c'>' |[:_

=

Load Balance ¥4|& Tdot2{ Ctg TS MESHIAIL.

o

Aggregator-Group load-balance

Load balance 2| #tAl2 AH stL|Ct.

Note :
o 33

=
At + g

Load-Balance 2t MEH SkL|C},

11.1.3.4 Port aggregation 2| 2 L|E{&

SAELICL O] HHEES

oad-Balance W2 X|ASHK| LAAHLE SHLIS| BT X| /5= AKX OME=

ALE3tE 29(KlE MMMz /L=

EXEC 2 E0| A Aggregation &EE ZLIEHE }2{H Ot HHS AL AL,

o

Yy

show aggregator-group

Port aggregation & EfE EO{FL|C}.

12
12-1 & GVRP &%

12.1.1 24

Xt GVRP AH
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GVRP(GARP VLAN Registration Protocol GARP VLAN)= 802.1Q E™A ZEO|A IEEE

802.1Q =% VLAN running & dynamic VLAN 442 X 335t= GARP(GARP VLAN
Registration Protocol GARP VLAN) S8Z2 1% jL|Ct,

GVRP E AtESIH AL|X[7} VLAN +EHEE CHE GVRP A X[t Wetstn =2EHest

|7}
HREHWAE S8 g8l RLIZHAE EfE S M7 52 802.1Q Trunk port & &3l &

AE AX|0M VLIAN 2 X2z 4 B e & 5= ASL o
1212488 58
12121 GVRP &8 B&
* GVRP XS 243}/ HiEH3t
« OQIEHO|A0A GVRP &3} / HZH 3}

« GVRP2 ZLHZ & 7X|22

1213 GVRP AH 22

12.1.3.1 GVRP M <& &d3} / H|&d3st

7|2 MHE Disable &L|LCt.

=
ClE{ Mol &~ 78 EEOHM Ch= Ec'i%i% 28 SHHAl L.

FE0 29
[no] gvrp Interface 2| GVRP & &d3l/H| &8 3t L
C}.
ZEO| GVRP & g%t S| MAREO| GVRP 7t 2dz} E|OfRI0{0F 5t ZE=
802.1Q Trunk port 0{0f StLICt O] ZEE= 7|2X o= 243} Z[oUES

L|Ct.

12.1.33 GVRP 9| ZL|HZ & FH

Exec ZEOA CZ XHUS 2

OF

AL,
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FHO 49

show gvrp statistics [interface port_list] GVRP Statistics & HA| gfL|LCt.

show gvrp status GVRP TN HEfEEE HAISLIC

[ no ] debug gvrp [ packet | event ] GVRP O|O|Ef m{Z! & O|YE Debug E &
dot/dlgdat gt

GVRP ME HA| :

switch#show gvrp statistics interface Tthernet0/1
GVRP statistics on port Ethernet0/1

GVRP Status: Enabled

GVRP Failed Registrations: 0

GVRP Last Pdu Origin: 0000.0000.0000

GVRP Registration Type: Normal

GVRP M AME{| HE HA|:

switch#show gvrp statu gvrp

is enabled!

1214 473 o x|
Switch A 2F Switch B 2| VLAN 7+8 HEE 5 L5SHA TH=2{® Switch A 2t Switch B 0| A GVRP &

gdzt g £ AFLLE HERR #4942 et 25 HCh

0

—_— P

=W IH =W ILH
2] =]

1) Switch A 7} Switch B 2t A Z5}t= interface 8 £ Trunk 74 gL|CH
SwitchA_config_g0/8# switch mode trunk
2) Switch Al M GVRP & &gt L Ct.

SwitchA_config# gvrp



5)
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Switch A 9| interface 8 Off GVRP £ &-'d3} gLt
Switch_config_g0/8# gvrp
Switch A 0f VLAN 10, 20, 30 2 T+ &fL|Ct.

SwitchA_config# vlan 10
SwitchA_config# vlan 20
SwitchA_config# vlan 30

Switch B 7} Switch A @t S Z | = interface 9 2 Trunk 7+ 2L CH
SwitchB_config_g0/9# switch mode trunk

Switch B 2| T GVRP & &3} gt

SwitchB_config# gvrp

Switch B 2| interface 9 0| GVRP & &2} gLt
SwitchB_config_g0/9# gvrp

Switch B Off VLAN 40, 50, 60 2 +AgtL|Ct

SwitchB_config# vlan 40
SwitchB_config# vlan 50
SwitchB_config# vlan 60

30| b= &M Switch A 2F Switch B 0| VLAN 7+d HE7} 2
(&, & 221X19] VLAN10, 20, 30, 40, 50, 60 S =9I & 4= &L

13 & GMRP AH

13-1 2 GMRP &A%

13.1.1 742

Jhu
[H

GARP ZE|HAE & EEZ(GMRP)E£ GARP(Generic Attribute Registration

Protocol)2 7|Bt2 2 BFL|CH ALR[X|Q| HE[FHAE MAC Table 2 |X| #2| 3t=
GARP H|AHLIS S MEUSIH BE[FHAE HA|X|7} EREIAE E[X| ROEFE S} 7|
W20 HESXI XS BASYLICH EE GMRP X[ A%|X|= OHE AQX|E BH
HE|IFHAE MAC a5 3 A g Ao ZEO WX MEE HEFHAE
MAC £4& SEJEE Z HE| HHLE MAC 2 S5 8 2 3He=
OoE & 4= USLICE SAI0 GMRP X[ @ A22X|= 2Z HE| JH{AE MAC F&

=
EE MEECI2 AQXZ BY 2= 9&L|C}
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o IEEO|A GMRP 243} / HE Y3}
e GMRP ZL|HZ I ztg|
13.12GMRP &Y £2
13121 224 43 ZE0|M GMRP &4 3t / Hi2d 3t

=222 48 RE0M O 282 o9 SHUAIR.

=

HHO 49
[no] gmrp GMRP £ &-d3al/H|gdst gfLCt

No BZO{S O|83t0] 7| =Ei= ==& Y

= BEOM CHS HEE sHSUAIR
HEOf MY
[no] gmrp GMRP £ 2-d3/H|2-d3}t 2L C}
No BHOIE 0|83t0] 7| 2MEHE [ Y
c}.

port Al GMRP & &3} 17| Mo 22Y HHZENA GMRP & 43S AIR, K| ¥ o
ZLEQO| GMRP 7} 253X A& L|CH GMRP = Trunk Port 0| A A &|0{OF ghL|C},
Port 2| GMRP & 7| EX o2 A2 M™ |0 USL|CH

13.1.3.3 GMRP 2 L|E{ 2 4! 2tz

HE|ZEOM Cg BHOE AU L.
FHO 249
show gmrp statistics GMRP £ HEE HA| gLt
linterface port_list]
show gmrp status =24 ZE0|M GMRP SEE BEAIRL|CH
[no] debug gmrp [packet | event] GMRP Izl 5! O|HI EQ| Debug Q! g L|C},
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« GMRP &4 HE HEA| LHE

switch# show gmrp statistics interface fastethernet0/6
GMRP statistics on port FastEthernet0/6

GMRP Status: Enabled

GMRP Frames Received: 54

GMRP Frames Transmitted: 27

GMRP Frames Discarded: 0

GMRP Last Pdu Origin: 1234.5678.9abc

e ZEY DCO|M GMRP HE EA| L&

switch# show gmrp status

GMREP is disable
13.1.4 278 oA

Chs 282 HESR3 222 20EUCH

Switch A Switch B

22X ALl VIAN +EEEE 29X B2 VIAN 882t S L5t =T & XA

U 29X BOM GMRP & &gt SHA|L. 82 Ch31t Z5 Lt
1) Chg YO E 20 S 2EEE0AM 29X A2 GMRP & &-d3t gLt
switch_config# gmrp

2) O YOS HASHH 22X] A 2 8 ¥ ZEOM GMRP E 243t
switch_config_f0/8# gmrp

n

3) tE YOS LAY

switch_config# gmrp

uy

EYHDCE A AKX B2l GMRP & &d35t g L|Ct.

4) CiE YOS HAsI0f 29X B2l 9 ZLEOM GMRP & 293t &L Ch

switch_config_fO/9# gmrp

dlo

5 CiS BHOE s 22X B2l 10 H ZEO|M GMRP & &3t ofLCh

switch_config_f0/10# gmrp

dlo

6) 22X B HEE ®ZA ZE 100A AKX BE gmrp join HAIX|E EHL|
Ct HAIX| O] §2 = HE| Z|AE MAC 2+ 01.00.00.00.00.99 2! L|Ct.



H2E EO|HZt Z=2E[7] T AKX A0 &

A &&= JEE garp timer leaveall

=

SFC5200A Al2|= A O 7

7) ARIK AQ| HE| HHAE MAC 4 HO|E2 &QI510] MAC =&
01.00.00.00.00.99 0| Cist YR EE &S L|CE

1) 29K AQ ZZE 80| &%k VLAN It AQ|X| B 2
o gLt M2 CHE VIAN 2 MZ2 3

OHH_
>

ZE|FHAE MAC F2H|O|5S = SHA2. &
A

1
= 2dot0 & A9X[Q] TR EIO|H AlZh =1} gtS SAl0f

S7F AILLE (7128 10 X)

L HA

14 & IGMP-Snooping &%

14-1 & IGMP-snooping 4278

14.1.1 IGMP-snooping 2 &

IGMP-snooping 2| &&= VLAN 2t 1§ F4 7to| #AE F X5t Multicast HZ 1t
SA0| YUOO|ESIO multi-Layer 122 EZZX| TXRO| W2}t Layer2 AQ|X|7t
HOIHE TEE = AA dt= AL

|

IGMP-snooping 2| 2 7|52 thgat Z&L .

* Listening IGMP message
«  VIAN I} OEFL 7to| 82 H0|25 /A 22| LC.

* Flooding O HStX| UL T ZAEO[ IGMP entity 2 Router 2| IGMP entity £
St HEl2 /X| gLt

Note.
IGMP-snooping 2 query message & =1 IGMP 2| HA|X|E E11 #|Q| 7|52 & &
St7| W-20f IGMP-snooping 2 Multicast router 0| A & & U2 KCHE &E

g = UASULCL F, 29K = F7|H2E 2IRHO|M IGMP query BEE =418k
OF BfL|Ct IGMP-snooping 2| router-age timer = IGMP-snooping & YZstE=
Multicast router O] query AlZt ECt & A7t g2 M7 £|0{oF BHLCh

igmp-snooping”= H&350] 2t VLAN 2| Multicast router S22 E =20l &

N
0
o>
r
im

*  VLAN O IGMP-snooping &7 &dsl/H| g5}

e VLAN Of Static Multicast A& 2=7} 7 AR



VLAN 2| X2 473

2L
=

—

Al
(=]

CHed =4
IGMP-snooping 2| Router-age
IGMP-snooping 2| &

=
o

IGMP-snooping 2| ZL|E

IGMP-snooping &7 O X

210] Multicast HIA|X|E ZHE St= 7|

=]
=x

SFC5200A Al2|= 4 O <

—

M
o =2 O

273

EAIZEEHOI Tt

IGMP-snooping 2| #z| &4 43

o2

—

14.1.1.1 VLAN Of IGMP-snooping A4 2dsl/H|&d s}
=ZE2Y RCE0M Oh2 2ES A StA|2.
HHOf d49

[no] ip igmp-snooping [vlan vian-id]

VLAN 0 igmp-snooping & &3} stL|Ct.

no 302 722822 Lt

VLAN 2 X|F3HA| 2B U3
gdat stALE Hlghdet 2 5= R
snooping 30| & ANH

Note: IGMP-snooping 2 Z[CH 16

IGMP-snooping & &d3} st2™

VLAN 9| IGMP-snooping & H]
ot = X% sfjof grLct.

14.1.1.2 VLAN O Static Multicas

of MM VIAN 2
AL 7=

= 2780 ip igmp-
VLAN 2| IGMP-snooping O| &g} EL|Ct.

% 2

70| VLAN O A A = AELICH VLAN3 0| A

.

MX no ip igmp-snooping 2 H¥ 0 ZE

g3t o kg

ip igmp-snooping vlan3 2= &7

t T4 F7h/ A

IGMP & X|QIStX| Y& SAEE static multicast TAS HYsH0] o
multicast HA|X|E =4 & 5= USLIC
SEYECOM CHE 2 E ™AL

FHO 249

[no] ip igmp-snooping vlan vlan_id

static A.B.C.D interface intf

VLAN Of static multicast &

no I:IO=IE10-|§ A-II-IO )\I-X-”

T8 478 gt

=
gL Ck

14.1.1.3 VLAN Q| H|e| &A™

S840z He7t 223 VLAN O

Multicast Group 2| ZLE SE0j|A =

Hto
| sy

K

| T 22(X= MLl HAIXE

Qg LICH kA &

A

gt =

IS0 A|AHIOl BE VAN €



EtO|H 7} CHE
ZEO A=
i Alxl ot

28 752 AHE

A
CHE =

O o
1o 3

E7t Multicast O =gt £[7|E 7|CHE 27t A& LICH
AEZLZHS O

O] AFEXAtO| Multicast E210f &

SFC5200A A|2|=

B0 o) Ym

0 AREAZE &S MLt

(=1
IS

= A

o
= = T

i

—
A'I@ |]H_n_0-|

k=3
E =

]

<2

4

o

0%

M
=29

[no] ip igmp-snooping vlan vlan_id

immediate-leave

VLAN o] Mol 285 T4

YO 2 282 AN o

& 2HLICE no
L| C}.

VLAN 2| X9 MHe 7|2xo=

Ab
(e}

14114 S2= jf

o |-

Xt
=

Multicast HIA|X| CHaf

A% FAO| SZ x|

AYLch 285

2 k=3
= =

E35
S O

ZEO = SEEHA 2 2E
L ct.

F2 20| Multicast HA|X|E ZEE sHs 7|

OIA
A H

=
Hlg s} &0 L|C}.

= MHMX

o =2 o

L, CH&FA7F igmp-snooping
VLAN 2| 2= ZEO|M HAIX|E

=3
=

%20}

A
=23

[no] ip igmp-snooping dIf-frames filter

VLAN 2| XN 882 +d 2LICt no

Yoz 2= MA &

L C}.

Note:

UAgHCt o] 32 H <

==
(=)

OF
=

2=

ULk XX Falt o

1) 2= VLANOf Cisl 80| +-g& Lt

2) Ol w¥ol HAIXIE

(O w2 HAIX|=

XNe|st| et 29X 7| &2

2 Forward g L|Ct.

VLAN UYOjM E2EFNAE ElL|CE)

14.1.1.5 IGMP-snooping 2| Router-age &78

Router-age EfO|B{&= IGMP query 2| AL O{EE EL|HZ St=0 AL E LTt IGMP

HAIX|E ELH Multicast address & X[ & L|C}. IGMP-snooping 2 IGMP
query 2t SAE 7to| SME S ASY UL =228
HEOAM Chg 28 S AU AIL.
HHO 49
[no] ip igmp-snooping timer routerage | IGMP-snooping 2| Route-Age #{2 7L
timer_value Ct no HEHOE 7| 2O 2 LA

Ale-'c'Sl- |__| |:|-.

=
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Note.
EtO|H A7 W2 IGMP FARt @ AlZt S &X A EHo|T &= #H 2
7|12t 2 A 2EE 5= AUSLICH EHO|T = F2| 7]Z+e] MY
2 HH¥3l= 40| &L L IGMP-snooping 2| Router-age 7| 242 260 = /L] L},
14.1.1.6 IGMP-snooping 2| Response Time EfO|0 H7H
Response Time EtO|H= IGMP A7t HA|X|E E'H & @A E 7} Multicast
£ H10 St Ao A[ZHULICEH BFOIT It K| 2 B0 M BA|X|7F =4l 2| X| 84

O AQK|E Multicast FAE AH| FLCH 22Y

HEOM Chg 282 SHUAIR.

23 0f B

[no]

responsetime timer_value Ch no @HOIZ 7| 2422 A

ip  igmp-snooping  timer | IGMP-snooping 2| SEfA|Z ZtS HEEL

Al ZfRfL L.

EtO| 242 HE Z2™ Multicast &410] 2 2HE 8 & L|C} IGMP-snooping 2
SCA|Zt 7127t 10 22 AF Zo{USL|Ct

14.1.1.7 IGMP-snooping 2| querier &7

IGMP-snooping O #d3t = VIAN of HE| HAE 2tREIt QoM
= AME3%t0] 2E| J|AE 2tRHE 2E5I IGMP

IGMPsnooping 2| querier 7| &
querier HAIX|E F7|Ho 2 HEY 5= JUSLICE (0] 7|2 TN HEE L T
s

= NEE
%, IGMP-snooping O] TH| 82 = 23t &l VLAN 0N 23t = H] 2ot
g = A&EHLH)

HE| I|AE 2R E7F LAN Of EX5HX| Qi HE| I|AE S EOf 2t 80| &
QSIK| &2 82 IGMP-snooping 2 &l 2 X[2| Xt&E querier 7|2 & 3t

2t = A2 B2 IGMP-snooping O| MCHz XSeL|Ch 228 2473 ZEOM O

%240 gy

[no]

[address [ip_addr] EHX Of7f B4 address & X3 HA|X[Q] &

ip igmp-snooping querier | IGMP-snooping 2| querier & T+ dgLICH M

AP FAYLICE no HHEOZ 7|240=2

CRAL AIZFRELICE
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IGMP-snooping 2| querier 7|52 7|28 22 H|gdst EOJASLICH 74Kt

2| HAIX|2] IP FA9| Default 242 10.0.0.200 I L|LCt.

Note.
querier 7| 50| 243} E|H VLAN O HE|FHAE 2tRE7F U= 22 ST 7|& Ol
Higt Mot ELCH "EIFHAE 2t E7F AlZH Z0tE|H 7| 50| Ats 243}

EELS

14.1.1.8 IGMP-snooping 2| ZL|E2 5 2z

FEHO 49
show ip igmp-snooping igmp-snooping 28 FYEE HA|
show ip igmp-snooping timer igmp-snooping 2| AlZH HEE HA|
show ip igmp-snooping groups igmp-snooping 2| HEIHAE F0| CHD
MEE HA
show ip igmp-snooping statistics igmp-snooping Off CHSH S HEE HEA|
[ no ] debug ip igmp-snooping igmp-snooping 2| IfZl, A|Zt, O|HIE, of2{2]
[ packet | timer | event | error ] HAE 2483 A Higdat gLt




15-1 2 802.1x ¥

15.1.1802.1x 278 =&

SFC5200A Al2|=

15 &. 802.1x &A™

. 8O2IxEE QIZ MY

 8021xLC}E =

[m
o

e 802.1x ID 915 X|CH AlZt EH

. 8021x X O1Z MW

. 802.1x M& HIE MY

o 802.1x AFEX} HiOIE H7H

e 802 1x EEO| Cist Q1= diH M

o 802.1x ZEO| Cf3t 21T R MEH

e 8021x AE HH

e 802.1x Guest VLAN &7

o LCI= HEQA 7IE AR S WX X
o 7| 802.1x A7 Bl ChA| AlZ

« 802.1x 215 2 A HEf ELIHE

15.1.2 802.1x 2%

15.1.2.1 802.1x ZE 915 M¥
802.1x = &KXl 21F ¢, E== 215 HE, 802.1x ¢!
FolgtL L84 Q15 SQlojgh ZETJ ojof QI
Oldf QI50| HAsX| el BE ALE
T UAELCEH Q15 O] ZEO o5 &
HMEL|0lE ZE 2150| &KX 2SS 20|
Ol UM XMOIE = = i&LICt
EZE HYst= A2 oot ZEQ
gLCt 252 Satet AL8AIR0| ZEE
LICE 802.1x 2152 Al&f5E 20 AAA
802.1x & Td5t7| Mof Ct2 HHS o

b
nx
oz

0I5 A|ZHO|2H L E T} 802.1x
UM A BH= ALE XA 802.1x 15 0|
H E1|0||51 AWM A HOE s 4= UL

Bs TgsoF gLt

= A|EL

OII'I

|A1|7f7(| Mol dEs

|
2% v
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dot1x enable 802.1x & &3}

ChE YHOIE HASIY 802.1x 152 AlZf LT

%2 el

dot1x port-control auto ZEOAM 802.1x ZTEEEH O HHS MH

aaa authentication dot1x {default | list| AAA 2152 802.1q 2 &7

name} method

ZE dERE0M Chg BEO T otLIE A5t 802.1x ML @S ML CL

HHO 29
dot1x port-control auto 802.1x 2152 RS AlE
dot1x port-control force-authorized 4H ZE 2158 5¢

dot1x port-control force-unauthorized | ZX| ZE 2152 djiX|

15.1.2.2 802.1x Ct& X E Q15 43

802.1x 2152 T = A8l Q152 fIoh AYLICH O] B3R ARIX|E AHESH M
CHHO| AFEXIEE 215 A ML MO E =AY = JAFUCH O™ ALBAZE 215 o
WBMAE ZSESHK| AW CHE AEAZE 215 R AHA & 5= Q&L ZETL
802.1x 29| X[E X|&SHXA| Gf= AQ|X| C|HIO|AE S8 ZEE 0lg| S AE0| HES =
42 0 ZE AWM A 7|52 AlRSI0] ZE SAE AT ANA S A 2 5
UAEGLCH ZEJL 802 1x 2 AE QFC 2 Y& £ O] 29/X|= 02| @& E MEXHE
QISSLICE QIB0| SQUEH SAET AQXE S AMA & = UL HIHEAEQ
MAC F4& HO822 ALEE) O|2HOZ 802.1x & ZAE AL8X = & Hstgt &
ASLICH ALERIZE ALEALS] MAC FAE &3l ALEAF 215 S HMO{5H7| &0 =AE
AEXES == AfX|2] MAC T4 HIO|E2| A7|0f wet HMotE ULt QIEHolA 4
ZCOAM CHS HYES MU0 802.1x LS TAE 0152 23t
L Ct.

HHO 49
dot1x multiple-hosts 802.1x °| Ct& ZE Q152 4dH

15.1.2.3 802.1x ID 91& Z|C§ A|ZH A



SFC5200A Al2|= 47 w4
802.1x 215 Al% EE= 802.1x 2152 CHA| =ASHH 802.1x 7 ALE ZAE ID 215
¥ WESTLICL HE/T M7t Ldstol @F HAIX| 7 MM E AL XHEH @
At OIAIX| 7} CHA] TS ELCH HAIX|ZF £ AlZto] 28stH HAIXIE 27| 2|l
802.1x,stop SX| X ID QIE50| HujgfL|Ct CHE HERI =40 W2t D eIE 2

ol 2o A5 MEFstof AT MH 7L 2T MH0|| sl AT A=A =2

=
AELICEH QIEEOolA #+4 HHOM Ot BHS M0 ID IS Ho| Z[Cf AlZtS
Ay
L|Ct.
H 0 49
dot1x max-reg [count] 802.1x ID Q1F QF Z|CHA|Zt B

15.1.2.4 802.1x X Q15 & H

Heimy ol

3 H 2Z0|HES| THEZ EFSIY| sl S2H0|AHET EF A
Ztotch QIFELICE O] R0l X 2T 7|s2 &4stdlof gtL|Ct CHA| 21T 7|8 2
A2t E AEsH 2 802.1x 7t F7| M2 01F Q¥ 2 TAEN METLCH OIS FES
Ao | 21T 7|s2 8 = A&HLCH

HHO A
dot1x re-authentication s 7le2 M3t
dot1x timeout re-authperiod time i els 7|zts 2%
dot1x reauth-max time CiAl 9150| Aufgt 42 MAIZ sl 4 F
15.1.25 802.1x M& ¢l M7

802.1x A& ZZMA0|M HO|E HAET SAEZ MEELLL SAE SHO| 45
Moz gL F 802.1x ME B E HO{50] HO|H &2 =8Y 5= A& tHa
FHS A0 TS U E gL
FHO 49
dot1x timeout tx-period [time] 802.1x o M& HIE M

15.1.2.6 802.1x ArEXt HfQIE AN
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802.1x 21E2 U [ AHEALE ETY ZEO| HIQIE 10 LE AN A HOtS HE
= QUEL|CH QEIO|A 74 BEO|A CHS HH2 Mt 802.1x AHE A} HIQIE S
A&t L|Ct,
HHO 49
dot1x user-permit [xxxyyy] ZEO Helde AAEXE A
15.1.2.7 802.1x ZEO|| Lt 215 b M
802.1x IE2 ME LHE ZEOM MZ CHE BHOo = 3T = JESLICH 7|2 74 oA
802.1x 2152 7|2 HMEE AFESLICE QIHHO|A 4 ZEO|AM CHE FHS MBSO
802.1x Q15 S F Mot Ct
HHO eLs!
dot1x authentication method [xxx] 802.1x Q135 Bt MH L Ct
15.1.2.8 802.1x ZEOj Lzt 0I5 7 MEd Ol 47
802.1x 2152l S MEtst o~ UEL|CE 802.1x 2T K2 AAA 2150| CHAP QIF =
= Eap 9152 AMESH=X| 2 E ZHTILIC} Eap 2152 MD5 7t X| {5t ZEQ} Cf 7|
BEE X|YTLICE CHAP Q150| X{EHEl ZAL0|= CHAP Q150| ZZ0AM M|
CHAP Q50| X{EE [ 215 MHOA EX 7t HlTHLCEH 2 ZE = StLte| 915 | Aot
AtESILICH 229 FMo| 215 RS V[2HOoR MEELICH ZEV QT § @ez
HEE 20| 7|2 242 CHA| AlSIHX| o™ ZETJ Q1T Y2 AHESHY
15 FEE AFET Lt Eaff-tis= At ABAME 2T AHOZ M7t Hat AS
HOktls)e| HE Mo|3 A2 FTLICH MEtA =oto] EEELICH =2 #4
DCOAM CHS Y2 A0 215 FE2 FHSIHAIR
FHO a4

dot1x authen-type {chap | eap}

CHAP EE= EAP 2 M StL|C}

fEot QIHIO|A 27 BREOM CHE B E S gL
FHO 29
dot1x authentication type {chap | eap} | 222 EEOAN CHAP E£& EAP E 015
S U gLk

15.1.2.9 802.1x AlAt M




802.1x 1% Sl 802.1x Al A= SAl0f
| 215 QIEH O] A0 M 3t
4% AAAQIEIO|AE Soff At @E S HESLICH AAA
SLCH A 42 AAA 50| =l ChFot A4 2HH S Kf Edgt

SHU AR, Ao A|ZFE =, X2

= —
RlE 7|80

CISE A
a*gTo

XEM|BH L

&7 TI*H AAA ClE{H|0| A
AAA 80| M2 AAA 2E0|
ALQX|7F HHAAMXMOZ H/HAHN

o o

2 AAA 82 BX

|:|
E

fleh X1 215 7IsS
2IE{ | O] &~
Tggc

AESHES
T8 REOM CHS

S MHZ YUH0IE O

A
=]

q Ol

SFC5200A A|2|=

6&)H'c'>'l-

ro

fo
ot

mjo

$Q

!
=

— T

o

HolE D1I/\|7<|E E”XI

28 o

ok
ox :"-

0x
ot

o ox O
-
5

ot

d e

-
n

Y

dot1x accounting enable

name}

dot1x accounting method {method

15.1.2.10 802.1x Guest VLAN &7

Guest-VLAN 2 20| A ET7 SEHIHA| pi= [

ZCt0[gE

L2TZEQO{o LFE A4 &

=
HoHO:22I0|HE AZEQI0 CIREE)E NS LICH Guest-VLAN 2 AlA HIOf
T4 ZoUS = USLICH & o1F Ao StH dMA Hsto] giELIct MY
DEOA CHS HHE A0 AAE-vian & AFESIEE HETL T

HHO 249

dot1x guest-vian

BE ZEO Guest-VLAN 2 &A™

2t LEO|M Gust-VLAN ID 9

20| 0 O| ™ Guest-VLAN O] 22 D EO|AM M5}

rm

—_

Z|O{ UG 2HE Guest-VLAN O| ZHSSHX| b

Guest-VLAN ID 7t 4=l 42

A

+ U E

Of| 2t Guest-VLAN O| &%} &gt

IE A-Ix-l El:o.||k|

& B

=
T8 REOM LS HHS MBI Guest-VLAN ID £ MEetL|Ct
HHO H4Y
dot1x guest-vlan {id(1-4094)} ST EZEO| Guest-VLAN S AIESIEE M
)
15.1.2.11 CtE HER A 7tE A WX AF
Ct==o| HEYT {HHE A3 OO|MEE EX[LICt ZE A ZEOM Chs

YYolE

Mg
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HHOo =k
dot1x forbid multi-network-adapter Ct=ol HES T O{HHE AtE8StEE 4 F

15.1.2.12 7|2 802.1x &A™ Gl CtA| A|Z

ChS HE2 Al ZE =29 1482 7|2 +H o2 TAIR ghL|ct
HHO eLs!
dot1x default D= Z22Y A H2 7|2 FH2E THAIE

15.1.2.13 802.1x 215 A7 % &Ef 2LIHE

Halof St 802.1x D75 = ¢

=

802.1x 2152 79 % HEIE ZLHE S
=3 A
=

o
ot ZE|ZEO|AM O EE

HHOf =L
show dot1x {interface ..... } 802.1x Q1Zol 79 A &EiE 2L HE

15.1.2.14 802.1x A7 O H|

SAEAE AKX FO/10 ZEO| HA LICE SAE B = F/0/12 ZEO| HZ ghL|Ct 4
MH ZAEQ| P FAE 192.168.20.2 YLICH Radius A7 Key 242 TST YLICt Port
F0/10 2 % Radius 21E 3L ALEXt BIQIE S 278 SLILE Port FO/12 £ eap 72

27 952 MHD Port FO/12 O A HEIHAES AFBSIEE M guct

ra
19
ME

4
username switch password O TST username TST password O TST aaa authentication
dot1x TST-FO/10 radius aaa authentication dot1x TST-FO/12 local interface VLAN1
ip address 192.168.20.24 255.255.255.0 radius-server host 192.168.20.2 auth-port
1812 acct-port 1813 radius-server key TST

ZE Fo/10 4%

interface FastEthernet0/10 dot1x port-
control auto dot1x authentication
method TST-FO/10 dot1x user-permit
radius-TST

XE Fo/12 4d
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interface FastEthernet0/12 dot1x
multiple-hosts dot1x port-control auto
dot1x authentication method TST-F0/12

dot1x authentication type eap

16 % MAC T4 ZSE M

o

16-1 & Mac address List &%
16.1.1 MAC List 8™ 34
16.1.1.1 MAC List 444

ZEO MAC List 2 HE83t2{H HX MAC List 2 M AdOoF gFL|Ct.

MAC List 7} 44
C List 8 B EO|AM CF2 MAC Access List 2 M™% = JSLICEH CF S

M MA
2elg st ATt REO|M MAC List & F=7Hst AFM|ghLCt.
HH0f A4
[no] mac access-list [name] Mac list & F7FSALE AFA| gL Cf

[name]2 Mac List 2| 0| &2 2|0|gtL|LCt,
no YOI E 0|8310] AX| & 5= UASL

Ct.

16.1.1.2 Mac List A

[=1 == =
o —
250 BRI + ASUTHEIS oA B, SU 4% 2

op
A

o
o

MAC 22 T4 BEOIM CHS B2 +%sH0l MAC 229 ¥88 R4 LILE

Yo 29
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[no] {deny | permit} {any | host src-
macaddr} {any | host dst-mac-

addr}[ethertype]

Mac list 2| &=2 =7t A gL(Ct

no 3P E O| 8510 AA| & £ A& Tt
B E Mac-address € 22tgt = 32 2
al.

o
—

Src-mac-addr source Mac FAY

L
Dst-mac-addr 2 destination Mac AL
Ct.

Ethertype 2 O|EY I{Zl FH 2 2|O|gtL|

Ct.
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Mac list configuration Of|A|
Switch_config#mac acce 1
Switch-config-macl#permit host 1.1.1 any
Switch-config-macl#permit host 2.2.2 any

olo| Mye

M2 source mac address TAE H|WSt=

20| ¥R KU LI
Switch_config#mac acce 1

Switch-config-macl#permit host 1.1.1 any

Switch-config-macl#permit any host 1.1.2

A0|22 D237} SgH

Switch-config-macl#2003-11-19 18:54:25 rule conflict, all the rule in the acl should

match!

2o d™¥2 HMEHMW W2 source Mac-address &

destination Mac-address £ H| W Sl= Zd YL|C} [EFA Mask 7

= 280 3882z 5A ¥sUch

(k=]
16.1.1.3 MAC List -83}7|
MME Mac list= 2E

Mac-list & StLIS| ZE

=
4
28 REOM CHF BEOE

Yo 29

interface f0/1

[no] mac access-group name

o
StAHLE MEE&l Mac-list & AH &

Mac-list & EZEO0

S A

17 &. Vlan Access List 4™

17-1 7 VLAN Access List &7

of 7|52 AEA7t VIAN O|A E2E oot HAIXIE E2HE

UAEULCL flel @82 52 BEE MS Ut

SIEE 8

mjo
W
1




Z}Z+9| VLAN Access List = MZE CHE M=/ E 7HE 04 2f Access MO 55F (VLAN

ACLCZ 7 E LI 2t Access MO =5 #5002 ;w =

UK =2 IP Access MO|ZF £+ MAC Access A

MYEO] UX| A2 A2 ZE Flow 7t K| sl S£0|H LXK 5
o

r|o
o
>
Ot
o
2 H
bal
J

2l
SYLCE EXE=F0|
A2 A2
Ol CHSH Null IP/Mac access control list 7t A7 E|0{ U= A2 LXK o4X| Y22 2| O
ShL|Ct YX|IZ S0 CH$H IP/MAC Access control list 7t A7 0] Z|O{ /L2 M VLAN ACL
S50 JYHoZ ZEotX| AEL|CH SHLES| IP/MAC Access control list 7t A &l
42 OrX|2o| f&StL. StLES| permit E|+= &=TF IP/MAC Access Control List Of
UASLICE VLAN ACLO| VLAN 0| 8 & 82 X7t Zd5HX| Ba LT o2 Hof
VLAN ACL 2 743t0] o2 74| permit &F2 dde = UF ULt 0] 7|52
Forward &&= Drop 2 & £ JELICL O] 7|52 7|2Eo R
Forward 2 L|C} VLAN ACL 2 IP/MAC Access control list 2t 2X|5t= Flow 2 ZHY
=0 HolE S =3 BLICH VLAN ACL 2 VLAN ACL o 2 & #zof et 2t
VLAN ALC & AE3IH VLAN ACL 1t 2X|SHX| = Flow & ¢ =+ USLICH
Olg{gt YA E Access control O] O|F0{ & L|C} K| E Flow £ Deny 6t2{H 2
VLAN ACL 2 H7E5t0. 2o &2 YWAQZ Deny &[A|

.

SLICH CHS E™E M50 VLAN Access Control

b3
0 rir

FHo 293
Vlan access-map name seq VLAN 7|8t Access Control List & 44t

Ct.

St i O|EE 71 RE= HE2
S VLAN ACL Off £2tL{Ch Df7H 4= seq
= VLAN ACL O|AM 2Mz=2|E 2|DgL(Ct
7| 222 VLAN ACL+5 9 7HY =2 4=
LIt

match <ip-acl | mac-acl> name | €X|kl= &=0| X|@E VLAN Of CHslf 1P & &

E= MACE 28 UL

action <drop | forward> VLAN ACL 9| Drop 2 Forward & 28 &
LICt. 7|2 Z+2 Forward & L|C}t.
vlan filter name vlan VLAN 2| O|E0| X|§% VLAN ACL 2 HE&

SHL|CE Of 7 4= VLAN € ARP 7 M &=
SFC5200A A|2|= A7 O <

VLAN € 2o|0| ghL|Ct,
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18 &} IP Access List 8™

|H 0ol LEJ|HO| |P Access List A

18.1.1 IP IA|X] 2EHE

QAR HEEHE2 HEAIO Tizlel 2Al= Moot==

LICH Ol MO7|s2 HE/R oM

= o =
HME2 MStAHLE AFEXL E= HXE Sl Mot & = YSLCH uXtE XIZEZE of a2
2t olSt AL HiZ2dolste{H 2t E AKX 7t CHS2 QL gL Cf.
Access list = CHS1F 20| At 5= JUSLICH
e IZEOAM IfZ ME A
e JhA HOE 2telo] M MO
e CfE AGHOIE LIE ATt
O THAHO M= IP Access List & PHE1 AM25H= &R0 CHSHY A HBL|Ct.
IP Access List = IP T22| 5{& S8l ZX| ZHZ HESIV| Qo nAlAHe=2 dFE
IP & LICtH 2t 8 AQ[X|2] ROS AZEQ 0] (*ROS AZEQ 0= E& 2IN KA E 2
O))& Access List 2| FAE SHLIA HIAESHL|CEH & B OjX|0 M= 2ZEQ|0{7t
FAE fEEX| HE X E ZA-ETULLCH ROS AZEQO= A HE| OjX| 0| &4 7|
A S SX5H7| 20| ZA0| 25t =XM7L 0 SeL|Ch 0 X & & o] Y CFH,
FA7F AR E L

Access List & AMESH7| MO Ch21F 22 SHAE =l oFgtL|Ct.

(1) Access List O| 51t M2F2E X[FSI0 IP AL~ HEZ THEL|CL

20 IEEO] IP Access List & X -&%fL|Ct,

-

18.1.2 Access List o] EZ I &3E7 |5

BXE S AHESH0] IP Access List & BHSLILCE.

EZ IP Access List 1F 25 7H5 IP Access List 2 Z2 0|28 A8 £ Q5L

Global configuration ZE0|A Ctg HHZ HASI IP Access List & 4 dLICE.
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HEo 43
IP Access-List E&= O|& HZT IP access list 2| 0|E& F9.
deny {source [source-mask] | any} StLEO| & 2| permit/reject K|
or permit {source [source-mask] | T}710] 2OIE|Q=X| O{HE ANB|=
any} HEE IP Access-List 74 29| X7,
Exit(E &) IP Access-List 2| T2 E 202

Global 7+ ZEO|A Ctg HEHS HASIH 2E 75T IP Access-List & BH= LI

HHof ay

IP access-list S E 0|5 ip access-list & O| &2 A&t =%
ts St=& F9

{deny | permit} protocol| 8tLt O] 42| deny or permit ‘82|.

source source-mask S Access-list ZHLS

destination destination-mask|

[precedence precedence] [tos tos] P I§Zlo] ET} 22 AXNS= 1M

{deny | permit} protocol any any = (—?—ﬁ %= 1P Izl M =

= AUSLHC
XM B LI 22 "Extensible Access List

Example"S &z HFEILICH

Exit(3 &) Access-list Of| A 210t
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WA 220 QHEO{E S0l =7 & HEO| (0|20 &S| 83ICtH) 22 &

=
of E=7tElLiCE &, HY =0 X|™ Access-list & 7| & 4= Qi&L|Ch 2Lt

Note:

Access-list & TH= [If Access-list 2| 2 20| 20|X| 2= HELX|E2 EFO| } Ch=
A 7|YSMAIR. OFATTE & [P A Access-list Of X|HEX| &2 EL

255.255.255.255 7} OfA 3 2 ZHFEIL|C}

o

Access-list & Tt

=
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o= =|d0|Lt ZEO| HE3lof 2L Ct.

18.1.3 "L E0f Access-list H&"

18.1.4

_._

2

—

Access-list & ZHE 20f SlL} O| Ao ZLE = 20| M8 T 4 YELICHL ZE 7Y
ZCoM Ot BE S AL

HHEO o
ip access-group name Access-list Off ZEE M &,

7|Z& HH| Access-list 2] A THZl £=Al Access-list O ZAF TfZlo| @& FAT} =t

QIELICH SHE Access-list 2 B2 2t & AKX e FAL &olgtL Tt A

MA S5O Cia TS BEH ATEQ O = A2 AL M| LT A SZ0
= A

IjZ12 AMK|SHD ICMP SAEN| E& & £ Qict=

X Access-list 2| Of| A|

{deny | permit} {tcp | udp} source source-mask [ { [src_portrange begin-port end-port]
| [ {gt | It } port ]}] destination destination-mask [ { [dst_portrange begin-port end-
port] [ [{gt | It} port ] }]

[precedence precedence] [tos tos]

i

O] 32 TCP % UDP Q| ZE |4 = Access-list 2 S8 M0 & £ Q&LICHL ZE H ¢

HO|50] Access-list 2 T4 & [Iff CH20| FoSHH A2,



X85} Source W destination 0| Al Access-list & F+8%t 4%
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YoM A HF0 B2 source 7t AFEE|7| 20| Y5 M0
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i
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2 =ZE 8@ EHES A
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FE3H7| W= RLIT.

18.1.42 ZE 7|dh |p AN AQ| WHEZ X|st= ZE 7|8 |p BMA ZE TCP/ UDP X ZE

AN EHF HHE S0 M2 2= TCP 7 TAE 130.2.1.2 2| SMTP Of

I
o

ip access-list extended aaa permit tcp any
130.2.1.2 255.255.255.255 eq 25 interface

g0/10 ip access-group aaa
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19.1.1 1P &7H

19111 IPEIRE Z2E

1

Internet Protocol (IP)£ HEYIAAN ZAHACE HO|HE netdte Z2EZY
LICE POl =& X7, 243}, A3 R CHEetet 22 7|50 JAEL(C
CHE |Ip Z2EZ (IP Protocol Cluster)2 IP & 7|HJ9§ SLICH HEYZ AS
AEoleE ZZEZZM IPE T2 XY JE A
AHEE L T

Q
ox
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ujn
H
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el}
N
i}
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om
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CP= HO|H M&
& —T2EZQLC} & 6_ TCP = E1|
AAEIC O &

=
= [
22to] 88 m2aB0| 4% =Y 4 207] HE

=
SAOf S4l g = AA LCh

LM Z2ESW Z2 1P T X2

%

i}

1
FLICE ICMP, HSRP, IP 84 & &5 Of7f H=et 22 1P MH|A= 4 Z "Fd 1P
HIAQLICE "

x

19112 IPEIRE Z2EE

2| 2t 290K = 4 22 EE0 AUM0M 2 2 o pERE S8 &
EEZES XNEYLICL IP 212 ZEEZ2 F 7HX] OE Interior Gateway Routing
Protocol (IGRP) ¥ Exterior Gateway Routing Protocol (EGRP)2 2 T2 & L|Ct £2[Q|
2t & A2QX|= RIP, OSPF, BGP % BEIGRP & X|25tH 27Atgtof @z}t RIP, OSPF,
BGP 3! BEIGRP & ZZf 7+ & = UFLICE Eot R2[Q £9X|= OHF 2t*E
ZZEE2 SN Fd5t= Z2 ML, OSPF Z2 M| A2 Yolo| = (H 225 =Hf &
2= Z42) BGP ZEMA, RIP ZEA| A U 20|0| 40| BEIGRP Z2MAE K| IEHL|C}
redistribute HZ A0 CHE 2R E ZE2EFO| ZE2E X 28 ZZN2Q
ClO|EfH| O] A0 TH2HHSI D Olg| ZEEE T2 MAQ FE2E AZAY = UASLICL
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ZEOAM AZE 2t Z2MAE X[FEUCL olF o) #d B8 EMe +49

=
THAE HE g = ASHCEL

e UEQ3AQo pRot Bt
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(4) IGRP

Interior Gateway Routing Protocol (IGRP)&= AtX| A|AHRIQ| HEYZ CHAO| AHEEL| CF
BEIPIGRP = A|ZE I HER AL} HALOOf SFLICE 2t 2R ZEMA= 1 EQAL
CHE 2t Y ARIX|0|M YUOIOIE HIAIX|E 2L EH SN ST 2t HA|X|

£ Z2 A7t HEQ A0 M Broadcast TL|CH.

2t e 2X|7t X[ {5t= IGRP = L2t Z& LT

® RIP
® OSPF
® BEIGRP

(5) EGRP
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Exterior Gateway Routing Protocol (EGRP) M ZE Ef% Atg AlAH Zto| 2t 8 HE
£ Wetst= O A8 EULEL 428 uedtes 0|2, =F 7ttt HESRA & X9 K|

AMAE Hos gy oz Fga|0jof SL|Ch A9X|7t X[ /StE EGRP Z2E
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o CIRE mEAMA 1AM
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1913 1P T2 M

19.1.3.1 HEQ A QAEIO|A |P FTA M

PEAL IP HAKE 2Y (A4S ZHULICL Y2 PS4 Fak 0o 9 o
SAE P FL EE YEYD FAR ABY 4 UBLITL E 100 1P Fa 8, 0
S 1P A U AR THsE 1P FAYUC

A 0.0.0.0
XS

1.0.0.0 to 126.0.0.0 X

127.0.0.0
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B 128.0.0.0 to 191.254.0.0
191.255.0.0 72 XE
C 192.0.0.0
NES]
192.0.1.0 to 223255254 |0z
NES)
223.255.255.0
D 224.0.0.0 to 239.255.255.255| Multicast F=2
E 240.0.0.0 to 255.255.255.254| 0| QF A
255.255.255.255 Broadcast =2

IP 20| Cist AKXl HH2 RFC 1166 “Internet Digit” &Z5IH Internet Service
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=2 HIO|EOM g4

=

3 QHLO|A OFE IP FATY
Zt OIHHO|AE 7|2 IP A2 012 St IP TAE EZRSIY o2 IP FAE 4
F & = JASLICL B F 7HK] 20| ot IP A8 F/d6l{oF ghL|Ct
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229 A|L”E2 FIHX| FHO
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ILICE OJ2{® Ip HA|X|& H3ASS HAIXOf IH7|d Z|0f OIX[Ee 2 HE
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44 2|0 JAELICH ARP £ IPFAE O|C|0f DfH|L}
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AQIXIE RFELICE
OIHHO|A FHREOM YOS dAL Lt
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FHO show interface & A|@ 2IHIL{|0|A2] ARPM timeout = LIEFE LT}
YHO| show arp = ARP 7HA|2] LIES =QlgtL|Ct HEHO
Clear arp = 2= &=2| arp 7§AIE X|ELICH
®  Proxy ARP &'d3}
AAE proxy ARP (RFC 1027 22 FO|)E AH85I0] CHE L EQ(A0 siE 27t gl 2AE
MAC =42 7tHgL L 0§ =0 2t 8 &9AKI7F ARP 78S 415t 7|Z =4 EQtL
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arp send-gratuitous

OIE{I|O| A0 A ARP T|A|X| A|Z}

arp send-gratuitous interval value

XS ARP MA|X| 7t g MEH

7|27k 120 = QLC}

EZIPFLs DAE O[FD €A & 5 ASFLICE A|2E2 telnet E= ping 2 Y
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19.1.3.5 Broadcast HIA|X| Hz2| 7+4

2.

Broadcast HIAIX|Q| CHe FA= HF AN HESRIS BRE SAEYLCH SAE =
SYot FAE SO Broadcast AKX E AlE & 4= JUESL|CH I8 FQ% 2 Ul
Zoioh 28 T2 EZ2 YUY Broadcast HAIX|E AFEEILICEH IP 4] EQIA
2 Y& F StLt= Broadcast HIAIX|E M OSt= A YLICE O] A|lAE2 X|F
Broadcast, & X|™E U ERAQ| Broadcast & X|YTLICE A|AHRO] HEKIQ
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X8 IP Broadcast HA|X|= 7| 2H 22 AMH|E|Of AL[X|7F "MH|A HE & T|A| X|0f
oIgt 342 XpttetL|Ct X’ Broadcast 7F MA HA|X| 2 Bigtz|= QIE{H O] AO0A
X IP Broadcast ME 7|2 Ed3t & = USULLCL MF 7|50 283 =H
OIEIO|AE AZAStE HEQAS ZE X|™ Broadcast MA|X|7} QIEIO|A =
MEELCt O3 ot MAIX[Z7 HA Broadcast MIAIX|2 MEELICE Broadcast
HAIX|S| MEES MOt AMA HOZE2 XEY = USLICEAMA HO|E0| X
HE|H M A EO|E0A & &38t= IP HA|X|ZF X|7 Broadcast 0| A S2|& ¢

Broadcast 2 Hzt 2 &~ QULCH

QIEHO|A T ER2E0M XY=l Broadcast 2| HES E43}stM 2

LY a9
ip directed-broadcast  [access- |Q/E{IH O] 0] Af XE->=2H e
name] list- Broadcast H1&t2 & 8¢tL|Ct

UDP Broadcast HA|X| ME

2 2~E= Y5 UDP Broadcast HIAIX| S F4, 74 X 0|8 SOl thet §28 2L
D& E7h Qe HESRIO| uDP HIAIXIE HEE MHIL gl 89 =AE= UDP

HAIXIE 4 & 5= |lELIC
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Ol M & sliast7| fldh siE AHIO|A0M LT FHE FAHSI LT FAH
Broadcast O A|X|E EX FA2 MEY = UASLCHL AHH 0|20 Cis off 7He]
Bx FLE 4 g+ JAsHoh
UDP Ui ZEE X|783510] TEY UDP HIAIXIE 2EY & USLICL S A|2HIC
72 MY M ZEE= ZE 137 U Ch
HAIX| HES 5ot tid F25 XG5 A HH 0|~ 719 ZE0M Chg BB S
Y AR
g0 1y
ip helper-address address UDP & Broadcast H|A|X| £ & &.
et E XL
A 7+ REOM Ot B S Hsto] da2d Z2EES X[YoAR
g0 493
ip forward-protocol udp [port] HEs ypp ZZ2EZE S K| HBIMAIL.
19136 IP F2 X % |X
HEXAE Aot /X 22|58 Cts A Y S AU AL
1. 7HAI2F 7| = I HIO|EHH|0] A X| 27
WA, =& E= HOIHH0|AS BE WEES X[ = USFLICHL €57 ZUEI 7
WMHO|X| @t MZ45lH FHESE X 5 UL 22| ZEOM otg BES
HASHY FHA|, 5 U HO|HHO|AE X|RMAL
FEo 493
clear arp-cache IP 2} ARP 2| 7HA|E M AELICE.
2. AN2" S HESQAO ok S O|O|E BEA|
AAR2 1p 2t E HO[E, 7HA| & HIO|HH|O|AQL 22 X|HE SA HOIHE HA| &
UAELICEL oot B & FHE= HAXQ At A8 S 210 HERA XM E siZst= o
T 20| ELCE A|AH-E HAIXZ7F HEQIOM JHWE I ZEV =S & = A= B2
HAIXI7t ZEl= B2 Al & =& JASLICH
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28 Y2 LSt 22 20| LIE Z[OfASLICE M-S HsiAM= P 2 BF X '8
i

mjo

T o

HEOo] Md
show arp ARP table | L{-&2 LtEFHLICE
show hosts Hostname - IP Of &2 Of 2ot FHA|H|O| =

show ip interface [type number] | QIE{HO|A AMENS LIEFHLICE

show ip route [protocol] 2t 8 HO|E2| o &EE LtEFHL|CH.
ping {host | address) HEXZ 20| Z2HENE LIEFRILICE

19.1.4 IP =23} O K|

L2 € Interface VLAN 11 0f| IP FA7F 8™ &= ZRE LIEFHL|CH

interface vlan 11

Ip address 202.96.2.3 255.255.255.0
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DHCP A7

19.2.1 274

DHCP (Dynamic Host Configuration Protocol)= QIE{Y SAEQ| & J14 o7 =
o

SSHL|CH DHCP = RFC 2131 0Off L0 USL|CH

= D | 7 S
20f Ip F&E BiE5ts AYLICE DHCP = IP 25 HiZSt= M| 7HX| 8 S XL ok

19.2.1.1

19.2.1.2

SH HiZ

DHCP AMH= SEI0|HET EF

o
S WA 1P =28 ZHEHCH

+& =
DHCP AME{o] #E[Xt= IP FAE +522 Xt DHCP ZE2EES &¢0|E§ 2

2O AEOf E LT
DHCP XM &

DHCP O O3 SF2| SEZ2 0| A=H|, Ctat 22 82 AH87ts YU Ch

DHCP ZCtO|HEE #8350 IP &, HESRI MIHE & 23 &4 (23 H0|E 20|
)E O|C{ Ll QB O] 20 Yz & ' X7t ol &

DHCP O|H
SR AZEQN HEOA= o|FuUll QUEmO|AL] DHCP S2t0|YE & DHCP
S2t0|AETF X[/ E LTt DHCP 22I0|HEE K| ¥l 7|50 TS 22 0

Hol A&t

T A2t e

—

A

7428

oy
k>

DHCP MHE &3l Y& FXIZEQ| IP FA H|Of

19.2.1.3 DHCP 20

DHCP £ AMHet SEI0|YUE 7oz St Z4zt2 Al 0| EXYLICY.

DHCP-A H]
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® DHCP-ZZI0|AE

P2 FELL 22 2 AAHEC X0 thet YEE DHCP AH A
H=0, Yol AlZH2 DHCP S5 ZHi2| X0 LIEtLEE= 71 E O[Tt

o T AlZH- 2Bj 0|F P F20| S 7|7
S22 71700 ZLIB Ip A DHCP AB{0f O3l FMELITE P F2E A

19.2.2 DHCP 20| E 74

19.2.2.1 DHCP 22}0|YE 74 AF

Y |P =N HHI—l

® DHCP MH9o| FA X|H
® DHCP Of7{gis 719
® DHCP EL|HE

1. IP T4 HY

CIE{H|O|A0A Bt E S 2t 1M 0| A0 LSt DHCP Z2EZS

N
ol IP 28 EgLCh

Fof 178
ip address dhcp DHCP Z2EZ=S X|™sl0] oLl
I O|A0 IP FAE

i

Y5 DHCP MHO| FAE LnQes ZR 22(X0|M O|2{et DHCP MH Q| FAE X|7Y5H)
DZR2EZ 42 8 AUHE Y = USLLCL MY 14 ZE0|M Chg HH S AALCH
HHEo a9
ip dhcp-server ip-address DHC MH Q| Ip FAE X|FgLCt

(31]

of Ol 1P F4 AS U8k MHH QI FAYLITH

3. DHCP Dj7jgi4
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27 M0 M2 DHCP Z2EE0| ¢ &2 Oj7f H4+8 =FE + UASLICL HY
T8 ZEOM O F S ZAY L

g 493
ip dhcp client minlease seconds =4 Hoi AlZH E LT
ip dhcp client retransmit count ZZ2EZHAIXS] HESAIZH 27
ip dhcp client select seconds HAS HESH X|F5HM K.

o Y2 P FAE 27| AB THZ

4. DHCP 2L|E 2l

AQ|X|0 M &2 DHCP AHOf et §=2E =oste{® 2| ZEOM g FES

o

H2of vy
show dhcp server Bt El AQ|X|7} Of= DHCP AH

FES BEAILIC

ZHE|ZEO|M HHOE HASH0] 2R AX|0f ARSI IP FAE =Rl .
HHEO 493
show dhcp lease 28 ARX[OM o AL IPF
4 Blac U HEES EA|

19.2.2.2 DHCP S2}0|HE T4 0fA|

=13

74
=

o
oT

mju
rir

The following example shows Ethernet1/1 obtains an IP address through DHCP.

interface vlan 11 ip

address dhcp

DHCP MH A7
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19.2.3.1 DHCP MH 74 &g

DHCP MH AL

DHCP AMH{ H|Zd3t

ICMP ZX| O§7H B

HIOJE{HO|A XME AN Of7f B4 74 DHCP
Muo| F4 & 7

DHCP AMH{Q| A E0i CHEF O47) B 74
DHCP MH ZL|HY

DHCP M A& X|27|
19.2.3.2 DHCP MH 34

1. DHCP MH At

DHCP MHE Zd3tsta P A9 22 07 Bi+E HiZSI2{™ DHCP 220| Y EJ}
MY AM 2EON CHS HE x
UBt DHCP ME{ 7t HiZ & =

DHCP 282 HEshs HYLITh.

H ol gy

ip dhcpd enable DHCP MH AtE
2. DHCP MH{ H|gdat

CHS2 DHCP MHE A8 7tsStE & St DHCP S2t0|AE0]| Cist Ip =4 O 7i
Mot 242 W2 SX62H O3 22 YHO E YEHSUAR

HH0] A
no ip dhcpd enable DHCP AMH| H|g-d3t

3. ICMP ZX| O§7f = 7d

NBIZH S 2 O B4 CMP BAIXIO) D7) 58 XX 4 AgLT 4
HMZ SHSLICL MY T4 BEON THZ YIS AHSHHAIR. BY ICMP
BIAIR] 48 TASH2B C}S S SHOHIAIL,
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ICMP T A| X| 2]

Al

F

ul

g0

ICMP TIA[X] SE

SIMA|I2,

K0

X

= Xl

ip dhcpd ping packets pkgs

M AMDCO|A HHS MEHE0] ICMP HA|X|

o

g0

ip dhcpd ping timeout timeout

FEEERE

A

| Of E{ | O]

4.

T 2 YEIL OfO|HE CIO|EH 0|20 X

T8 ZE0|A &

olo

=
S
a)
w of
R4 =<
5
S 1
- KO
= K
28
go| H
T
H &
LT
4 o
KF o
=)
)
7o

ip dhcpd write-time time

pS|
(<]

5. DHCP AH{e| =& & #

FL|CF.

e
o
=

Y 74 ZEOM LS &ASHY DHCP O F2ES F7t
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CtE @-0l= SCt0|AE0| H{ZE[= DNS MH FAE G LIC

=l
HE0 a9
dns-server ip-addr ... DNS MH{ =25 F-dgL T}
Cte Ol S20|AUE0 HiZ k= =0 QS gL ot
g a9

domain-name name Client O] EHE|= ZO Q1S A

od
L|Ct.
Cts B0z 2E0|UE0 HiZ k= T4 YUAIZES L
HYol CL:
lease {days [hours][minutes] | infinite }| client Off BHISH= =4 QAL A|ZH S
T LT
CtE @Ol S2t0[YUE|M B ZE|= Netbios MHFAE P LICEH
BYof Ay
netbios-name-server ip-addr... Client O] 22 %l Netbios MHE T
gt
C

& BY0l= MAC F27t St S AE0 1P A5 HIZESH| ?lof H&Fot2E Chg

o o
cREE

=3
=

0

F2of A

hw-access deny hardware-address

7. DHCP AMH| ZL|EE

e ZEOM OFg BHE 493
show ip dhcpd binding S AMEf =4 23X BAIRL|CH

B2l REOM Ch2 HHS AWS0] DHCP AMHO| et Sl HAIX| 54 HeE
S}OIBHA A 2.

FE0 493
show ip dhcpd statistic DHCP MHO| SHEEE A HL
Ct
8. DHCP MH HE x| 27|
CHS HES MASo] DHCP M Of CHSH S| F H HEE AHSHYAIR

o2
ol
2
m>
o H:I
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clear ip dhcpd binding {ip-addr|*}

clear ip dhcpd statistic

X DHCP AMH TIAIX| SAZES
APH| LT

19.2.3.3 DHCP MH T 0 A|

CHS CIAIZ0l ICMP B X| THZICS| A|ZHOf| Z=3t AJZh2 200ms 2 2FELICH F2

10| 4% DHCP M7} AFEIL|LCT,

ip dhcpd ping timeout 2 ip dhcpd
pool 1 network 192.168.20.0
255.255.255.0 range 192.168.20.211
192.168.20.215 domain-name my31
default-router 192.168.20.1 dns-
server 192.168.1.3 61.2.2.10
netbios-name-server 192.168.20.1

lease 1 12 0 ip dhcpd enable

5

IT

=

19-3 & IP A{H[A T
P MHIAE MEiX o=z P45t WS dYYLICH 200 O XtMSH LIS “IP
MH|A BHEO" HE HXRSHUAIR
19.3.1 IP MH|A 57|

P MHIAE MEiN oz 5t Y2 O3 25U T

e |p A S|

o 07 H==0f Cizt 7|5 #+-d517|

o J|Z AO|E Ol FH3t7]

e P EX|SI |X|5t7|
o] 0| a4 OfLIX|BH @7 Atgho)| et Y2 = & 5= ASLCh
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u

19.3.1.1 1P 92 22|5}7|

IPEZZEZ2 IP AZE 2 NMO{5tL 2t2|ot= LT MH|AE MSELITE o] 23t
MH|AQ| CHEE2 |CMP Of |8} MEEL|CH 2128 AQX| = M A AH{T}
IP HAIX] SIEOIN 2BE ZX|SHH ICMP HA|X|7t SAE E& CH2 2t E
AKX 2 MSELICH ICMP &= RFC 792 O Al FolELICt CH2 |p A& A0
et Cha 22 e s3sNAIR.

1. ICMP HZ SliA| HA|X] EL{Z|

Rl
>
oz
=]
=
Rl
>~

IS +41510] 42 g1t 22 HAIXIE 22 22 & g
MA-2 28 SAEN ICMP B2 SiA| HAIX|E 2ELICH AlS E 7

o
=}
Moz 2dsteof AFLIC

ro rir

5

0] 7|50l HlZgatEl 8 AHHO|A 71 REO|M CHg FES A5 3T

58 A8t E 28

HHof uy
ip unreachables ICMP G1Z SR HA|X|2 Mastaio

0] 7|52 AH8dt== 27getL(tt

2. ICMP Z&2 =7 HAIX] ELY7|

It SAEJ} O|ASH ZEE MEASHL|CY
HAIRE Ho® 2t2E |

0
HO|AE Sl CHE 2t E &9

et e 29Kl BRIt S AE M
¢t B2 HAIXIE AlOAIX]-2E

SAEQHZL YEYD MIAMES FL YLICE 0] Z 2R AIXE AT B
GRS SR CHE 28 ARXO) L= HHE A2 TS0 UATD i
HAIRIOS 24 SAET} Q) Z2S ARSHD HAIK|O| BAIE B0 Hest Z28
AFBOIOF BLICE ThEol SAE 29 MHE 249Y HOZH = AE F=2S
FPRICL DA 208 ARXE 399 Z2EET B9 22 W 88 O ddy
4+ UBLICL WakA 242 A9IX0 Huo| Wt SAE Y2 FIttx| Y&

o 7|s2 7282z A85t=E H7YE0 AFLICE HSRP(Hot Standby Routing

Protocol) =&fA| Ci7| 2tREH Z2EF0| QIHI|O|A0N FHE FL X522 H[Z

HSHELICE X2 0|72 XS 2 HAL K| ol Z2EZ0| Fo & FR 0k

NS 2 gdSte|X| (S L O] 752 AF8Sta T QIEEHOo|A 7 BEOAM O
A

(=]

FYof ay
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ip redirects ICMP et =78 AKX T& HE

ICMP mask S & HA|IX] M&

7t8 ZAEE HEYZ OIATIE Yoo ct FEE 27| {8 =AEE= ICMP
OfA3 2F HAXIE 2 &= UASLCH 2t2E AQX|7t 2AEQ| OIATE ool &
= U2 B ICMP OtAF SH HAX|2 S L 7|28 22 2t AR[X] = ICMP
OrA3 S HAIXIE 2 = JASLCL

ICMP mask 28 HAIX|E 2U2{H AHHO|A 74 REOAM LS BEs 2
AR,

FYol 4y

ip mask-reply ICMP mask S HHA|IX|E 2 & L|Ct

X 42 MTU EX|

H
= QISLITE HAIXIE AMSioF gLt o] 3% 2tf8 AKX = ICM
XE H&oHY 2o 0|$—’r A HE 2HIo[A2 MTU E 7IE gAEoﬂ
Lct 2 L=

HAIX|2] 20| E0] BRO| %2

BRo| AZ0| BUX|H HA|IX|= CHE HH
2ot LtE # AFLICE 23 g 228 &
ELICE 1P HAIX| = 7tse o B2 22 MTU 2 7| &|0{0f SfL|Lf. O] 2t
YYo=, FO| VAN 20t H2 HAIX|Z7F EWA &0 S4

=

2
K| sfopgtLitt. O3 L5 228

= ZAQLCH MTU XAz e 4

5
K= 22 SAEO M B2 MTU £

-

20| & HELC
E|
o

o SAELS |Ip A2 MTU 24X 2 2 QX|of <fsh
S& & MTU ol ek 1P HAIX|S] 20| & =Fote HE HEoM 22S U &
+ Lt

BE SAEE 1P FE MTU XIS A JoretLtt. O3 Lt 228 A9X|of 23
& & MTU gtofl et 1P HAIX|S] ZO|E =7goto] ME HFoM =2S WA & =+
AFH L.
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7.

MTU IP 8™
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Maximum Transmission Unit (MTU)£ IP HIA|X|2 M &0| 7tsot X|Cf Z0|E ZELICt IP
HAIX] Z0[7t MTU & X1t5t= 42+ et AX|0AM 2etLCh QIE L olA9|

of

o

MTU af= BE5HE IP MTU 240

SE MTUZI HE & [[H MZ2 MTU 2 8¢
MTU Off @2 O|X[X|] @&LICL IP MTU =
ASLICL Yot S8/ OCoE AAst=

ofsts ZL0B HaT ol

O| % %AHA—I (=13

Ed QM O[AOM IP MTUE H7Est2H QIHm oA

ool
L=EVN
o

&S FLICH IP MTU 7F MTU 2t 228 IP MTU & At
1ot =2 FE LEE O2{L P MTU 2| #E 2
AL

Hojo|A0 #ME MTU 2Ct 2 =+
X|7b SUst MTU Z2EEE 7IHA

T4 BEON C1S BHS MY

CEL

*
a

ip mtu bytes OlE{ 0| A9

Pt gz 2T

28 ALKz 2E HA|X|Q] Ip &|HE 2QIgL|CE RFC 791 Off 2| &l IP Header & M2
X QeI Mot AA HAE &8 AA ZE A7t AEZoL AR 43t 7|2 d2|n
AQX|7F SME B MEHCHH ICMP O47H H2X0f CHSE HIAIXIE &A & AE(Q
BUD HAIXE AHLCH AAAZ0|M 287 BUSHH 2t ALK s 2 A SAER

X|stE 2)2 EYLICL IP= 22 SAETLHAX| O

ICMP ¢1Z E7} (A ZE0f A}
Ciot IP HIERIZS| 42 E AU
P& SMOIM AX HEE ﬁ%ral NESE=)
IP BIAIX|E TESHALE 2ot

QIS Ct
°E Hy
ip source-route P AN A2 AT B
IP 2ol BE W 5
P WE w2 FHAIE ALESHO] IP HAIX|E HE FE.”—I Ch 29(X|7F EF Hd2z2 HA| X &

HESH7| Hojl A[~E2 228 HOolES =l

SHL
= =
Mot %EE SESE *“E%ICHOI 2t Al H’SE'—IEL A HAIX|7t St

=2 =2 o o o
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B20| ek HAIXIE HE ZUCh

O

of et SR HA|X|E HERLCHL
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S2ZEQSY 2t2E HAIZF SLEO 2t A0
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HAIO MEEIX| ST

At
(=]

AEE H O
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At
(=]

i

PALE S X512 3 QIEIO|A 49 ZEOA B FE S 2dstUAIR:

ip route-cache
no ip route-cache
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L 22¢ 79 ZE0A

TCP A0 FY¥S DIXX|

—

P

X7t M
TCP A& 7] AZhs 2783 AL

A O
=T

o
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A
o

_i

_i

75 Z=YL|CE o™ +

BEELICH 291X XHOf A &
Che S At TCP 2 7| AlZhs EEBHAIR.

ip tcp synwait-time seconds




2. TCP windows 2| 37| d&s}7|

1. 7HAl2t CIOJE /0| A =

SFC5200A Al2|=

[
A'Ixc-; |]H_n_0-l

7|12 37|= 2000 HO|EYL|CH MY T4 ZEO|M CH3 HHES AAsH0 7|2 TCP
windows 37|& HESMA|L.

HHO 29
ip tcp window-size bytes TCP #2o| A7|E HESIMAIL.

19.3.1.3 IP HERQR FX| X EX|

HAl, 58 E£= HO|EH|0]£2

HO[EHO[Ao] X E HOIHE X2

=2 A

2E UHES g =+

UL A, 55

Zat gLt

HZRE HOHE X|22{H 2 BHS JASIHAIL.
HHOf HY
clear tcp statistics TCP &4 HIO|HE X[ZL|Ct.
2. TCP ¢ SifH|
TCP IZE Bop{H 13 YHS HASIUAIR
HHOf H4Y

3.

clear tcp {local host-name port

X8 TCP HZAE XUt
remote host-name port | tcb
TCB = TCP MO 255 LtEfHLIC,.
address}
A28 S HERZO tHet SA HO[E HA|

M2 AL 55 A HO|EH|O|20 LIES BAl & & JASLICL o2t SA

HO|E = MAXC =X AHE#-S Dol HWESRS 2XME di&st= H =& O

ELICH ChE 33 S 20U AIL RiMet LHE2 "IP - MH|A"E FESHIAR.
Yo <

show ip access-lists name

show ip cache [prefix mask] [type

number]

show ip sockets

2K 220 F

show ip traffic

PEZEZO Ciet A HIOIHE EA|
gt
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show tcp

DETCP 9
AlgtL|CE.

SEHOf Ciet B2 E

fl

show tcp brief

TCP O et §2& ZrEf5| LtEFHLCH

show tcp statistics

TCP A HIOIHE EAILIC

show tcp tcb

X8 TCP AHZYE EE HAIRLICE

4. ClHZ 2 HAL

HESIOM X7t LYt CIHAE HAH5I0 CHZ HEE BAl & = AS LICH
LS BES YA ZtMeH LIE2 "IP B MH|A"E EZSHAIL.

HHO 49
debug arp ARP Of| Cliot 2228 §EE BAIGLC
debug ip icmp ICMP Of TSt &2 %8 HEE HAIZLICH
debug ip raw /gL E P HAIX 0 CHot SRS EAIRY

=

debug ip packet POl CHEH &2 X HEE EAIZLC

debug ip tcp TCPOf| et &= %18 HEE HEAILICH
debug ip udp UDP Off CHot & %8 HEE HEA[SL|CH
19.3.2 Access List TH35}7|

19.3.2.1 IP HAIX| 2EE

— =
EE KIS

o
sof e |

OIE{H O] AO| A TfZI ME

Lo

Ao

7te HOlE =/d H2

- H =

H o

= YHOIE W& Het

= Access-List 2 X|&¢!

QAR HESZOAM Tizle] Ol5S MOsts O =&80| gLt g2

=) £73

Sof HEHA TS X HEYI ALBE Mot g &= /A SLCH 0kt
REALL R E DHE7| {3 2t%

LIC} Access-List = CH ZEOA AT = UES
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Of HolM= IP HML 2SS UHE= YD IP Access-list & AMEdt= H O T 3

2L

IP Access-list 2 IP FAE HESL7|Q2 87t / A = FAAel Lot
AKX ROS AZEQ & 7730 el Access-List O Al =AE SHLIAN HAES LT},
N UM YX|=ROS 7t FAE 3 = HES=A| &
ELHH ROS 2T EQ07t Z7| #Al2 SR LICH Wtk

=
30| EXI5HA| o™ Fa7t AREL[LE

=

Ct2 &2 2t Access-list & AF2SIAMA| L.
Access list 2| O| &1} =2 X|’d5H0] &g ghL|Ch.

Access list & QIEL|O| A0 HETL|LCt

HZE Access-list 1 =& Access-list Ol = €2 O|E2 AFEE =+ QgL MH

— A =
T DM CHE HEH2 MBS0l EE Access-list 2HSL|C}.

FHo 29
ip access-list standard name Access-List 2| 0| &2 2| L|LCt.
deny {source [source-mask] || tLt O|&2l 58 X AR =HZ X
any)log] or permit {source| st I{Zlo| S0 O{FEE AFTL
[sourcemask] | any}[log] C}.
Exit Access-List Of| A 21042 ShL|C},

fot

MY 1M oM CHS HES M3Hso] &A JH5 8 Access-List BHS LT}

J

HH 49
ip access-list extended name 2H2 Access-List O| 82 EolgrL|Ct
{deny | permit} protocol

source source-mask destination

gt mjzl Q08 E APt
destination- MH|ACEBHTOS)E AHIARHES 9
mask ojgtL|ct
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Access-List ZEO|AM 202 $HL|LCH

List Do:'Eg % HAE 6" o = =
7 o 32 AuY & et

Access-List & TF=™ Access-List 2] & B &0 7|2Ho =2 AAH HE 2&0| ZgE L|C} Of

= L— [ |
AT MO IP ZAE FA Access-list Of| Al A 2FE|H 255255255255 7F OfAI 2 ZHFEIL|CH

Access-List & THE 20= B2 = AHL0|20| HMA FES HESHOF L LICH AMS W E2

3.2.3 "QIE{H|O| A0 Access-List H8" &E HXSHHAL

19.3.2.3 QIE{H O] A0f Access-list H-&

Access-List = THE =0 8 QHHO|A o =8 QIHL|O|AS ZESSHO] Lt 0]do| 2
o|£0] H& & + A4 AHL O~ 14 ZEOM CHZ FE

A2 HASIU AL,
LY 4%
ip access-group name {in | out} Access list & X-&gfLICt

Access-list 2 Y3 QIH I 0] A2 =3 QIHIO[ A0 M ALY = US
H2) 2=Al S Access-list Of [}2t THZI Q| &=AHEl =AE =tOIs|opgtL| Cf Ay
A LE AKX = oS HOILICH Access-list | A FAE B &
SHH AT EQIO & IH3l N2|E ASTLICH Access-list O A =AE S| 831X YoM ATEQ| O
=

ZS AAStL ICMP =2 & == Bl= HAIXIE Bretetch

Q| F QIHH O] A9 HZE Access-list 2| B I{ZI0| =LA Lt MO AHHO|AZ 2t2E &

2 AZEQ|0l= Access-list Off 2t T2l YAE FAE SQIgL|CE ZHEY Access-list 2| &4
2FRE AQX|E £=A =9| Access-List & M|ATHLICE Access-list M FTAE {E5IH A=
017t 2l S 2 LT Access-list Ol M FAE 5{8SHA| oM AT EQ0= IS A XSt 1

ICMP =2 g 5= @l= HAIXIE gretetL C

m o

K| ™M=l Access-list O] glo™ &

rin

ojZlo] St & =+ AL

19324 = 7hs3h Access-list 2| O
C

MBE aaa Che A UM Z2 A TCP 7F ZE 1023 CH3 0| CHY ZEE HZE 5= U4
SHLICH & HW £2 M TCP 7t SAE 130.2.1.2 9] SMTP ZEOf 1A% &



19.3.3

19.3.3.1

SFC5200A Al2|= 47 O <

ip access-list extended aaa permit tcp any
130.2.0.0 255.255.0.0 gt 1023 permit tcp any
130.2.1.2 255.255.255.255 eq 25 interface vlan
10 ip access-group aaa in

a3 |
o e

2
[N

or
o

& CH2 OfRI7F MIBELICH WEYATt QI U
SAET} QIE{HO SAEQTCP AHS

ol
=

30 e I
oy myY o
k1
d

-

0 O
[

SAEO| SMTP ZEE AAS| X|

o
inl
pers
lo 11 11

o)

SIE Ul O 2 mj =l o= Ch
27t AELICEH At 2F

A -

HELICL S0 & AH|

oo

ro

o
—_

o|4le FA7F 1302000 ¢ B & HEQIYLICEH OY =

f. TCP CIO|E 0 ACK EE& RST =XAt7F MHE0f QY2 BH mZl0|

= LtEfU= iK1 7F 24 gL .

=2 od
ip access-list aaa permit tcp any 130.20.0.0
255.255.0.0 established permit tcp any

130.20.1.2 255.255.255.255 eq 25 interface vlan

10 ip access-group aaa in

X o
~

—

EZ 7|HtO 2 |P Access-list T4

H

=t

IP HIAIX| EHE

ZHZY AKX UEKXIOAM TiZ1e| 0|52 MOt O =20| g LT O] & 2
EY AMEX E= X E ol HERKT S L HERI AHES Mo & = JYSLICH
wXtZ X QIEHLO|AE S A2 FRSIAL FR2E PE7| ?ldH
28 AKX = Access-List 2 MSELICE Access-List = CHE ZEOA AFEY =
USLICH

o QIHHO[ANAM IfZ ME A

o Jt& HOE 2[M HMA KO



SFC5200A Al2|= A7 | 7

e H= AGOIE W& A3t
Ol EUME IP HMA SES U= BT P Access-list 2 AtESH= BHEO| Cf di
Aot
IP Access-list 2 IP T8 HESHI|RISH 517t / FXA = & AQl HetdL|Ct
A QX2 ROS 2 EZEQ|0= #30f 2} Access-List Ol A FAE SHLEA B A E B LT
N EHM LX|=ROS 7t FAE 2 £ HESH=X| O FEE ZELICE & HRMY Z (7t
ZLHH ROS AZELQ|0{7t F7| A2 TELLICE WatN Al &= M7t 2L Ch
30| LX|SHR| o™ FATE HEELICE
Access list 2| AHE-2 CHE 0t 22 THA|ZF JIELICH
(1) access list 2| O|E1t =HE X0 &-dgLCt
(2) QIE{I| O] A0 Access-list & X ZretL|Ct
19332 BEF U 2HE IP Access List M4
EXE S AFESIY IP access list & 2t L CL.
Note
HZF Access-list It 2H&F Access-list O = &2t 0|52 AtEY = QUESLICE HY
M BEOM CHE HHE MAHEI EF Access-list € THSL|CH
HH O A
ip access-list standard name Access-list 0| O| 52 M&&LIC}
deny {source [source-mask] || StLtOl &2l {7l AR X|E5tH =
anylllog] or permit {source O|H AT I{2lo| SANEE Z7H
[sourcemask] | any}[log] shL|Ct
Exit THEEO|A 2042 BHLLCE
MY 71d ZEO|A CHE HES MM & 7158 Access-list & 2H& LTt
HHO 49
ip access-list extended name Access-list Off O| 52 H-&gfL|C}.
den ermit rotocol
deny | permity  protocoly yoix0] izrs KFSIH £
source source-mask destination OlM MMe Tz oloEE AN
destination- SHL|C AMH|AAZHTOS)= MH|AS
mask A2 olojgtL|Ct,
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Exit I QCO|AM 21 OfREHL|Ct

Access-List & PHE 20= LB FItE =
XIS El Access-List 3 &2 =7+ & = IS LICEH d2{L AN A 5

AHISte{H 518 o gur A7 ot g2 A = AFLIC

Note:

Access-List 2 TFHE™ Access-List 2| & £&20 7|2Xo =2 LAY HE 20| =3t
ELICH OpATF ML P ZAE FA HMA FFO0|M MEFE|H 255255.255.255 7F
oA Z ZHFE L CH

AL E5S UE 20= B2 E= AETO[A0 Access-List & ME3HOF BfLILY.
20
O -

o
423 " QBT 0| A0 Access-List & " CHRIS AZSIAMAIQ.
19.3.3.3 QAUEHO|A0| Access-List H-&

Access list & THE 20| 23 QAHIO|A2t =5 AHHO[A0 HE & 4 ASH Ch

CIEHO|A 8 RE0|A O S B S 2ASHHAIR.

HEof 4

ip access-group name {in | out} Access 1&2|0| 52 Y&}
Access-list = 3 QIHHO|A2t =3 AHI|O|ANAM AMBY = UASLICH EF 2
EHO|AS EX HNA Z20| AL TiZl =4 = Access-List Off 2} THZIo| &4 &I
FAE ZolsoFstL|Ct 2t Access-List 2| 22 22 E AQ K| = A4S & QIstL|Ch
Access-List Ol FAE HESIH AT EQ0j= IH2l N2|E ASZTLICE HM2x

0ﬂ)\‘l ~5 51%3”“ UOH ATEQOl= 2SS AHSIL ICMP = & & =

H

ol QIEH 0|20 EE Access-list O Z2 0| SMELE HO| QE{TO|AR
2o B = ATEQIOIE AN A S20| W Q| YR FAS HOIBLICL HIY
A2 B0 PP 2RY AYKE 4l Zo| ANAIAAEES HIABCL YN A
REON FLE BN AZEROL HAS UL A2 SR04 F25
S18otR| OB AZEQIOlE TS AMGR ICMP £ ¥ 4 Q= O AIXIS
sherstL Cf

3 1.TCP/UDP ZE EHYZ X|&dt= ZE 7|8t |P Access-List

{deny | permit} {tcp | udp}

source source-mask [ { [src_portrange begin-port end-port] | [ {gt | It } port ] }]
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destination destination-mask [ { [dst_portrange begin-port end-port] | [ {gt | It }

port ] }] [precedence precedence] [tos tos]

ZE HRE E2IDI0] Access-List & 7-dot= 49 S A0l FLISHYAI2.

o =

o YRS WOl S| YFOIA Access-List & P 9UsH Z
92 RIYSHe WHS AHOHD CfZo| 2|2ATt AH|E7|0] Y
0| MTj B 4 Tk 0] F2 BTH ZE HAS XY ot
SA2 AL 511 CHE EEO|M ZES XYt WS
AsiofstLCt

o = W9 WEHYS FUSHH B2 2L ABELICE ZE ¥
LEYS HR 0| AT FR0IE Access-list O 4] 0|} 2
Z2aug KUY 4 s

4 TCP/UDP ZE EHZZS X|A{dt= ZLE 7|8t |P Access-List.
C-ol ofHMolAf X B Z2 M TCP 7t 2AE1302.1.2.2 SMTP O HAZSIEE g
L|Ct.
ip access-list extended aaa permit tcp any
130.2.1.2 255.255.255.255 eq 25 interface
f0/10

ip access-group aaa

20-1 & RIP 7t'd3}7|

20.1.1 70

O| A-IIMO“A—ih RIP ma% :rl.)g'5|.E H}

Ho
odgzZ =2
"L‘"EO.IE_ J_LEE_?IE_ =% x}_;lq_ugl "RIP %1%1..%

CIRE ME ZZEZE (RIP)2 Of2 Yo Z AI2E|= LHE AHO|EQO0| Z2&E &

(IGP)O|H =2 22 |9 A2 HEYA0 HEELICL RIP & RFC 1058 Of
L= OMXQl AHe| HEH 2tRE 22 EZ QLT

RIP = UDP 1} 21 2| Broadcast & AI25}0 2R E HEE natstL|C} 2t A

KoM 2t 8 "o YOOl E& 30 R0OFCH =FE L Tk AR X7 180 = L{of o 7

=]
A9X|of YH|O|E YEE »X| RotH £9X|= QAW £9X|2| 2t HIOIE O JUs
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+
r=
mn
Rl
G0
o)
rg
>
)
FI_I'

RIP = 82| 7l+& ALE3t] 0] B22| 7tEX|ol By =FL UL & +~= T
A0l S 24 S ZE 30N 7Y 2= 29X +YLCH AY HZE HES 32
2t tEX = o YUt =2 & & Q= HEHAS 2t E 7tSX[= 16 & LICH
RIP £ AHE3tE 2t 7t X2 Hol7t 27| 20 2 HERIM = Motk

OF A [_l |:|._

(k=]

AQX|0f 7|2 A27t Y= B RIPE HESQIAO st AZE MoAstL|Ct
0.0.0.0. AFY HE®/3 0.0.0.0 2 EX|SHXA| Y&LICt 7|2 G2 E F3st7| {7
RIP Of 2k AL El L|CH

RIP £ 2t?E YHOIE BEE X F& HESRR AHHO|AZ HHLIC QAHEO]
7

S0t HER 7 AIZEX| 2 8% RIP ZHO[E LM HEKIE U

RIPv2 = 2t HIAE MD5 215, 228 2%, CIDR % VLSM 2 K| & gL Lt

rir
Bl
1K)
rlo

2]

TdotH{H HX Chg XS =8H0F SLICE RIP & 2dgtst
o

® RIPZZ7ICHY ZTZ 2 proadcast & YH|O|ESIE = S| 3tC}
® ZRE JHEX[0f Offset M&
o EtO|H =57

® RIPHH HT X|H}7|

® RIP2Z M3}
® Y Qo ZX|T}7|
® AAZAO[AF F|5}7]

o = Z= + 7Y

=4l

rir

®  Split-Horizon &/42} =



SFC5200A Al2|= A7 | 7

® RIPZLEHE U FXESF

20.1.3 RIP ™ AtA

20.1.31

20.1.3.2

20.1.3.3

20.1.34

RIP A|Z}5}7]

Y 8 REOM B2 382 &Aoo RIP & Ed=tefL L.

CEL My

router rip Shad Sl
RIP 2128 Z2MAE 2dostn 29X
4 ZES AEgL L

network network-number <network-mask>

]

RIP 2}2E TZMAQ}
£ X|ggct

e YEYS M

r
r
I

Chl =2 12 proadcast & YO|O|E St=& RIP 2t E S 5{&}7|

Y™ © 2 RIP = Broadcast protocol & L|C}. Broadcast Ottl 2% HER IO =

x
57| 91} RIP 212 5 ATIO|E8 SHAstse B AQX|7L 2o E HEE I8 & 4
UTZ AQIK|S TAGOF FLICH 2 Y H WHS ALGSIR B 29K 7Y
DEO|A CHS YHS MBS,

CEL CL:

neighbor ip-address

EESH “ip rip passive” &St ZEE X|F5t0 YHO|EE Aot & = JUSLICE.

2t 7t5 X0 Offset &

REM ZE2 L7l 42 E£ RIP OM &5 o S0 20| st LEM S
FItshE Ol A ELCH 2R 7HE X E =t W2 NSeL CH £t
Access-list L} QIE{H| 0| A S AFE3}0] Offset List 2 Mot & = UASLICH AQ[X]|

AN
TN BEOM CHS HHS AMBI0] 2t E IIEXIE FIIBHUAIL.

CEL CL:

offset {[interface-type number][* } {injout} | z}2El 7}=X|0f offset S =7}8tL| L},
access-list-name offset

EtO|H =783}

2t E Z2ES2 ¥ JHK| EfO|DIS AFBSIO FE YH0|E HEE Mt I,
Z2ItHBSHOER £ O Tag AIZH U 7|E 04} HAE BEBILICE 0|33
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AESE Q50| EfO|HE =7510] 2t Y Z2EEEQ| 58 SAZ = A& LT
3Bt E Z2ESS IHGO B 1P 2t QA9 £7 A|ZH2 HEtD
M8 B2 AQIX|S HeS|H WE B0 L A2 AW AUS BE Y
AELICH T4 BEO|M T+ B2 M0 ELO|HE ZHIAl @
Haof ek
timers holddown value
2R HOIE0M B27F AN &= Ol 2% AIZHS
LEEFE LT
timers expire value
Ole 27t ulmgs oz Molg|y| ofsf Last 2tag
ofn|gtuct
timers update value 22 E| OIH|0|E HEo| M4z Z o|o|stL|Ct,

20.1.3.5 RIP H{™ Hz X[™S}7|

YLCH 712

=

R =
K= RIP-1 2 EHLICEH 7Y &
o

CEL ek
version {1 | 2} |X]= RIP-1 EE= RIP-2 BF &2 AISHL|C}
Ol 22 RIP Q| 7|2 SE2 Mot 578 AHHO|AE 8%t 7|2 & &

02:t
Ot
2
o
-U
_
H

i
X
-U
l\)
_9
I
i
é
<
o
-
_|T|_

Hof =P
ip rip send version 1 A E| OlE{ 10| AL RIP-1 BF H LT
ip rip send version 2 T E| OIE{ I 0| AL RIP-2 OF HHHL|C},

ip rip send version compatibility | gip.2 2[|0|E M|A|X|Z broadcast HEjE EHL|C},

ClEHolA #4 REOM O F F-S 250 T2l RIP-1 E£= I{Z RIP-2
TR AR E AHHO|AE K OfRfLC,

CEL CL:

ip rip receive version 1

-4
0x
rn

QI HO|A = RIP-1 BF = Al T},

ip rip receive version 2

-4
0x
rn

QI HO| A= RIP-2 BF = Al T},

ip rip receive version 1 2

-+
0x
rn

QI I 0| A= RIP-1 I} RIP-2 & $=AlgtL|C},

20.1.3.6 RIP 9= &g}

o

i
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=214
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El

2
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H

EXl B LICE RIP-2 Ti 2l S =415k B2 QI HO[A0] A

122 7|2

-t
o
21
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=

(o]
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o
=

9

4

=
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(o]
Hot2 ol A=t X| 2 21F PINO| Z RIP-2 H{ZICE MEE|EE RIP IfZl Of A

M-S ELICH Z RIP
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20.1.3.7

L|Ct.

b

=

S

P

A

b

HESIo| ZAE St & I Subnet X 2 XE9)

LTt 29X 748 RE0|M TS

=

—

Ct

RIP 22 & 20| E HE 0| A

Y YHO|EZt APH E Lt

I

e
o

=
—

—

EAS
[=)

EHo= A%

no auto-summary
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20.1.3.10
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AQIX|7E AP QEIO|E HEE £MBH k1 44 Z0| AKX LIET L oY
520 TAE0f UK YOB U2 P F20| USS 3N ¥ 4 UBLCh YurHoE
SojoL 21oE Yuo| AR P FAE SO 1S BRI &

A

AR 8 ZEO|M CHZ BB S doHAL.

CEL CL:

no validate-update-source

#th 2ol 4 74

Zl2Mez 2ZRIP 2t E HO|S0|= 2|0 1024 /i2| B27t = ELCHL =2
A0 =5 =05 2t E HIOIS0| M B2E 71 2 = SIELICH A[2E2
tolol 2t HO|=0| 28 20 =0 =SS 2

= =
C A9 T4 BEOIA CHS BB S 4#stol 22 RIP 22 F Eo| 2] A/

CEL CL:

maximum-count number Z2ZRIP Q29| AL} 2 M™THL|CY,

no maximum-count 7|2 x| ARO| &2 XISt C},

=

Split-Horizon &3t ot H|2Hd 2}

UHE O 2 Broadeast IP Y 20 AZet 1 Y72 WEf 2 9Y TRESS K ot

29K 2ted 22 7tsdE £017| ?I3H Split-Horizon = X =2 L| Tt
Split-Horizon 2| 2t2 g FZ0f Ciet 2= 2t2E JEE +45= AHHO|A2
Ap7|ApA S delgtLitt oj2{gt alez E3| R2mrt 30 2 [ o2 2t £ fIX]
7to| S410| EE LT 2{Lf Broadcast 7t §l= HEYJALE EX[= && LICE O

A& 0| M Split-Horizon & 2X| & 2= Q& L|C},

EXp FA7F AHLO| A0 &0 /1 split-horizon 0| 23t &l 42 212 E

o
YOOIELS| 22 1P FAVLRE X F2E ZE XS & YSLHI otLtel 228

YHO|ES &4 |p F20= otLte| HER R -0t ZetE LM TS ™S &5

Split-Horizon 2 &4 3}st Lt H|Z M43} st R

FYof EL

ip rip split-horizon Split-Horizon & &43tgtL|Ct

no ip rip split-horizon Spli7t-Horizon & -d%}5tX| gf&L .

=
JEHeR 8 2Y2 XY ¢ AHHO| A0 2y sHELICE O2F

point-to-multiple 21 E{H| 0| A= 2 X| £ JLEL|CT

Ho| M & At "split-horizon Of| H|"AlM S & ZSHA AL,
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—

AT ZO TRIAY0| HEIS B0 SICHE SHAI0| Bl F2 7|2 1Y
HZOHA| OHYAI2. Split-Horizon O] T MY S Gt W ZEO|M 3

2 A= 42 Split-Horizon & =X| 8{0F &L

Isl
P

HEQIC| MIiE CIEZ 2 13 12 9| AQX|0fA.
20.1.3.11 Rip & 9X| 24 9 SLHYS7|

BUEY 9 RX B2 RIP S RIP 07 B4 74, MAIZH | E93 =247
HEYT S HEE EASHOF SLCH 0| YEE YEYI ASS BEtD I
2X Y UEYD =E0| S WIS S Zste O =80| YLICL BE 242Y £
S BAISIZT BR|DCON LIS BHS AW,

CEL 4y
show ip rip RIP ZZEZO| X JEIE EAIRLICE
show ip rip database DERIP AZE HEA|SHL L}
show ip rip protocol DERIP 23 HEE FA|SHL|C}
2t S Z2EZE YEE FHOIHE A2 ZEO M g B S 2HOIUAR.:
Hof uy
debug ip rip database ZI2El HO| 20 RIP Z2 =7} HAH 2 &
Z HEo et YEE FHYLICH
debug ip rip protocol RIP HA|X| & Z=X3tL|C},

20.1.4 RIP 74 Of| K|

A%t B ol 2d2 Ciai Z&LCh

Al A

interface vlan 11 ip address
192.168.20.81 255.255.255.0
linterface loopback 0

ip address 10.1.1.1 255.0.0.0!
router rip network
192.168.20.0 network

10.0.0.0
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Al B
interface vian 11
Ip address 192.168.20.82 255.255.255.0
interface loopback O Ip address 20.1.1.1
255.0.0.0

!

router rip network
192.168.20.0
network 20.0.0.0

20-2 & BEIGRP A& 3}7|

20.2.1 708
BEIGRP O A A2 E| & 7|22 He| HE Z2 EZ 0 AL C

o ZI9ELE BAREI M ¢ Hro| nf2t 2o e AL

®  EPEL X GBS Neighbor O 298 HEE HBYLICH

® otREE XF AHZAGHE Neighbor oA 2t2E MEE HITL|CH

=
BEIGRP £ A2| MiE| Z2EZ HL} H 2 §E& 7t A H .

{ BEIGRP

—
=
pN| S A
Aol &

— —
= 8% ¥ 2t HO| 2o gLt matA

BEIGRP 9| =% £ Z 7} HEL|C},

BEIGRP = EIGRP 8T A& S 7|HIo 2 M=l E4 NME T2 EZQL|CH
BEIGRP = IP Z2EEZ0| A MM ELICt BEIGRP £ L2 2F AIEES

2HEA|7{OF BhLICt

(DUAL)2 BEIGRP 7| CHE &% 2l 72|

=
)

Ol Ol RILITE. B4 T Aol SHR|0] o Ax
7

SHXO E2 & 5 0 uN Jhset 27t §E W Neighbor =
(o]
AA

Ct. [t2tM BEIGRP 2| =8 £ & X¢of P3 ¢Ef Z2E ZO0[C.

®  Neighbor 52| M22 2L 22zl Z2S52| AI2tE2 Hello HAIXIE S3l

Yoz AX[EUCh

® 2=CO|H ™E0] A YLCH
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¢ HNSIEEIoOUDRIELOF ZRIYU WSS ST
® HsZ2EIe Y=Y A U Neighbor SEO| Mt 3% 4 AU Uch

®  BEIGRP = 87 At e} CHEE M RS2 Mot & = AS L

20.2.2 BEIGRP 74 22 2

L

rir
jilal
2
rlo

BEIGRP 7+d0|= CtE1h &2 X Q0| ZgE L|CH BEIGRP & 24515t
N A

(=3 = =
LQLICh WO 0f2t 12 Y2 MHYOR 23 & 4 UsL

C

—_

BEIGRP Z43}

® BEIGRP 5% #2(0f tigt 8 A=

® Offset2 88 58 A2l &
® X3 dE Q9 H|Edst

® Z= Q% ALK FO

e MY Z=F4d

® [IEBEIGRP O Oj7ftH= 1M

®  BEIGRP 2| & ZEL|H Y1 FX| 22

20.2.3 BEIGRP £ =t
20.2.3.1 BEIGRP &A3%}5}7|

BEIGRP T2 A8 XH45t2{B 1SS SHBHIAIR.

CEL CL:

router beigrp as-number

network network-number network-mask
42 ZE0|M Y 2H{E BEIGRP

T2 M0 =7kl

?lo| 7440| 2t | BEIGRP £ HESI NIHECS| 2 E QIE{HO|A0A M
T 7| A|&EL|CE BEIGRP £ hello HA|X| & &3l {22 Neighbor 2 &1 G| 0|

x|
EZEE ol a2 Bzt &= HELICE
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20.2.3.2 HEE daas +45H7|

7|2 AEf0A BEIGRP = CH
A

B 50
REOM CS BB S HAto RS 578%‘ =+ ‘RAELIEr

L 29

ip beigrp bandwidth-percent percent BEIGRP 2| A|Cf| [ Z 292 ISt |}

20.2.3.3 BEIGRP ¢ 2|0 Lot '8 A==

Oi' Z0|= BEIGRP Sg H2|o| A7t A FHe = 2t Mo Sef= 0l &

2827t ACE BEIGRP 7t AA&dt= 7| & A= HRE22 HESXI =240 Mgt opX| 2
F Eact dR0= FASHoF 2L M2 Qs HA HERZZER A #HE E =+

USLICH O 8 s & [ FOBFHYAIR. 42 FEEE0AM L2838 S

HASIYAIL.

CEL CL:

metric weights k1 k2 k3 k4 k5 BEIGRP £3t7{2|o| AH2& =AstL|C},

20.2.3.4 Offset & &%t =& He| =S|

Offset H|0| =2 AIE3

|
So151ALL of2t Fx| Herst A0l B8 28 37 B+ ST 55

AL S £E S8 T2 QEHO|
EPRE F7t2 A & UAHL T
M
Yo =¢
offset{type number | *} {in | out}|offset HlO|2S HRSHL|C}
access-list-name offset

20.2.35 A& 2% 7|5 HZd3}
BEIGRP 2| At& =82 CIE 4™ 2t*Y Z=2EZN OHELCH O

T3 T HCh

®  BEIGRP ZZMAC| 03] HEYHI7I FO|Z|H HESRIAQ| &Lt 0|49
MEUIO| BEIGRP EEZX| HO|50| JOH HEXIQ Q2% HZTt
Mg ELICt,

|2 HE2|E Z= Nullo QeI o|AE
E|
O

HOIS0 = F=IHELICH 20 A2l =
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® HO|E JEILCHE F P HEL Q| Neighbor 22 MEEH E 110t E

29| Q¢ BIRE MEUIO| FAEL|CH Q9 ZZ0t MESELICH @ BEIGRP

HXboilA Fo| & Yol £5HX| Qe MEUES £HE X fELC
UL HEYI &HoME 2 M5 ZEE Neighbor O A 22 5= AELCL O] E 2
L HE S Hdsof gt
CEL My
no auto-summary AHE 2% A2 2 MUK YLt
20.2.3.6 2t E Q9 AFEAH
B2 %0 2T AEE FF € =+ 8l= 42 BEIGRP 7t A &|= QIHH 0|20
MEtRE Qots FE5tl 2tRE QAS +A S Y HE/JI MOAHEE X8 +
UELICL 2t E @90 FHE AHMO|A= 2t Qo Y 20| £5t= MM T
2t g YO0|E YRE ELUHX| &LCt CHE QHE0jA= S
2 X YEUCH 2tRY 29 MY O3
TEE ExgUCt
o ot , HIER A0 HO{ & 5Lt

8 29 0| QAL o|A0 4
H

==
Hio | BEIGRP EZEX| HO|E0| AT Ho| =l HEIS Q9 =

HElE

ES = Zh= Nullo QI o|A S
<28 Ho|=0

| =7t=L|C 22|

® oI9E YHO|E MEJ 2L E Q00| TAHE QIEHO|ANAN MEL|H
Y oA HE/AI MAHME £t M&E F27F F gL CH OHE 28
YOO E YE= GSS A aUtt
CEL L
ip beigrp summary-address ip address OIE{M|0| A0 ZE Q%S FASL|LCL,

address mask

20237 M& B2 4517

o 6._47(H BRI YA Es A AZL N UE B2, B default-metric 2 78 &

S (S, X9, MElY, faRc %
o

<
_‘
c
i
rot
=
K
In
E
12



20.2.3.8 Ct2 BEIGRP Of7f Bl L 438}7|

0. BEIGRP 7} Hello jA| X| 2} Q17 19| Timeout & A% EL{7| ¢t 7+4

Bl B

SFC5200A Al2|= A7 | 7

2 2Rt gle EH BEIGRP J—LEA|A01|A1 2ot UH7H B Of7H B2 A
7tME £ AgHCH

®  default-metric BE2 rip X ospf &t €2 CHE ZEES2| StREZI TS E W
FaE|ofofetL|C A2 MEo MHESH A2l 7 4of o8l ZFE L
Ct H&HO| PO UK Yo A2 MH0| 2FIK| YLL|CH
BEIGRP 2t RIP 7} SA|0] Ml k| = A2 X[0| M BEIGRP Neighbor 2tEHIt2ZH
AX|O|RIP ZZEZ0 CHol| st ot AZE L2|2{B Ot

g 2L

CEL !

of

default-metric bandwidth delay reliability ZZ NMcho| 7| & HE| AHz|E FASHL O
loading mtu

redistribute protocol [route-map name]

ZHZE BEIGRP Z2EZ 2 MEStL|C},

®  Neighbor 48 95%t1 338 BEZ JLME Neighbor 7t2] SAQH 3|8

BEIGRP 7} A& L|= OIE{ | O| A0 M hello EE| =212 Broadcast I
EWHL|C} 2 BEIGRP X| ¥ 22 E= 0|2{3 HE|ZZ 12 Broadcast I 2 S %
%

CHE HEXA =70 BEIGRP & 28X 2 US2{H L3S 8o oFgtLIC.

®  BEIGRP 7t hello B|A|X| 2} Neighbor A|7F ZIME B 714 S +=FHSU AL,

®  Split-Horizon H| 243}

St |_| |:|-_

=

2HHE BEIGRP XS +¥3t7| ?/¢ BEIGRP helo Z2EEZ0| 2% Lt 22
YR L EE T,

o M=ZR HZ 7153 Neighbor & & &

24 & 4 OO Neighbor HE2 -8 &
s T2 MAQLCE

—

st
® Neighbor®| 84S X&Xo2 DLIE/YSLD Neighbor S AFS ZXEL
Ct.

2=

Algtuct,

A=

2tA 2E Neighbor 2 &2 5= J&SLCH
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>

|2tL|C}. hello

Hello Z2EEZ2 F 79| E}O|HE A0 Neighbor O A2 S 2
S ¢ Xg gLt

[
A2 22 E o] OIE{I| 0| A0 A BEIGRP hello HA|X|Q| F& HIEE
hold timer = 2} E{7} X| Y &l Neighbor S 2 £ E HO|HE A & 4 ¢l S [
Neighbor O] ZR{CH 10 M A & A|7+Z X|"H 2 L|C}. Neighbor 2t EH 25 Ef O

S RO BEIGRP I{ 0| =41 & 20fl= EE EO[H2| gtS 2[4 d§Of &L Cf.

o

CIE HEQA SY 1 CHYZ L2 hello Timer 2| CHE 7|22+ X{EHSHL|C},

Interface Type AFEQ Hello Timer (%) Hold Timer (X)
Packaging
LAN QI E{m|0] A Any ° 15

Hello ZEEZ0|AM EtO|HO| CHE 7|22 2 ST IP MEUZS AASE

BEIGRP Neighbor 2t E{7t CtZ hello EtO|H 2f Hold EfO|HE AtE &

ol 2|7t L8k R = St2{H 2f 22 E Q| hello T{ZI0i| hold EtO|HE X

of{oF FL|Ct Zt BEIGRP 2H2E+£ Neighbor 2 E{2| hello THZI 0| X|H &l hold

EtO|HE AHE3L0] Neighbor 2+ E{7F AlZF 2t =X| {2 & FHEHEHLICE O] Bt
HAO R StLEO| WAN EEEX|0|M ME CHE Neighbor 2| Z0{ ZHX| EtO|Of 7¢

o
LIEHEfLICE S8t Z2 EfO|Mo| 7| =2 X 27 MEE SFAMZ = 8
3

& 4 Qg Uk,

—

LICE.  hello HAXIE EY A4S +FoiB Cg FE=S

o

Neighbor o A|ZF =1t EfO|HE 8ot OHS B S 2ASHUAIR.

HYof el

ip beigrp hold-time seconds Neighbor Q| A|Zt0l| ZTHA|ZHE HEHL|Ct

0. Split-Horizon H| 243}

Split-Horizon 7| 50| YEtH o= MEEL|Ct =4 & 2t 27t S Lok QB I 0] A0 A
Broadcast | X| & d=0f =014 S LX|SLCH O{H ZR0|= Split-Horizon &7t X
U2 42 OS2 P2 YO Split-Horizon &+ H|E-dst & 5= ASLICH
CEL Hy
no ip beigrp split-horizon Split-Horizon 7|5 H|gHAd %t gL Ct,

20.2.3.9 BEIGRP 2 L|E 21t SX|E248}7|

LS O E AL neighbor 2 A E FEl & 5= ASLICL

o
o
K=
nx

H
o

clear ip beigrp neighbors [ interface ] Neighbor 2| ZHA| & & 2|$tL|C},
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2= BEIGRP 84 EEE BAISIH T CH3 S AASIYA 2:

BYof ek
show ip beigrp interfaces [interface]| ol E{m|0| A 0| CHSH M EZ FA|SHL|C}
[as-number]
show ip beigrp neighbors [as-number | Ol 20 st MEE EA|SHL|C}

interface]

show ip beigrp topology [as-number | all-link | £ Z = x| g|0|20] CiS MEE FA|SHL|C}
| summary | active]

20.2.4 BEIGRP T Of| |
CH3 2l Of = VLANLL O A HEST MOHE 10.0.0.08 2 EHE 8% B2 E FETLICL HEYA
MNIHEQS BE MEU AZE = neighbor 2 S HX| $ELICH SA|0l, BEIGRP
ZZM 20| AhE Q9f0| HlZ-dotE L Lt
interface vlan 11 ip beigrp summary-address 1

10.0.0.0 255.0.0.0'!

router beigrp 1 network
172.16.0.0 255.255.0.0 no

auto-summary
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20-3 & OSPF 7+435}7|

20.3.1 N e

O] ZoM= OsPF & Tdot= YRO| CHoll LT OsPF B0 CHeh XbA| o
LiE2 OSPF BE0f| et T M-S HZoHUAIR.

OSPF = IETF 2| OSPF B0 M 7St IGP 2t E Z2EEZYLICL IP HEYA
822 EAE OSPF = IP AMEU S o[ F 2t FE MEX, HAIX| 2T 8 1P ZE|
HAEE XAt

22| A2|X[2] OSPF 7| 52 OSPF V2 (RFC2328 & X)2| 7 At &4 LICt O
#O|= 24X 2 F8 7|50| Lot AFLICH

52 5% ay
Stub domain e sojolg X Ugc

Rout forwardin
° e oY ZRER0 oY g5 H AR 2Ry ZRES

CHoleoz ME & = AEL|CH &, OSPF £ Ats =0 Q10| A RIP 7t

Si& o Y2 U2 B 4 USLICL 1 Y2 E3 OSPF =

Authentication ZOQlo Q1M AQX| & HAE 9 MD5 Q150| X|ElL|C}

Routing interface| 24 7153 QIEIHO|A DI B40l 22 H|8, WS 242, o

parameters E{IO|A £ K|, AQX[O] RM #Q| AQ|X|Q] ZRE THCHst=
242, hello I{ 2] 2| 7t B! 215 pIN O] Z&H&E L|C,

Virtual link JHAbo| 213 2 x| st}
NSSA area RFC 1587 & X St4AIQ
OSPF in the| RFC 1793 & Z 314 A 2.

on-demand circuit
20.3.2 OSPF 212 =& F+d35}7|

OSPF = ™M O Q10 A 22X, ABR X ASBR 7H0f| 2} €l O|O|E{ L 30|
LostLCH 42 Chestslr| sl 215 80| 7|2 dHo 2 MR =E g
I =

FgLith. 2L £ Oi7f ei+E 385t 8¢ =8 = i 7t 2

29 XM S Lol OF L
OSPF £ gdetot= A ¢

o
e
®  OSPFo| Oz g4 QAIHE| O] F45}7|

ICt. ©

ro
HU
=t
o
ot

o
£ Fdstz{® ota LIC}.

EH

=

OoSsP
ﬂ'¢0|n4 cE 2y M
o

® MEZCHE =2[H HEHI0A OSPF 74
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® OSPF Area Dj7fji= 14
® OSPF 2| NSSA =02 1+

® OSPFAreaOA B2 Q9 74

® TEEZZ %Y
o J=2d=d44d

®  oopback QIE{H|O|20|A ZZE ID MEY
® OsPFo &2| ¥el 74
® J=E AiMS fITHEOIH 4 @ OSPF ZL|EE U S| g

ZE 740 22 P atRY TRES A0 O3 BA LYZ2 YAl 2,

20.3.3 OSPF 2t 1/435}7]

20.3.3.1  OSPF A|Z8}7]

Ct2 2}QE mz E 21 OHIX|2 OSPF 2 &

Z2MNAE TS0foF L CH 22 Z2 A

2t 2t5t7| Mol OSPF 2t &
Mo Xt #EHE

— - =

rulru LU

MY T4 BEOM CHS Y2 M50 OSPF S AR LICH

CEL 8

od

router ospf process-id OSPF B}2E| T2 EZS &M3}I9}

290K 718 REE AL L

network address mask area area-id
OSPF & 23 QIEIHO]A =02l D 2

HAES 2 AHHO|AE YL L

20.3.3.2  OSPF QIE{I 0|2 Of7i H 4= S 35}7|

A @7 Argof w2t QI I 0| A2 OSPF Of7) 48 =8 5= A&
zE 0

ISk
Ch.OR7) B8 8 i &= FEE HE/I 2= 29K0AM

CIE{HOlA 7Y DEON CHS FYS WSOl QAETO|A B WLE T



20.3.3.3
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L

nx
of

ip ospf cost cost

OSPF QIE{TO| A0 A H% 20| 242
Tt

ip ospf retransmit-interval seconds

omn

ol
ot

OSPF QI E{H 0| A 0| A neighbor AFO| Q]
S

=
SA AlZh(Z)g FEELt.

—

MEHE

ip ospf transmit-delay seconds

OSPF QIE{I{|O| A0 M LSA E EHH A|ZtE F
MELTH (B9 %),

ip ospf priority number

2t gl

AQ|X|7F OSPF 0| A DRO| £ =&

=

I
i
Ho
rx
Ay

9l =g

T

ip ospf hello-interval seconds

7t

()

OSPF QIE{T 0| 2 0fAf hello TH 2 HLj=
Hg Ty

ip ospf dead-interval seconds Dead-interval 2 FABHL|CH AX 0| ZHZ0| A,
heighbor E2 5 hello T{ZI 0| A E[X| Fo M,
Ol AQX|&= shutdown AENZ ZHEBHL|CH

ip ospf authentication-key key HEST MAHEA oI 2t E o] o=

key

2= S LBt LT
OSPF 215 &7t x{ & E LI T,
ip ospf message-digest-key keyid md5 MD5 ©1&S AR5} M OSPE 7t 2 Q3stL|C}

ip ospf passive

ZEO|M hello HIAIX|S] HERE F-detL T

MZ CHE =28 HE

OSPF = HE®A2| 22| O|C|K & TH31t 2

39N OSPF 78

o
—_

SELE Lig LT

®  Broadcast | E®3 (Ethernet, Token Ring, FDDI)

®  Non-broadcast 2t CtE &% H|E /3 (SMDS, Frame Relay, X.25)

®  Point-to-point | E®/ 3 (HDLC, PPP)

X.25 A Frame-relay U/ E 3= MEHN proadcast 7| 5= MSELICH map EHS S

broadcast | E{ A0 MY E| == OSPF

XpMEH 82 WAN B-EO| HE

£ 2L map &
X

tofl map FHOf CHoH A
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20.3.3.4 OSPFHE%A /Y 74 HEHAZI Hot 22|H 0|00 | &2tai0|
H E 23 E Broadcast U/ E® 3 EE= non-Broadcast & Ct&E © 2
g 5= UASLCH O] 7|52 ARSI HERAE |FAUSH 74 & = ASLICL
Broadcast U[E 3 E nonBroadcast X HE| M A HEYIAZE 7+ & = JASLICL
Broadcast HIE A0 x.25, =2f| 2 E2f0] A SMDS 2 Z-2 non-Broadcast
HEYIE #+d & == A SLICL 0] 7| 5& neighbor 2| 742 &0|5tA gLt

XpMIgt L& 2 nonBroadcast HIE/ 32| OSPF #-d0f CHet &S & XS AL,

Broadcast | E®3 &£+ non-Broadcast U E 30| non-Broadcast X ZHE| A A
2 HERQAE ¥t A2 F 7Hel E AX| Zto| Zhe @37F EXsicin
HESIALL HEQA7E A2 WER/ A2t 7Pdste AR LICE O] &2
H|80| T %0l E7| IfZ 0| HHHH YL|CE F& Broadcast X Ot AMA | EQIE
EEMo2 129 HHEYIARE 4 & = JUSLICL HES S|
?I3l non-Broadcast X HE| WM|A HEYIE X|F 7t HEQ AR 7+ & 5= JUSLICL
22| E 29X 7ty I E Sl 2R Y HEE ME net e 5=

SLHCt

OSPF A| &S CtE X|FHOf| H&dt= A O0|A= X|F 7t (point-to-multipoint) 4|
Ef{3 2HIo|AE Fo|gLICh OAA2 H2 ZAE ZEE PHEL|CL H| 1 Non-
broadcast 3! HE| BN A HEYF E&= X[H 7t HEY AL B OSPF point-to-

multipoint 4 E{|30ll&= CtS 1t 22 00| LS L|Ct.
° point-to-multipoint network = &4 74 & 5= JASL|C}

° Point-to multipoint network = A HA| YEQZLS| EZ=X|7l HRSIX| &
oo 2 H[EO0| Hct

® 4 uHNF & AUk by P AsdnE 9de A% 4% & £
=

CIEmo|~ 28 REOM - S 2ASI0 OSPF HIERAS| RS 25

2

FYof EL

ip ospf network {broadcast | non-broadcast | | ogpg o| HEfjo| HEY AR FLASIC},
{point-to-multipoint [non-broadcast] }}

Broadcast network & StLt2| A2[X|2| U EIO|C},

20.3.3.5 O 7 R o= X[ < 4517
T8 7ts¢et Area 07| H0f= QS, 28 Area & 7| = 2t 8 29 40| =gt
U Q52 Y2 ESE 7|HC 2 SLCt A8 Area 2 /R 27 HEEX He
Area Y LIt ABR 2 7|24t d gL
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2EE Area Off S017}7| of 2| R 2. AtF Area 2 22| 2|F HEJIN 28 Area S
Z2Y = AFLICH OSPF 2 EO| X[ /5tE 7|5E Aot H AF Area O M 7|2
B2 E AMEBOFLITH. 28 Area O S0{7t7| 913l LSAE F7t2 E0| 2 H
ABROIAN &4 Bl HESHOFRt L Tt
A

ARX Of7H -5 28528 29K 8 REOM CHg B S ddstEAL.

CEL ek
area area-id authentication simple OSPF Area 2| 918 =X 3}5tL|C},

area area-id authentication message-digest | \ps 0I=2 oI= QspF 2 X|&THL|C}

area area-id stub [no-summary] Stub Area £ Mo|stL|C},

area area-id default-cost cost AHE Area O 7|2 ZE Z7hS MASHL|C},

L

203.3.6  OSPF Area 0| MQ| 2t 2% 744

0] 7|58 AI23IH ABR £ LCIEZ X|Yoz Q0F AZE Broadcast & &= Y& L|C}
OSPF O ABR2 2 E CI2 Area © 2 Broadcast & L|Ct. Y& Q|
et HERI Hs7

H> rin
P
bl
|0
Hu

o o o A 11
=S
anl
rir
oY
Ho
>
o
0
njo
11
0x
s
2
fo
19
oY
HU
mu o
A

HYof el

area area-id range address mask Q09F Area O] =

B>
0E
do
i
nx
ox
ot
-
n

20337 HE & 22E 29 74

HE7} CHE Area A OSPF Area 2 2H| & Oj

o = —
D28 H Broadcast EILICE ABLI EH T4 Area s Z8 & £ U=

Broadcast St 5 29X & 79 & & ASLICL Ol Y2 OSPF &2 HEf HO]
BH|O|2o] 37| SYLEL 220X 8 REO|M CHZ BEE 2ol 29

Z2E FYHUAL.

FYof a

summary-address prefix ~ mask  [not

B F4QHOIAAE MUY
advertise]
2t E

+ broadcast E L|C},

20338 7242 ¥4Y
ASBR 0| A= OSPF 42 Area O E0{7t7| ol 7| 2 B2 E 4 ddl{oF erLCt.
OSPF Area 0| Z2 8 H{ZSIEE AQK|E FHSHH 2L XSS 2 ASBRO| &
LICH Od2{Lt 7|2 ASBR 2 7|2 B2 & MH5IX| A0t OSPF 2t2E Area 0 =

O ZhLCt.
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ASBRO| 7|2 B2 E ddot=8 29X 714 ZEOA L5 B S ALt
CEL My
default-information originate [always]
SHASBR 7|2 Z2E YH5I= & gLt
[route-map map-name]
20339  Loopback QIE{HO|AE St A& D MEH

OSPF = QIE{H 0|20 EE Z|CHO| 22 IP FAE 29X ID 2 AL ELITH IP
FaE AHSE QEH0| AT} CHe ME|Z HZE L P F47} 32 E B9 OSPF
Z2MAE M 290X 1D S CHAl A4St 2= QIEH 0|20 M 2t 8 F 28 ChA

2 - ct.

OIE{T|0| AT} P FAR B ALK

I H|0| A= H 2 Ch2 HEf7t =X
YLICE 22[X[= 2UH2

ol
o

AKX 1D 2 E[C} 1P F2A&

OF A
k=]

p=Aaz
_I_—'—E

ID 2 AH& 2 L|C}. Loopback
L|Ct. etA 2t 8 Ho| 22 ot g

£ Loopback QIHHO|AE AQX| ID 2 AHERLICE E Bt

£ MEiBFLIC Loopback QI E{HO| AT} QO™ AQ[X| of 2
3tol 1P 47 A9/ ID 2 2AFELICL S4 IETH0|AS 85121 OSPF &
X g5t= A E7tse LT
FEH FZ DM CHS FE 2 2&5H0] IP Loopback QIE{H|O|AE A4Sk
A2,

F&o] ck

interface loopback 0 Loopback QIE{HO|AE MHstn
QIHIO|A 4 ZEE A|ZFgtL|Ct,

ip address ip-address mask OIE{m|0| A9 P F=AE EH|StL L}

20.3.3.10 OSPF &2| 37 74

2| BT THY AQIK| EE AQX| M 2L 2R Y AANEO| Mg

FES LIEFYLCH gt o=z fte| S22 0 Of|Af 255 AHO| o 4= QLT

A7}

S48 MBEJt ROLFLICE BHoF 22| 3740|255 O Z2 249 Y an

HEIF A2 E[X] AL HEFE O OF S LL,

OSPF = M| 7tX| &2
grL|ct ot X9l 4B E
7c:>|
7c:>|

25
25

29K 8 2EOM B2 F

external-area 222t

S5 M2 LCHE
intra-area 222t
inter-area W22t £EL|CL CHE 212

Eg
o=

SUCh 2t B2 8% 7|23

OH

2|
I_

7t (Area 7 3 LH-2|F)E AHE

FELICLCE XY=z 7t &

= Area 0| A Z 4t

EE E
f2 110 YL|C}.

&

—

o

2L OSPF 2| AH2| gta Tt Al 2.

o

24
=]

of

29
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distance ospf [intra-area distl] [inter-area

dist2] [external dist3] Area U 4=, Area 7t 42 U 2| F
FEo| HE| AZ| ¢S =™t

20.3.3.11 B2 A2 ot Efo|H4d

OSPF 7t EZ2X| B1Z FEE 450 A 0| AZE M7tX| XA A2 & UFLICEH
ALHO 2 SPF £ AMte 42 714 & & JUAFLILH 29K 714 REMM LS
PP S ZdoEAL

timers delay delaytime

timers hold holdtime

20.3.3.12 OSPFRZLHZ U QX287
HERA SAEEM= 1P 2t E HO|E, 7HA| & H|O[E{H|0] 22| L§E

E%%Llﬁf REZEE MIE%’—JEL 2N AFE S BESID HEYS & M E siEd5tH
Eo

A

El
St 28 =0 =kEL L

REEPE SA YEE BAISIHE Cg B S 25
HHof CL
Show ip ospf [process-id] OSPF Z2 M A0 HEE EABLICH
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Show ip ospf [process-id] databa e OSPF Of|O| E{H| O] A0f| CH3H AT A M2
show ip ospf [process-id] database HA|SHL|C},

[router] [link-state-id]

show ip ospf [process-id]database
[router] [self-originate]

show ip ospf [process-id] database
[router] [adv-router [ip-address]]

show ip ospf [process-id]database
[network] [link-state-id]

show ip ospf [process-id]d‘r’uabalse
[summary] [link-state-id]

show ip ospf [process-id]databa1se

[asbr-summary] [link-state-id]

) . _database
show ip ospf [process-id]
[external] [link-state-id]
show ip ospf [process-id] database
show ip ospf border-routers ABR I} ASBR Zt2| 2FS.El EH|0|20]| LjE

show ip ospf interface OSPF QIE{H0|A MEE FA|SHL|C},
show ip ospf neighbor QIE T O] A 0] [t2t OSPF 2| neighbor Off CH

o YEE BAFLICL

debug ip ospf adj OSPF 21 75 FXIE 2L HILLICL
debug ip ospf events OSPF QIE{H0|A 9! oI O]HIES

S EEL T
debug ip ospf flood OSPF B O|E{t| 0| A 0| TS = L|E{3tL]ct,
debug ip ospf Isa-generation OSPF 9| LSA MM S o L|EalstL|c},
debug ip ospf packet OSPF HA|X| & 2 L|E{TtL|C},
debug ip ospf retransmission OSPF o] HA|X| | M &S DL ESHL|C}.
debug ip ospf spf debug OSPF °| SPF A4t Z2 5 2L gL,

ip ospf spf intra debug ip
ospf spf inter debug ip
ospf spf external

debug ip ospf tree OSPF °| SPF E2| 8™ S D L|E{ &S|},

20.3.4 OSPF 7+ oA

20.3.4.1  VLSM T4 Of|H|
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OSPF X 1E d2+= VLSM 2 A& L|CH vLSM 2 &8l A2 CHE QI H I
O|AQ9| CtE OIAFOM LTt HERA M E ALY = JASLICE 2t M 1P
FATFMEE D FA S0l aut¥ oz S&ELCH O 01|01|A1E 30 X}2|
MEUY OtAF 7 ALEEL|CH 2 Xt2| FA J7H

22 0% JUFLILH F I 2AE FA2 SEEHCL

interface vlan 10 ip address 131.107.1.1
255.255.255.0

1 8 bits of host address space reserved for

ethernets interface vlan 11 ip address

131.107.254.1 255.255.255.252

1 2 bits of address space reserved for serial lines !

Router is configured for OSPF and assigned AS 107

router ospf 107

! Specifies network directly connected to the router

network 131.107.0.0 0.0.255.255 area 0.0.0.0
20.3.4.2 OSPF 422t 42 ZH{jo| 7+d o

OSPF = W& A%|X|, ABR(Area Bounder Router) ¥ ASBR(Autonomous
System Border Router) 0] E &2 E W ets{of gFL|Ct XA 0| A OSPF

7|8 AQIXE 7|2 DY B4 R XS T 4 YBLLL A58 7
SHR| @& LICE Che2 Ml 7HR 24 ol LICE & ) 0= 7|20l OSPF
Y2 BoiFLCH

T B o= Ats 2t E A 2K, ABR X ASBR £ A& A|AHIO| 75t WS
HolgLCt.

M HA Ol= RE S29| OSPF =12 AIRSt= HHRHE HojSLC|
0. 7|2 OsSPF +4 qf

ChS OO A& ZHEHSH OSPF & FHdste W2 B0 EL|CL 28 T2MA 2 3t
H 90 1F O 4l QIE{IH|O|A 0 2 Area 0.0.0.0 0| ¥ ZASHAMA|R. HH RIP £ OSPF 2
HL{AHLt OSPFERIP 2 EHL|CH

interface vlan 10 ip address
130.130.1.1 255.255.255.0 ip ospf

cost 1 interface vlan 10 ip address
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130.130.1.1 255.255.255.0 router
ospf 90

network 130.130.0 .0 255.255.0.0 area
0 redistribute rip router rip network

130.130.0.0 redistribute ospf 90

0. LHE 2t E AQ|X|, ABR X ASBR 2| 7|2 F1/d 0| X|

CH2 oMo M= Ul 7Hel 1P =4 |0l Ul 7H2| Area ID 7+ HYZ & L|C}. 2}

2 Z2 M2 (109)7t Z-2tEICE Wl 72| area = areal0.9.50.0, area 0, area 2
% area 3 YL|C} Area10.9.50.0,2 X 32| OfAT = FA HRZ X|

HE Lt

Area 00|l = 2 £ HEXI7 =& L|CH

router ospf 109 network 131.108.20.0 255.255.255.0
area 10.9.50.0 network 131.108.0.0 255.255.0.0 area
2 network 131.109.10.0 255.255.255.0 area 3
network 0.0.0.0 0.0.0.0 area 0! Interface vlan10 is in
area 10.9.50.0: interface vlan 10 ip address
131.108.20.5 255.255.255.0
! Interface vlanll is in area 2:
interface vlan 11 ip address

131.108.1.5 255.255.255.0
! Interface vlan12 is in area 2:
interface vlan 12 ip address

131.108.2.5 255.255.255.0
! Interface vlan13 is in area 3:
interface vlan 13 ip address

131.109.10.5 255.255.255.0
! Interface vlan14 is in area 0:
interface vlan 14 ip address

131.109.1.1 255.255.255.0
! Interface vlan 100 is in area O:
interface vlan 100 ip address

10.1.0.1 255.255.0.0
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HEXT Area T+d BH| 7|52 =M7t ULEE BH =M7t T

Ch A2X|= MO Weh 1P F4A / OtAF Q| BS UX|A|ZLICEH XM LHE2
OSPF 3d M3 HISHHAI2.

K EHR HEQZ Area S EQISHUA| 2. Area ID 10.9.50.0 Off CH8H M= QI

E{I{| O] A Subnet 131.108.20.0 £ 131.108.20.0 Y L|C}. O|Eull QI O|A =
ooz MFELLCE et QHEHO|A= 10.9.50.0 Area Of /& L|LCF.

Y Area O M= CHE EHEO|AF 43| {8l O ZZ M AT} &Y
E”EIE CIEI O] A7 1 2 LRI CL hatM QBT O]~ 12 Area2 E &

N

9'1-
-
Iul

CHE HIER 3 Area & Al% LX[AZLICE OFX| 9 HEAS Area 3E2 0f
Q0|H, Ol LIHA| 2= AHEO|AT7F HIERIS Area 0 0ff HEEIL=E AS
o|ojgtHct.

0. LHEAL|X|0| A2 ABR It ASBR 2| EZtst 1M

ChS O = THY OSPF At A|AEIO| o2 22X T dots S BEHELILL L &
d32 74 ool izt HEH3 Eiixle HolELICt

AREA 0 AREA 2|

T =
|

i
]

192, 160, 10. 51 [D: 202, 96. ¥

x

i = , e

192, 168, 10. 8]

Virtual-link

192, 1658, 10.82

192, 168, 20, 83

| —. f: - | =}

192. 168, 20. 82 192. 163, 20. 83

W

[D: 202,96, 209, 82 ID; 184, 96, 208, 83

AREA 1 AREA O

flel 2o mat 29X E AL,

RTA :
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interface loopback 0 ip address
202.96.207.81 255.255.255.0

!

interface vlan 10 ip address 192.168.10.81

255.255.255.0

I

interface vlan 10 ip address 192.160.10.81
255.255.255.0

!

router ospf 192 network 192.168.10.0
255.255.255.0 area 1 network
192.160.10.0 255.255.255.0 area 0

RTB :

interface loopback O ip address
202.96.209.82 255.255.255.252

|

interface vlian 10 ip address 192.168.10.82
255.255.255.0

|

interface vlan 11 ip address 192.160.20.82
255.255.255.0

|

router ospf 192 network 192.168.20.0
255.255.255.0 area 1 network
192.168.10.0 255.255.255.0 area 1

I

RTC :

interface loopback 0 ip address

202.96.208.83 255.255.255.252

|

interface vlan 10 ip address

192.163.20.83 255.255.255.0

!

interface vlan 11 ip address

192.160.20.83 255.255.255.0
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router ospf 192 network 192.168.20.0
255.255.255.0 area 1 network

192.163.20.0 255.255.255.0 area 0

® 7|2 OSPF A3}

® F= ZHi5H

ChE2 712 38 Y YL
(1) ol o0-~30 et = Hel +3

(2 2= AHIO|20M OSPF 2d3t

(3) & Area X HESRIZS S HAH= 27 (4) 23 dEf % 3 7|E
CIE{H| O] & D 7K B4 27
rE
otLte] 9 BEE 4 A

8510f 2T Oi7 B2t Sstub F S 2FSHM R St
S

® IGRP ZE9RIP ZZZ 5} OSPF Oi7f B4 4 (=, BE2
Bl L MEY E3HS YL

® |GRP HZ2 OSPF ZZE RIP O] HIEZSIMA|L. .

CE2 OSPF 2 &2782| Of Al & LIL.

interface vlan 10 ip address 192.168.20.81
255.255.255.0 ip ospf password
GHGHGHG

ip ospf cost 10
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|
interface vlan 11 ip address 192.168.30.81

255.255.255.0

ip ospf password ijkimnop ip
ospf cost 20 ip ospf
retransmit-interval 10 ip

ospf transmit-delay 2
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ip ospf priority 4

!

interface vlan 12 ip address 192.168.40.81
255.255.255.0 ip ospf password
abcdefgh ip ospf cost 10

!

interface vlan 13 ip address 192.168.0.81
255.255.255.0 ip ospf password
ijkimnop ip ospf cost 20 ip ospf dead-
interval 80

!

router ospf 192 network 192.168.0.0 255.255.255.0 area
0 network 192.168.20.0 255.255.255.0 area
192.168.20.0 network 192.168.30.0 255.255.255.0 area
192.168.30.0 network 192.168.40.0 255.255.255.0 area
192.168.40.0 area 0 authentication simple area
192.168.20.0 stub area 192.168.20.0 authentication
simple area 192.168.20.0 default-cost 20 area
192.168.20.0 authentication simple area 192.168.20.0
range 36.0.0.0 255.0.0.0 area 192.168.30.0 range
192.42.110.0 255.255.255.0 area 0 range 130.0.0.0
255.0.0.0 area O range 141.0.0.0 255.0.0.0 redistribute
rip

RIP 2 HE®/=3 192.168.30.0. T2

router rip network
192.168.30.0

redistribute ospf 192

20-4 %  BGP 7+4%}7]

O oMe= ZA HOIESO] Z2EEE (BGP)2 TdYHO| CHslf dFSLICE BGP
FHO| Ot XpM| S L2 "BGP HE" M2 FXRSIMUA|L. BGP =
RFC1163, 1267 %! 1771 0| 2| =l Exterior Gateway Protocol (EGP) Y L|Ct. BGP &

AHESHE AHX| A|AE(AS) ZHof| 2t ME RS s o+ ASLICH 228 i

EH
o=

WS AFESIEH 20| Ats B2| A|LH ZHof 2t E ME = E
Sz wgh g S
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204.1 e

20.4.1.1 BGP & 7|

HERXA ¥ ZE7I SHt6t= Ats 22| A|A " S & (aspath)
. 2|2 AKX 2AZEQ|0&= BGP 4 HH
RFC1771 0| Mo|&|f Q&ELICE BGP ol 7|2 7|s2 WEQYIAE

o 2R MEE M=

X|&gLCt CIDR2 8% ZEE =0 Ef g EI0I =9 57I% =YLt kA
+H HEYIA7I WHELICH CIDR 2 BGP HIEY 3 SafA9| /iE S Fastnp
17Y-Broadcast & X| & 2tL|Ct. CIDR 2 OSPF, IGRP % RIP2 & Sdf| M& L L.

EGP = & & MO 7| S22 IGP 2t CELILE BGP & 42 & MO{5h7[2eh o2 7+
.|

YES HSLICE

® ospf A ripdt 22 S8 IGRP 2 &= EE5t2{H distribute IS ALHESHY
dEE M2ufLct w2t BGP 2t FHEIF X
FF22 HEYA & s #4510 dd & =& A&

AN
BGP AZ7t 4 E|™ route-map = AHE3I0] H=29| £48 HFTtLCt.

ts MMELICH BGP E2 &=

20N BGP B22| 24 =& =80 BGP B22| | B ?IE distance
YBOHE AH8oI0 28 AL

o
20.4.1.2 BGP B2 MEH

BGP 2| 7% BAHS Z2 44 | Ro| 7| ¥EL|Ch S U HEA0| £t Y
27ol2 79l 39 BP & A|No| RS MU LT 2K Z2E Meots BaP
MAHe ChR I ZBLITH

® L[5 50 =2+ 8le 3% 2H 271 125t gL Ch

® ZFEI YR Z=o|1 57|37t €3t & AL, 27t IGP o 1S W %X <
F2E 135X @ELCL
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g LICE.

o

E

xd

A

=3

ol
pd

oF

E|t FAHC B2t R4

L ct.

I
il
<

H

B2t

=

[

i
o

QuESlZ KT 20| ©

27

F

Qls
=2

LHo

ok
O

AS BEE 7t 2R ETF HA MEE L}

olJ

E~WSI
= o

Origin

HEH

10
oll

LHo

B2}
<INCOMPLETE)7} HX MEH=IL|C},

AS

MED 20| 7hg %2 Z=7F HX MEE L bgp

™

Origin

always-compare-med 7}
AS O] ZEZ0j| CH3t

2ILILY.

A

DE ZZ9| MED #{0| Z2™ EBGP 7| HXA MEHEL|CI Xt& A|AEQ 2 =

=2

IBGP £ A& & L|LC}.

1
—

router-id & 7%l 427 HY M

4
~K

ojru

4r

HE LICE.

0

ol

-l

Kl

BGP

20.4.2

20.4.2.1 BGP 7|2 E

o<
w
Xl

<
o/

100

BGP 740

At L Ct.

L|C}.

b

o
o
=

P

M
(e}

=]

228 79 ZE0|M Ch2 B3-S 250 BGP

it
o

A

2H2H AN 2E0 N BGP 2R E ZZ2A|

FLICF.

S
=]

P

101
X0
Toill

A

b

o

g0

router bgp autonomous-system
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network network-number/masklen [route-map

route-map-name]

HEQIE 24 XX A|AHOCR EA|SID
BGP H|O| 20| =7 LT},

LT E:

EGP o] Z% 2t*H %
OffH HERI7 2
SO LICE OIE S

AKE 28

1)

H&EEl=

2)

ze
—

0. BGP Neighbor 873

=

Sl
E usls

—

oFfeteted &

BGP £ IBGP 2} EBGP 2| & neighbor
L|Ct. 2|2 Neighbor 2 Ef% AS 7}

O

E

(o] E=
A H
DI‘I=-||'5|_7-” O|I—| "'H OIOD:| A—I H L

of Lt ASLICE 2H2H F

0
O

=
a1
N

g AE

[

2@ BGP UH|O|HE &

Ol Ar83t0] IP HEXIE 79 &
g5 AFLIEL A2 IGP 2t

= T M
= Ar8sto] gbl O|EZt

o

o
—

f°E1 EI**W AFR 7|'3

i
=

Ao 2 redistribute & &

Jofjof ghLCt.

2 K| AL Ct L2 Neighbor 2 Z

Ol A
PO =]

FEL|C} LH & Neighbor

Zt2 AS 0f
LICt dEt™ o= Q& Neighbor 2
L 7tO AS 9' O.Ii

— E=

510} BGP neighbors £ T+ 8tL|C}.

Bof

EE

neighbor {ip-address } remote-as number

BGP neighbor & A7 gtL|C}.

RtMISH Atgt2 “BGP Neighbor A8 O|X|"E &=

0. BGP Soft | 7+8 &A%

rn

Ir > 40 4
o jo 2 rx

| 241 irjo|E

—

01| 8|0
Atgstol 23E= Y40l

StAI7| BrEfLICH

2l 3tste ol =20 &[7]

LB, M2 Soft M7 7|6 2

e nelghbor off 25k
FLICH 22 2

IL



SFC5200A Al2|= A7 | 7

BGP MM 2|4 StX| g UH E YHOIEE Yg3t7| 2l 2Z BGP MHQ| 2*H =
=80l =4 & S0 e YUOIESE SRSHOF L &Y & YHHOIEZL M S0 s
SHO| of3ff HHE| AL ARE =X 0lF= 12 0| OFELIL}. O] 39 HEa[7} B0l
AFEE UL 2 P gols =7t HE2| BE0| glebz gy Rt BGP 2 THE
oM Li7te 2ZE fFdS E2AH & & JASLIC

Ml ALESHY A 22 S0i2= Mo Ruds AAELILL SOE 2ZE NFYS
8ot 4 & 2= 22T YU OIEE S-S5 BGP & Td3l{0F gLt 2 2ZE
Mgol= AT F+90] EROHA| & LT

BGP SOFT M 742 T4ot2{0i CHS B S HHoHUAlIL,

CEL ek
Neighbor { ip-address } soft-reconfiguration BGP soft 2 X780 A& S| T},
[inbound]
0.BGP 914

T 742l 22 E 7} BGP Neighbor 2 E2|X|H BGP HZ S U511 42 MH ZH &
wetetL|Ct BGP 2t HMO| LIE0f| =F &AL CHE 470|
.1

il
ot HEE 12 REdS GABHOF &U L Chg B8 S otLE

!
AlsiSlo] BGP YIS MAMSIAA L
CEL ek
clear ip bgp * Resets 2= BGP 22 MEFL|Ct
clear ip bgp address EXNBGp YZAS AN SL L}

0. BGP 2} IGPs 7t9| 7|3} 7+

AS 7} RtAOl AS E Soll Ml HIj ASOIM HEE EUf= 82, AS2 W& 228
MEf= AS 7} CtZ AS 0] boradcasting St= 22 & & E22F LX| s{ofgtL|Ct O E &
ASO| R E ZIRE7LIGP E S8l 2 E &5517| Mol AS = BGP 0| A L& 2t E 7}

oteE o+ Bl 2R EE 4 & =+ UAELCL BGP 2FIGP ALO] o S7(3t=

rz

As U2l 2= IGP 2t2E7I 2t E EE 20te 7HX| BGP 7t 2t R & SEE
Broadcast ¢F otht= AU LICEH S7(2t= 7|22 dgate L) of 3200=
BGP ot IGP 12| &7|2tE +d & ZR7t flEL Lt tHE AS 7t AS & &3l CIOIE &
SOHEF S| EEX| AL AS 2| 2= 22 E7t BGP & ® Wots 3% 37(2t7t

IAE.' LICt S718t7t FHa & 2 IGP = RS B2E & & &+ A2 BGP = H

ge| YAEUCL B713HE Axsteu vy PR s AL
33 2%
no synchronlzatlon BGP QI_ IGP. Al_olo_” %7|§|_% -’F—|_+_3._|'
Ct.
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S7|3E FA 2 W BGP MM S X|22{H “clearip bgp” H &S A US| OF T L|CE KpA|SH

L8 " Neighbor 7|5t BGP 22 TEf2 O A" 442 AAEHIA

o

UHtMO 2 8L} E= S 70| AZ UHIGP 2 ML IGRP Q| Q|8 AE7} &ALt
BGP MM AZMIL 7|2 AS B2 E MMTLICH BGP YA IGP 2 27t MEEH
EBGPE S0l 22 4=

OF M = ASLCH HE22 B2 IGP = BGP Of X
3£ 2tH 9 HEYI HHO E HAsIY
Lt g LC}, et W ER 37} Broadeast EILICH O] o2 LIE = HEQIE
EZ Y EYIZt BL|CH BGP £ IGP 2 origin &8 ZtELICH 2Y A= 4=,
1Y BE E=IGPOIM &5 ot AR 22 0|23t B2 F 1P 2t E HO|Z0
AO{OF 2T LICE BGP 2t E 2HHOIM F 1P 2t E B 0|22 F7|Hoz2 A7H
o] 22 HESIATt EXfSt=X| o £ E EX|stn 0|= of BGP 2t & HI0|Z0]
YOO|EELICL BGP 7t BE2E Z/E & [ FOSHMUAIR. IGP 2| BE=BGP &
ol CHE 2t Ho| Mg & = ASLICHL
LY

BGP £ XA Z YEE IGP 2 EU 1 IGP £ HEE CtA| BGP 2 2|L|Ct,

0.BGP 42 37| M

BGP Z2 A7|= 4= M Z2MAE HO{5t7| 25 BGP BE20| R &=
Ho YLICH FAH = 2HE o) Chsf 2EZ YLICH 7HE5X| #Hel= 00l A 65535 & LILCt.
2Z BGP d=229| 7|& 3 7|= 32768 YLIC. Neighbor O AM @2 EE2 37|&
0 YL|CH &E2|Xt= 42 F7|E 8510 2t EME sd & = ASLCHL =2

532 TR OFS BHS MusHAlL.

CEL CL:

neighbor {ip-address } weight weight DE 3IQE{o| 37| Z+S K| SIL|C}.

2HPE WS S3 F20 37|18 HHI5 B,

al
0x

0. Neighbor 7|2t2| BGP 2t & ZHE

2t?H 2ZEQO= CHE 2

EEEREIE,

rlo

BHHO 2 X|™E Neighbor 2| BGP ZtREE

(1) ip as path-list 2t neighbor filter-list 2t 84 aspath 55 ZEE AFgL|CH

CE EL

ip aspath-list aspaths-list-name {permit | BGP & Access-table & o|StL|C},
deny} as-regular-expression

router bgp autonomous-system 22 E 1AM B EE A|RHSHL|C}

-

neighbor {ip-address } filter-list BGP ZHE MA™THL|C},

aspath-list-name {in | out }
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(5) ip access-list % neighbor distribute-list 2 AFHE510] HAM|A FE 2 AHE LI LY

BYof ek
ip access-list standard access-list-name Defines an access list.
router bgp autonomous-system Enters the router configuration mode.
neighbor {ip-address } distribute-list Establishes a BGP filter.

access-list-name {in | out }

6) TEFA ZE2 ip prefix-list X neighbor prefix-list 2t &4 AFESHM A2,
BHo| 49

ip prefix-list prefixs-list-name |sequence prefix list £ & | gHL|C}.,
number {permit |[deny} A.B.C.D/ngexley

router bgp autonomous-system 2t E BGP A™BEZ S0{ZL|CH
neighbor {ip-address } prefix-list BGP filter & 2+ L|C}
prefix-list-name {in | out} IN2|AE 0|29 Q=8 MNStL|LC}

(7) route-map 5! neighbor route-map & &

rIJIO
>

oo
Of
2
o
c
—+
D
3
QO
©
=1
LQ
1o
>
oo
o
I
=]

PHoE W2 22T $42 BEYSLD BT & ASLICL XM 82

0. ZE7|HI BGP 2t E ZEHE F#+M5}17|

Access-list O|Lt prefix-list & AFE5H0] LE 7|8t BGP 2tRE HHAS 74 &
T USLICH ZE2 HERD ¥z & HOIEYO0| FAE EHI & =

N&
Access-list & AMSIE S Access-list &2 K| ™HSHHLL prefix-list 2 AHESH0] Z 29
Ch. &

HEYD WSS TE St prefix-list S42 A WY & ASY]

FME K™Y Access-list & AP0} Z 29| Nexthop 4= ZHE & 5 USLICH
access-list &4 1} prefix-list 42 A AHEE = YSLICH & & (& XHSH ZE
ZEQZZE EHI E = USLICL OIS B2 AASH ZLE 7|8t BGP 2R E

LEYS LAl

BHof CL
filter interface {in | out} (access- HE J7|H BGP B} E WS LML}
list access-list-name ) ( prefix-list

prefix-list-name) (gateway

access-list-name)

Mgt &2 "2E 7| BGP 2R E EHY O X" M4 S FZSHYAL.

0. BGP-Updated Next Hop T && F A 5}7|

Neighbor 22 EH2| BGP Y H|O|E0 LSt CHS & N2l E F A & &= J}SLICH a2
= 20| EE= X.25 2F Z2 non-broadcast HIE AN SSL|CH =g
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[ =
crREO HY ML S 4 SSHCHL S Y2 U2 & M2 E 7l g+ AL

® BGPUZS AIE= RZIPFLs ZHEROE 5 F2E
Atgghu

® PE YIS MBS L7tE BR EE S0RE BR S EF2S
SHUAIR. CHE & M2|E F 20t Lhg B8 S 2dstiAe

neighbor {ip-address } next-hop-self ] o =
BGP neighbor 7} RILIO|E 2 M Ct2 &

=
Helg Fuo)

O|T HHO| ALEE|H 2iX 2tREH= 2R EL| Ctg S22 QASE R A4 R
YEIL|C matM CHE BGP 0|2 22 He il WX 2t EHE B L(Ch dxy
Broadcast 2+ E{ 0| A X|JEl 0|2 2t EH 22| ZZ0[7| IfZ 0| non-broadcast 4|
EQANM FELSLICE 22 S Za% 22| & (hop)0| L-d3t7| W0
broadcast U EQ| 20| M= A BI= 7t &L T

20.4.22 M2 BGP EH AH

B2 Y2 4 0|R0M B2 YHOIEE THISHL 07 M40 £4& +780= H M EE =
ASLICH B2 Y2 S0 YHO|EL} L7H= YHOIEN 25 H& & & ASLILL B2
YHOIEE EUALI ES I 32 YS St et B2 U NI LT SfRE Y2 20 2=
YOO|ESt LI7t= YHO|EZLAS B2, A RLIE| L HESRI B2 E 7|Haz SiChe AS
K| A etLICt. aspath-list 3 E2 AS LX|0f AL E|0{0F &L Lt 77 L E| %!XIOHE ARL El =55
Yo7t HagL L HEYI &8 RF7| IS M= ip access-list 3B 0| ERPLCE

neighbor {ip-address } route-map

route-map-name {in | out}

BGP 22 H ™ o 2
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O.aggregate T4 &4

mu
Ho
om
i)
o
e
o
b
k>

gtot7| ?fof A 2t E (M & T

HEAI)E 2 + AGLICHL A B2 S BGP off M EiSHAL Chg &0 2
= A £85 A0 718 & = ASLICL BGP H|O| 20| MOl & 3Lt 0] &2
AtMet 2|27t QLo B BGP HIO|20| HA FAE FIBMIAIR. LS B S oLt
Old= AH&SHO] 228 H|O|=0l| TA F=&5 Ths LT}
Hof u
aggregate network/len 22 € Blo| 20 HH FAE BHELCH
aggregate network/len summary-only Q9FZ= A 0} Broadcast tL|C}.
aggregate network/len route-map map-name El‘—?—E ﬂ% %6H XPS'EJ EZ" %q_i% ggz}
L|Ct

'BGP B2 M7 O MM S HZSHUAIL,

0.BG P HFLIE| @85}

BGP 7t X| dot= 2t2E M2 BGP 2t 8 HEO| tioll ChZ Ml 7K &8 & of LIE

ez L @ Z2 T M

o

® AS_PATH 89| 3t

®  Value of the COMMUNITY £9| 2t
1.2t E= COMMUNITY £d2 S8l ARUEIZ 27 & &= ol HRLEl 7|8t 2t Y
2

Eo HEE 5 ASLICH Mt

ot Axdg =9l
4.COMMUNITY &8 2 MERMO| D ME 7tso5tH Y HOo|H "= Ctaat 25 LTt

5.0 ~4,294,967,200 QIH SO A O|2] Fo| & R Bt AHRLEl=ChE #0 LIE 0 A LT
HHO 49

no-export

X2 AlAH O] EBGP I|0{ S Z &30
OJ_

E
| O 0| CH$t 4 2 E Broadcast SHA| & L|Ct.

no-advertise B E Peer 0| /| Z2E Broadcast

SHA| & Ut

local-as XFA|A| AB Q|22 A2 Z Broadcast 81|

OF A |_| |:_|-

[Eoy=]
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BGP MM AZA L 2IRES M4, £A £ NS 0 212 E HRLIE| £42 M, 7}
EE 4HE 4 AL 2R ET HA H 2, A os 2E 2) 212 E 9 COMMUNITY
40| =g Lt
COMMUNITY £d2 7|28z 21 &=0| M&EEX| RSLICH thaS HAASHUAIR.
HHES ALESH COMMUNITY &8-S X[ E &l neighbor 2= EHLICH
o] ek
neighbor {ip-address } send-community Xl Neighbor 0l COMMUNITY E42
ELC
HRLUEl £d2 285128 s =252 sASA L.
o] ek
route-map map-name  sequence-number | Az ohe LMSHL|C}
{deny | permit}
set community community-value ME FAS ML C}
router bgp autonomous-system BIRE M @2 A|RSHL|C}
neighbor {ip-address } route-map ZEZ Me M5t}
access-list-name {in | out }
LS 2 S 85ty HRLE 4 7|8 2t S BHE S LI
eyl 4%
ip community-list standard | expended FHEL|E| 222 H™o|stL|C}
community-list-name {permit | deny}
communtiy-expression
route-map map-name sequence-number | Hz WHe LMBHL|C}H
{deny | permit}
match community-list-name Qx|st=s FES RS
router bgp autonomous-system B2 EH FMHTCE A|AFSHLCE
neighbor {ip-address } route-map AE WS XMash|C}
route-map-name {in | out }
"BGP HRLIE| £42 53t 212 E W ofH" MM ARSI AIQ
0. A'S A ( Autonomous System Alliance) Xt X| Gt A|A & 14517
IBGP A2 =0|= L2 5tLte| AS E 02| 72| 59| AS 2 Lt+11 0| & XX
AN 2”2 ZROt= AYLLE 20 2efM=, SBW2 ASHEH 20Tt Y 2O
M=, 2422 5t AS = 27 HEE0 o Yo AatA o A
= CHE 519l AS & HZRLICH EBGP M0| CHE 39| AS 2| Peer Off EX{5IEE =
IBGP peer 2f OHE7HX |2 ZE2 ME HEE WetetLCh 5 Chs &, MED X 2Z M
=¢ YEE MY
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CE ek
bgp confederationO identifier autonomous- RHK| 48 A|AH O] AlHXIE LA SHL|C}

system

Bof oy
bgp confederation peers Rx| @igt AlAE of 3t AS S X LICH

autonomous-system [autonomous-system ...]

‘BGP Q18 AFX| AIAE OIH 4 M S AESHIAIL.

0. Route Reflector T+435}7|

]

IBGP ¥ 42 E0|= & CHE B2 reflector & T3 5H= 2 & LICY

rir

Route reflector 2| I|0{= S 20| A E peer 2t AS 2| CtE 2} H (H|-22}0|HE 1
ohel & AES 2 LIELICt Route reflector = & & ALO|2| 2 & wtHStL|CY,
Route reflector 2! 22}0|Q1E H|0|= 2 AEHZ M EL|IC}H H|-2210|AHE Im|0f

= 25| HZAE|0jof ghL|Ct S2t0[QE moj&= 2AMs| SZdE 2o+ gl&L

E2{AHo 20| E= CHE S AHQ| IBGP MM AEXMQL S4ISHK| Y& L T

Route reflector 7t 2t S YEE +4I5IH Ct5 XS s L O

® R BGPAHA 2EA HEE BE FTlo|AdES H|-ZEo|dE o2
Broadcast &4 t}.

® H Z22}0|9E HR0|AM ZE Z2}0|9ER ZZE Broadcast 3L L}

® S20[QENM B S2H0[QE mo X S20|YUE peer 2 BEE broadcast

ZLCH S2Ho|YUE moj= 275 dZE 2= USLICH

CHS BE2 AAsto] 22 22 HE Reflector 2 478611 0|2 2t HE S20| HEZ

CEL CL:

neighbor ip-address route-reflector-client N
J g 2Z Zt2HE route-reflector 22 MAEsIA

neighbor 22t0|HEZ K| gtL|Ct

StLEC| AS O = CHE G 2 reflector 7t UELICH B £ reflector & IBGP MM AEM E
X2l g M CtE route-reflector & M2| S LICt YEHIM O 2 S ASE S AEH9|
S 2tO|AHEOf| = SFLtO| route-reflector BF Y-S LICH 22 AEE route-reflector 2| 2}

2H ID 2 MEELIT 0|F2E F7t5td T =E0| YOI E mlst2dH stLte| 2
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B{AE0 012 79| route-reflector 7t AS = USLICE O] R EAH RE ZH2
=

reflector £ 4 H|E 2{2H D2 47 2ot S AH O CHE
4 2 reflector 9| ZOOIE BEE A E & 5 ASLIH S E22H 2| BE
route-reflector £ 25| FAL|0] AN S Lot F2H0[UE TOf A H| 2 2t0[HE
peer & 7|-I|_Tl_ AOIOFBLICE. route-reflector 7t 22| AEO| YO CHx HHZ
250l ID & AL,
CEL ek
bgp cluster-id cluster-id cluster ID & A EtL|C}.
“BGP Route Reflector T+ 0| X" MM S FHZSHYA| L.
0. peers S=5}7|
BGP neighbors 0f shutdown @& 0{ & MsistL|Ct,
EEL ek
neighbor {ip-address } shutdown BGP neighbor 0l shutdown 2 A& $tL|C}..
Run the following command to activate the neighbor:
Hof uy
no neighbor {ip-address } shutdown BGP neighbor. 23t L T}
0. 2E|-5 27 2| mof 745}7|
oI mojls 7|28z XY AZE Yo ANOFPLICt. Cts
= 2dot ZE| g 2 F IO E 8Lt
Hof uy
neighbor {ip-address } ebgp-multihop ttl BGP 2| neighbor & HE| & Q|5 peer 2 4
gt

0. BGP 2| 2= AH57|

| ez 2R E Z2EEQ M =18 55 HHRIYLILE BGP = 27 A 2,
LHE Al U 22 HE| 53 7tX| 29| el AZ|S AFRSHL|CE Q|5 BGP 0| A &4
ot 42 & QF 72| EOojFL L

L5 BGPOIIA &5 3t A2 L8 72|E 2ojELCH 22 Z20ls 22 Ha| 7t
HA|ELICH BGP A2 2| HE 2 AN 0 S HHES Aus

CEL gy

distance bgp external-distance | ggp route 22| HE| 2 ™SI C}.

internal-distance local-distance

BGP ZZ0| ma| 72lZ $Mte AL YUTLICL R Hals S SNy

m2 20| 72|t FOfo} BT L H2le BE S 219y T2 ES0|



2|2t Z0{OF gLt

0. BGP timer =3} 7|

BGP keepalive % hold-time timer £

SFC5200A Al2|= A7 | 7

ot Chs 3

CEL

neighbor [ip-address | peer group-name]
timers keepalive holdtime

HA E mof EE= I|0 1&2| keepalive X

holdtime EtO|HE A& TLICH (B : X).

no neighbor timer & & A310| BGP neighbor L= I|0f 1&2| EfO|H{E 7| &

CEAl Al ZfghL T,

0. CtE AS °| 2 MED H|!

Ue=E

= Mol g2 Meolor & If maf s off WL
Ch BTN B2 MED 2t 7H Z27F A naj gt
Jlex oz 2M0 A2t ME 1 MED HlIE SUHAS | B2 BN U
SHELICH Z2 Meio| 4BRI0| MED 2 HIIY 4 UEE 7Y T £ YFLCH O
AS 9| A2 7t MED HI DS +85}2{ B C}3 YHES AYSUAIL,

L ay

bgp always-compare-med

20.4.3 BGP T L|E{2l 1t

| A= BGP 9| 2t2E H|O|SO0|Lt THE H|O|EH# 0|20 &=

UAgHCh M5 SA =22 &

0. BGP 2t2 & HIO|= % H|O|EH| O] A X| 2

=PI

oH|

MOotE 1

= BAl &+ JAS LI

BEOM ChE Y S ddoto] 1% JHA|, H|O[S = BGP H|O|E{#|0] & X[27]
e B2 SHLC
BYol 4y
clear ip bgp * 2E BGP 92 MAFLC

clear ip bgp as-number

X8 e A2 Al~"el BGP HE
L|C.

clear ip bgp address

XEE 0|22 BGP ¥AS MEFL LT
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clear ip bgp address soft {injout} X ME 0|S0| S0{QL L L7k Blo|H

H| 0|~ & X[ELICt.

clear ip bgp aggregates 32 W7 50 4N © F2E XIgUct

clear ip bgp networks HESZ Mo o3 MM =l HEE
NE=E

clear ip bgp redistribute DEMNA MUE MM = AEE XL C}

0. 2t HOl2 X AL SH SE #A|

BGP 2t H|0|= Sl H|O|EH| o] Aot Z
o[2{gt A4 2= UWERA 2|28 2

=F0] gLt

AN

2 AtMet A Y2 E LIEHE = AFLICH
Mol Argst HERIR 2XE sl Zst= O
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B of ¥
show ip bgp A|AEIO| BGP route table € £.0{&L|LC}.
show ip bgp prefix HMEH ox|st Il_t

show ip bgp community
HARUE S0 Thet A4 EE BAIZUCHL

show ip bgp regexp regular-expression M7 BESAD YK|SHs HZE FAIBL|CH

show ip bgp network X ™MEl BGP ZR2E BEA|SHL|C].

show ip bgp neighbors address

show ip bgp neighbors [address]

E 43t BGP neighbor ZE2H Hi2 Z2E
[received-routes | routes | advertised-routes] o
HEA[ZLCH
show ip bgp paths DE BGP ZE YHE Hl0|EH 0] A0
HEASL|C}

show ip bgp summary

0. BGP MHE =H3}7|

QRS HOM 2N E oI 7512 BoP B F5, BoP EBE FHI0 P2 4
H2 MY PO BLICH CHS S AR,
Command My
debug ip bgp * UL Ol BGP HE S FHBL|C
debug ip bgp all DE BGP MEE =M3TtL|C}
debug ip bgp fsm BGP 7|7 &EHE FEgLIC
debug ip bgp keepalive BGP Keepalive O A|X| & F& &L Ct
debug ip bgp open BGP open MA|X|E F=X{TtL|C}
debug ip bgp update BGP 24|0|E HA|X|E FXtL| T},

20.4.4 BGP #+d 0| A

0. BGP route-map 0| X|

ol

CHS 001 Al route-map S At 310 5012 H=2 0| £48 0]
A

Hot= @2 E0ELCH 91T 22 E 140.222.1.1 0| A =
S E MYt ASPATH HM|A 22 a2 £ 200 22 LXA|ZLICH 2H @M
T E 250 22 Y LICH BEI AR M OHE B2 AR E L L
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router bgp 100

!

neighbor 140.222.1.1 route-map fix-weight in neighbor
140.222.1.1 remote-as 1

!

route-map fix-weight permit 10
match as-path aaa set local-
preference 250 set weight

200

!

ip aspath-list aaa permit 26903 ip

aspath-list aaa permit #1800

KEX[ Al 2B 690 0| A A|Z5H= 2=

o
—_
WSS 0| RS BFHA| 8 &

CHS OlolAM ZE Y freddy 2| X HAM &5
HEO| MED £82 127 2 4Y¥eLCL F
425 ¥ 2t*H 1.1.1.1 2 &L CH
router bgp 100 neighbor 1.1.1.1 route-

map freddy out

!

ip aspath-list abc permit #690_ ip

aspath-list xyz permit .*

!

route-map freddy permit 10

match as-path abc set

metric 127

!

route-map freddy permit 20 match

as-path xyz

CH22 route-map & S8l BEHAM 49 & B2 E +T5t= Y= 2B L CL
router bgp 100 redistribute rip

route-map rip2bgp

!

route-map rip2bgp match

ip address rip set local-

preference 25 set metric

127 set weight 30000 set
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next-hop 192.92.68.24 set
origin igp

!

ip access-list standard rip permit
131.108.0.0 255.255.0.0 permit
160.89.0.0 255.255.0.0 permit

198.112.0.0 255.255.128.0

0. BGP neighbor A7 0f|

CH= o0 M BGP 22 H = AS109 Off £ L|Ct AS109 = F 7H2| HEXIE F+5E L.
2RHO = F 0| (CHE AS Of /), LHF O|R (St AS Bz =) 8l 97 0|2 5 3719
0| % 0| A& LIt

router bgp 109 network 131.108.0.0

network 192.31.7.0 neighbor

131.108.200.1 remote-as 167 neighbor

131.108.234.2 remote-as 109 neighbor

150.136.64.19 remote-as 99

0. neighbor-7|gt BGP ZZZE 9| 0f

C&& neighbor 7|2t BGP A= EE Z 2| O YL|C} as-path 2| UM A FF test1 S
af 2R E= 75X 100 2 PELICEH as-path O] HMA FE test2 E & o

2tREDH 0|2 19311210 22 M& & £ &L CH

ot
r|r r|r

H1 ofm

|'|]l'|
(o)

P

Hot
OREIX 2 HM A 5 test3 S0t 2= 0|2 2H2H 193.1.12.10 0 M 3] &
o 4 s

router bgp 200 neighbor 193.1.12.10 remote-as

100 neighbor 193.1.12.10 filter-list test1 weight

100 neighbor 193.1.12.10 filter-list test2 out

neighbor 193.1.12.10 filter-list test3 in ip

aspath-list testl permit _109_ ip aspath-list

test2 permit _200$ ip aspath-list test2 permit

A100$ ip aspath-list test3 deny _690$ ip

aspath-list test3 permit .*

0. ZE -pased BGP 2| route 2H 0 Ct2 OO M= ZE e1 /02| Z27 BNAS S|

e

HE gs 20ELIC



Ct

SFC5200A Al2|= A7 | 7

router bgp 122 filter vlan10 in

access-list acl

= Aol = HM A S5 fi
00N B2E =
2olgLCt

A 5 E filter-network 3! WM A S5 filter-gateway & AHE S ZE B
Alof 2E{310] HERA Mot AOIEQO| F4E =

242t WE Yot o

router bgp 100 filter vlan100 in access-list filter-network

gateway filter-gateway

CHS Of-= prefix list filter-prefix 2 prefix list filter-gateway £ AFE3510] HE 3 HS 2 A 0| EY| 0]
FAE 42 BHES0 ZEOM SA0 Z2E2E ZHESH=E HEE E0/F5LICH
router bgp 100 filter * in prefix-list filter-prefix

gateway filter-gateway

0. prefix-list 7|8t Z2 ZE 4 0

Ch2 oo M 22 HE &2

SELIL.

CS 0l= 7|2 2 0.0.0.0/0 7t HEEIUS S 20 FLICE

ip prefix-list abc deny 0.0.0.0/0

CtZ 0= prefix- 35.0.0.0/8 1t YL X|3}

ip prefix-list abc permit 35.0.0.0/8

rir
ox
HU
N
Of
o
0

ChE oMM =

1 8 O A / 24 AtO|2| ZO|E Z+El prefix
L ct.

OF BGP ZEM 20N &
router bgp network

101.20.20.0 filter * in

prefix max24

ip prefix-list max24 seq 5 permit 0.0.0.0/0 ge 8 le 24

= B2 E ZH YD prefix Z0|7F 8~ 24 AtO| QI HZ Tt

router bgp 12 filter * in

prefix-list max24

!

ipp

refix-list max24 seq 5 permit 0.0.0.0/0 ge 8 le 24
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CHE Ol = prefix Z0|7F 24 0|52 H=Z7 Y 192/8 0| M S| & &S 2 FLICH.
ip prefix-list abc permit 192.0.0.0/8 le 24

LS Ol = prefix 20|74 25 & Z2t5H= ZE27H A 192/8 0| M S & &2 EEL|CL.
ip prefix-list abc deny 192.0.0.0/8 ge 25

CHS Ol prefix 20|78 £CF 31 24 HCH &2 AZ7L |2 E S E0{&FL|CH

ip prefix-list abc permit 0.0.0.0/0 ge 8 le 24

ChE Ol = ©FAF 20|71 25 & Z=1tol= 27 AREASS 20 F L

0.

ip prefix-list abc deny 0.0.0.0/0 ge 25
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ChE Ol= HEHT 1082 2= BR7t AREYUSS EQEHL A
a2 HER310.0.0.0/8° OtATTt 32 H{EHLH R 7Lt ZoH R E
=7t ARt

ip prefix-list abc deny 10.0.0.0/8 le 32

CtS Ol0A = UERR 204.70.1 /24 2| OpA3 ZO0|7t 25 & =SB 2 R E A2 7t
HEEZARSE 20 F Lt

ip prefix-list abc deny 204.70.1.0/24 ge 25

g 0= 2 27t o{88s E0E L.

ip prefix-list abc permit any

0. BGP &gt d4& o
ChE 0l dE ME E= RUR B2 A 7|52 Sl BGP A A ZE2E 4/ d5t=
BHZ B0 EL|Ct

Ot Ol = Y& O] redistribute static = S®EE 193.*.* . * Q2 MESt=0| At
& HCt.

ip route 193.0.0.0 255.0.0.0 null O

!

router bgp 100 redistribute

static

2t HIOI=2| otLt o el Z=7F A& #elo £5+H ChE 30 K2t BGP

2t E HOIZ0| A Z27F SO TLILE A B2= AF8ALAS 2| AL =
UFEH BAl §EOAM 24 2 = U= atomic 82 7L T

router bgp 100 aggregate

193.0.0.0/8

CHS Ol = A 2 193. %, * *& BtE = 8T} Broadcast 0| A & Neighbor 2+ E0f
Lot XEMISH B2 E Hotst

rir
0
IS
mjo
HL
2
my O
I~
_lTl_

router bgp 100 aggregate

193.0.0.0/8 summary-only
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0. BGP &£ reflector 7+ 0

22 A2 reflector 42| O 2 L|CE. RTA, RTB, RTC X RTE & S Y%t AHX| A|AH AS

=

o £ L|CE RTA & 42 reflector 92 SHX|Et RTB % RTC = 4 E reflector 7|52

SotL|Ct RTE & YLEHH Q1 IBGP O|R 2 L|Ct. RTD & AS100 Of £3lH RTA 22| EBGP ¢

[
25 8Lty #82 o3 gLt
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RTA 74
interface vlian110 ip
address 2.0.0.1 255.0.0.0
!
interface vlian111 ip
address 3.0.0.1 255.0.0.0
!
interface vlian112 ip
address 4.0.0.1 255.0.0.0
!
interface vian113 ip
address 5.0.0.1 255.0.0.0
!
router bgp 200 neighbor 2.0.0.1 remote-as 200
/*RTC IBGP*/ neighbor 2.0.0.1 route-reflector-
client neighbor 3.0.0.1 remote-as 200 /*RTB
IBGP*/ neighbor 3.0.0.1 route-reflector-client
neighbor 5.0.0.1 remote-as 200 /*RTE IBGP*/
neighbor 4.0.0.2 remote-as 100 /*RTD EBGP*/
network 11.0.0.0/8
|

ip route 11.0.0.0 255.0.0.0 2.0.0.12

RTB 74 :

interface vian110 ip

address 3.0.0.2 255.0.0.0

!

router bgp 200 neighbor 3.0.0.1 remote-as 200
/*RTA IBGP*/ network 13.0.0.0/8

!
ip route 13.0.0.0 255.0.0.0 3.0.0.12

RTC 74 :
interface vlan110 ip address
2.0.0.2 255.0.0.0
|
router bgp 200 neighbor 2.0.0.1 remote-as 200

/*RTA IBGP*/ network 12.0.0.0/8
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ip route 12.0.0.0 255.0.0.0 2.0.0.12

RTD #4:
interface vlan110 ip
address 4.0.0.2 255.0.0.0
!
router bgp 100 neighbor 4.0.0.1 remote-as 200
/*RTA EBGP*/ network 14.0.0.0/8
|

ip route 14.0.0.0 255.0.0.0 4.0.0.12

RTE T+4:
interface vian110 ip
address 5.0.0.2 255.0.0.0
!
router bgp 200 neighbor 5.0.0.1 remote-as 200
/*RTA IBGP*/ network 15.0.0.0/8
|

ip route 15.0.0.0 255.0.0.0 5.0.0.12

m
L

22 XK A A A" E S E0ELICEH RTA, RTB X RTC = IBGP ¢
=LICH RTA, RTB ¥ RTC = AR XHX| A| A& 65010 Off &2HLICH RTE &
FX] A|AE 65020 O] &8 L|C RTE S RTA = AHX| Zg A|AHEl 0| A EBGP

2
oy

Y mx mjo oo

e

mo >
%
Jal
ot

-

Il

AS65010 3! AS65020 2 AtX| Aot A|ARS gL CH XHX| A A|AH 9
HS = AS 200 & L|CH. RTD = AS100 O £8tL|CH RTA £ S35l RTD 2F AS200
7ol EBGP ¥ 20| MY & L|C},

RTA T+4:
interface vian110 ip

address 1.0.0.1 255.0.0.0!

interface vlian111 ip
address 2.0.0.1 255.0.0.0
!

interface vian112 ip

address 4.0.0.1 255.0.0.0
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!

interface vlian113 ip

address 5.0.0.1 255.0.0.0

!

router bgp 65010 bgp confederation identifier 200
bgp confederation peers 65020 neighbor 1.0.0.2
remote-as 65010 /*RTB IBGP*/ neighbor 2.0.0.2
remote-as 65010 /*RTC IBGP*/ neighbor 5.0.0.2
remote-as 65020 /*RTE EBGP*/ neighbor 4.0.0.2

remote-as 100 /*RTD EBGP*/

RTB 74

interface vian110 ip

address 1.0.0.2 255.0.0.0

!

interface vian111 ip address 3.0.0.1 255.0.0.0
router bgp 65010 bgp confederation identifier
200 bgp confederation peers 65020 neighbor
1.0.0.1 remote-as 65010 /*RTA IBGP*/ neighbor
3.0.0.2 remote-as 65010 /*RTC IBGP*/

RTC T8:
interface vian110 ip
address 2.0.0.2 255.0.0.0
!
interface vlian111 ip
address 3.0.0.2 255.0.0.0
!
router bgp 65010 bgp
confederation identifier 200 bgp
confederation peers 65020
neighbor 2.0.0.1 remote-as
65010 /*RTA IBGP*/ neighbor
3.0.0.1 remote-as 65010 /*RTB

IBGP*/

RTD 7+:
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interface vlan110 ip

address 4.0.0.2 255.0.0.0

!

router bgp 100 neighbor 4.0.0.1 remote-as 200
*RTA EBGP*/

RTE #+4:
interface vlan110 ip
address 5.0.0.2 255.0.0.0
!
router bgp 65020 bgp confederation identifier 200

bgp confederation peers 65010 neighbor 5.0.0.1
remote-as 65010 /*RTA EBGP*/

0. route-map BGP community £42]| 0

CH2 ol ol = 30| route map set-community S neighbor 2| Lt7t= A2 171.69.232.50 &
Ar2etL|CH E™ HRUE| 4 Zf no-export =UMA S22 22 2| ZZE E| MY & 5
UAEHCH LHE 2= YA Broadcast £ &L CH £ &4 442 AS200 2| BGP 7t
AHEo 2 A A|AH Q2 ZZE Broadcasting h= 22 ¥ X|gL|Ct.

router bgp 100 neighbor 171.69.232.50 remote-as 200
neighbor 171.69.232.50 send-community neighbor
171.69.232.50 route-map set-community out

!

route-map set-community 10 permit

match ip address aaa set

community no-export

route-map set-community 20 permit

Lt o0l A route map set-community & 2 0{ = neighbor 171.69.232.90 2| &
BZ2E5 YOO|ESt= O ArEE LICH X 2t

A2 = Y4 Broadcasting & 28t LICt

route-map bgp 200 neighbor 171.69.232.90 remote-as

100 neighbor 171.69.232.90 send-community

neighbor 171.69.232.90 route-map set-community out

2 ARLUE &9 2h200 22 H7YSHMA|IR. CHE



route-map set-community 10 permit
match as-path testl set
community-additive 200 200

!

route-map set-community 20 permit match
as-path test2

|

ip aspath-list testl permit 70$ ip

aspath-list test2 permit .*

Chs Ol= 222/ MED & 2Z 24 =98 2F 2RHOAM

SFC5200A Al2|= A Oj 7

ML

ARLIE] &4 4ol 2k 171.69.232.55. H R LU E| 55 coml 1t €X|5t= 25 22| MED &

8000 S 2 M™etL|Ct 0] ZE0= HFLE| 2£0] "100 200 300" "900 901"Q!

Z27t mEE & YEL 0l2Y FR0IE T2 4

com2E EUle FEO 2ZZ 24 =& 50022

router bgp 200 neighbor 171.69.232.55 remote-as 100

neighbor 171.69.232.55 route-map filter-on-community

in

!

route-map filter-on-community 10 permit
match community com1 set metric 8000

!

route-map filter-on-community 20 permit
match community com?2 set local-
preference 500

!

route-map filter-on-community 30 permit set

local-preference 50

!

ip community-list com1 permit 100 200
300 ip community-list com1 permit 900
901 ip community-list com2 permit 88 ip

community-list com2 permit 90

g 4+ ULt AR LUE 82

Lo

=22 5002 MMSIMA|Q. MEtA 0|2 171.69.232.55 2| LIHX| ZE 4 29|
o L
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21 & VRRP
21-1 & VRRP 74

2111708

VRRP (Virtual Router Redundancy Protocol)£ 7|2 E& 228 ZHAM 4380l T L E AH|

=

O

UELEL VRRP = 22X AF0 M StLEC| 29X OtAH AKX 2 MY T2l TE =

n

=
FEFSILICE OLAE A9IXI0) F7H EASHR 7] A9IK| 7|2 HO|E9I0| FAE B

[ =
ZA| OpAE AKX 22 QIAIBLICH HA| Q1A Z2EMAE HO|'E A/ B
Ch Ol HIAHLIZ2 22X 7t Y EHS I =20 SN QI 2 M K|S & = UASLICH
21.1.2 VRRP % 1AM
e IEO|AMVRRP 43}/ S|
e VRRPQZ ZL FY
® VRRP &M &2 MY 14
® VRRP &M =9 74
e VRRPZZ it 4
e VRRP ZL|IHY 3 FX| 22|
21.1.3 VRRP Z¢ A
21.1.3.1 ZEO|A VRRP 2| 2439t H|Z M3l ZE
T8 EE0M Chs 3 E 2 AUSIMAIR.
HEY A%
vrrp vrid associate virtual-address T EO| VRRP £ AHQISHL|C}
no vrrp vrid VRRP & 7|2 &Ef2 CtA| A2t
VRRP 2| 7taf FATF A E F0f| Thet AKX 7) 2d@tE LICH ZEQ| 7hd FAQL 7|2 IP T
STt HEYI MOAHEO JOOFLICH DHK| RS THA AKX TF Init AEHZE X[ E L
Ch 7t A%9K= ZEQ| 7|2 OIAT E DA R ALESHY| 20| 7t A0 Lot OIATIE F
LUt UELICH ZEQ| 7ty AL 7|2 IP FATHZOH A|AH2 JHA AKX @M =2&

AHso &2 255 2 ™| O}
VRRP 7|52 7|28 o 2 H|&/d3t|0f A& LCH
21.1.3.2VRRP Q1= 2 E 14

EE P4 DC0|N CHS BYS MASHALR.
Hof Ay

vrrp vrid authentication

VRRP Q15 REZ TAHBIAAIL.

{no-authen|simple-text string}

25 EZHCL VRRP = X2 2 X[FE AO|EQ0l2 Z&E SRIFLICE 29X 2F2 VRRP
a

S 7t 29K 2 & 2SS 2 = AFUCE 7HY 29 K[0= 27 1P F4 & 7Hd MAC F247t

rir

0x
me
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no vrrp vrid authentication VRRP Q1= R EZ 7|2 AMgj 2 T}
Al AIEf—EL T
e HAE QF BEOME S 2XAHE0| HAX|0f Befot AE =2 ZHE|0f MEFHLICH U &
2 oIS EXEa BR|SH=A| ZQAFLICE 21 2XtE S

=
=)

HAIX|IS] IE ZAIE S =00t 222 19 E 218 &
Ct.

Z|CH 8 XFL
7|2 &EHO M VRRP 29| 215 2 E & no-authen & L|C}.
21.1.3.3VRRP &M =2 4% 74

EE 74 BEO|M C1S YHS LA,

Hof uy
vrrp vrid preempt {on | off | o N
no vrrp vrid preempt 7|5 VRRP M 29| M pC=2
CHAL AIEESEA Al

S =9 UE2 WY A0 2 G LT WY AQX[7F OpAE AQX|O| M SE HAIXE 2o
OpAE A9(X[Q] 244 =98 MY LCH OFAE A9X|9f 24 ¢l &0 222 74 & 24 &4
TTEO D MY AKXV U YHo2 PEE B WY 29K = MY JENOIM OpAH
MEjZ Mol L2 BAIRIS Q22 LI DX OB WY AKX\ Hel MEj2 RAIELIH
g rEE oM &9 M YL

21.1.3.4 VRRP M4&9| 7 45}7|

EE Y DEON S YHS HHsHALL.

Haof Ek:
vrrp vrid priority value (1~254) VRRP 9| @Mz=9|2 1ML}
no vrid priority

72U E A AIRSHY AR

XS 255 2 SIHAIULIL. 7hy

&9 U0 RS2 2ef EIEE M7 & LT

21.1.3.5VRRP =& g} 4

ZE 78 REOM CHE - S 2doUAIR

Haof Ek:
vrrp vrid timer advertisement value VRRP 23 7}S ZMSIAIA Q.
no vrrp vrid timer advertisement
p VRRP 28 /2 7| 24/2 2 CIA|
INESZ PSIN[=}
Y U2 7ty A0K7t EMERY MESH= O 23 Z[TAZHS 2™ L O OpAH A K|
7t A LHH WA AQ|X| & 3 * advertisement + skew_time 7+Z 2 0f| OfAE AQX|2 ZETHL
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21.1.3.6 VRRP € QX|8t1 BL|H2s7| ZE 1LY
DoojM e HEe

CEL EL:

show vrrp vrid [ interface vlan_intf ] VRRP M Z HmA|SH|C}

[no]vrrp {packet | event } VRRP T§2l % 0¥ E0f Ci3t C|b]

B771107|& &8st £ HE

gatetH .

CtS1t 22 VRRP HEE LtEFHCE

switch#show vrrp 1

VLANL1 (192.168.20.118, 255.255.255.0
00e0.0f42.0000) group id: 1 state: Master virtual mac
address: 0000.5e00.0101 priority: 100 preempt: on
authentication: no-authen advertisement interval: 1
associate |P address: 192.168.20.110 advertisement

timer expiry: 1
21.1.3.7 VRRP 1449| 0f

HESAE EZ2X|= 38 1-10f Liet AELIC

JE 11 HE3 EEEX
1. 29K A FE5H7| AME W EQI3 Q| QIE IOl A0 Lot =AE

TS AI L.

Switch_config_v1# ip address 192.168.20.18 255.255.255.0
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& HEXAS| AHH 0|20 Lot FAE FE5HMAIR.

—

Switch_config_v2#ip address 211.162.1.120 255.255.255.0

ol WIEA 0| QIEITIO|A01A 7 291X 18 18 PABILIC
7t FAE192.168.20.1 YL CEH R4 =2 2h2 120 LT
Switch_config_v1#vrrp 1 associate 192.168.20.1 Switch_config_v1#vrrp 1 priority 120
7t 291K|of Cigt EE ®AIRL O
Switch_config# show vrrp
VLANL1 (192.168.20.18,255.255.255.0 00e0.0f42.0000)
group id: 1 state: Master virtual
mac address: 0000.5e00.0101
priority: 120 preempt: on
authentication: no-authen
advertisement interval: 1 associate
IP address: 192.168.20.1

advertisement timer expiry: 1

2. 221X B #9517

el HEX Ol QIEH O| AN A ZHA AKX & 12 FHTLICH 7Y A= 192.168.20.1 &L
Ch. @AM 29| Zfo| 7|27+ QIL|C}.

- HA H

1

Switch_config_v1#vrrp 1 associate 192.168.20.1 Display information about the virtual switch:
Switch_config#show vrrp

VLAN1 (192.168.20.16,255.255.255.0 00e0.0f42.0000)

groupid: 1

state: Backup virtual mac address:
0000.5e00.0101 priority: 100
preempt: on authentication: no-

authen advertisement interval: 1
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associate |IP address: 192.168.20.1

advertisement timer expiry: 1
B AE HERZS PC X MH T+ AHE HESRIZ 2| Zf pC X ME{Of LTt 7|2 AO|ESIOIE

192.168.20.1 2 TASIMA| L.
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22 & Multicast 7 &

22-1 & Multicast 72 0| ZollM = Multicast 2R E T2 EZS FASH= o] CYs)
AYTLICE Multicast 2H% & HHO| L2 " Multicast 2t & HH" 222 BXSHUAIL
HESHOl P ME2 StLte| ZAE D THY S AEQL SAIGHALL (unicast S41) BE 2AE

oF EX & 4= UELICH (Broadcast S41). Multicast 7| &S AIE25IH ot SAET AR S A

EOo HAIXIE B2 #= JAFLICL Ol 22E= OF 9 & 0|2t ghLCf,

& YA S = HAIX|C the £ D A 2 (224.0.0.0 ~ 239.255.255.255) L L},
Multicast III1|A|I|E UDP 2 20| MSELICE TCP HE AME2|g = = S A 2F MO E HMSHX|

UESLICH AKX = AMXHE Multicast S8 Z2I1HE 7
210 Multicast HAIX|E Y == QJESLICtH dgfLt =4MX
Jtdsfior oLt O& FME 7Ho| A= XYL

— = o d

0x
i

LICH 2 AFR2 250 7HSHA]
=2 HAIXIE &7 "o 250
E= UHMEX 250 7tStALE

F|['

fot
|>

SOIM ZE 3 4 ASLICL 1 21| Ak MBS0l T 30| GBLICH BRB ZP SAEL
of2f 180 MU0 T 4 USLICL W2tk DE0| MEjet 18 YO S AZH 2t

ChELICE

IP Multicast 7|&2 & CH Cf 2E[O|L|0] 3& Z2 0| Mg o,

22.1.1 Multicast 2t & Q14|

22| 2tREQ| 22 E AT EQ| 00| A Multicast 2+ El0fl CHS Atsto| ZEHE L|Ct,

® IGMP £ LAN 0N ZtREQ} SAE Zho| M¥En I8 74 2AE FHsle O
AtEE Lt

® OLNK & 7tEtet EZEZX|0M AR E= EH Multicast 7|& & LICH Multicast ZHY 2
A¥stn CPU St U ES SO MOt

® PIM-DM, PIM-SM % DVMRP = =& Multicast 2t$ LICE 2H*E ZHo

AHE[H Multicast 228 HIO0| &2 RS0 Multicast M &2 A& etL| T,

om
[El
Hu
Hm
ruHJ

22.1.2 Multicast 7+ g =&

22.1.2.1 7|2 Multicast 4 & S5

® Multicast 2t & A& ()

o TTL &4l &t 738 (UH At
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1% multicast & A (MEH ALZY)
A multicast 22 74 (ME Atgh
Multicast A 7+ (MEH A2 @ Multicast =& T4 (M & At
Stub Multicast A2 714 (MEH At

Multicast 2 2 2L H 21t FX| 22| (L& Ar)

0

22122 IGMP 78 XY &

SiX) HE Q| IGMP =

IGMP 2| t4 4

IGMP Querier 7t4 7+

IGMP 2| [T S& A|ZH 1A

OX|2 icMP & T4 @0 Hal 7t4 74

A IGMP T

IGMP ZA| A =58 +4

22.1.23  PIM-DM T4 %t 22
EtO| z=H35}7|
PIM-DM H{ & X| &

AEf Ctot 2 M35H7| @ Ot 55 714

ME (S, G) At

22124  PIM-SM T8 &Y 55
¥ RP 74

CH7| BSR T+
CH7| RP T+
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PIM-SM Multicast 2t &l FEA|

PIM-SM Of| A| &t& 3+ Multicast B2 X| 27|

22.1.25 DVMRP 74 %2 ¢l 22

DVMRP Unicast A2 HA|
DVMRP multicast B2 HA|
DVMRP Of| A &t& 3t multicast B2 X[ 27|
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22-2 & 7|2 Multicast 2t & 7
x

22.2.1 Multicast 2+ & A|Zt8}7|

2t B 2T EQ 07t Multicast HIAIX| S T o= AUA St2{ B Multicast 22 S Ao OF &
A M
1 o

MY 7Y ZEO|M CHZ2 AASHO Multicast HIA| K| TES A|ZFLICE
"ol uy
ip multicast-routing IP 2} &l Multicast A|ZH8}7|

22.2.2 ZEO|M Multicast 7|5 &Hs|7|

E
o

[El

Multicast 2t

£ 20| ZEOM MM IGMP 7t siE ZEOAM 2MH3HE L|CH
Multicast 2t
o

E| I
= L

E
o

2E

ZEZ0|= OLNK, PIM-DM, PIM-SM % DVMRP 7} Z&HElL|C}. SFLEO)
Multicast 2+ EEZ U YD ZEOM HALCF SEE LT 2HH7E oY
Multicast =0 212 HAZASIH CHE ZEO|A CHE Multicast ZTEEZS 2 HHTLICt 212 H
AT EQ|0{7} Multicast ZA 22 H (MBR)Z 2tE & =& UX|TH 7HsSICHH Of
Multicast 2t 8 Z2EES Lo 2tREM SA|0f HABIX| OHYA| L.
L2 Multicast 2t9 8 Z2EFO| 42 oot &g W = UASLILCL O E

=0{, PIM-DM 1} BIDIR PIM-SM O| SA|0f| Ml E|H = F0| ZletL|C},

I

rot
00t

o

F

22221  OLNK A|Z8}7]

EE M DEOAM OIS HHE ABHSI0 Multicast EHR ElS A|ZHSHL|C}

ip olnk Multicast 2t &S A|Zf8tL|Ct.,

22222  PIM-DM A|Zt8}7|

CH2 Adlsto] LEO|A PIM-DM 2 2 multicast dense 7| 5& &4A1stetL|Ct,
0] o
ip pim-dm PIM-DM O] MHZQI I EE A 5t C}F X E

T ZEOA PIM-DM Multicast ZHRE
ZENAE st ot

22.2.2.3  PIM-SM A|&H817|

ZEO PIM-DM 2 M&3t1 PIM-DM Multicast & 23162 M O XHAS =
MA|R.

Haof Y

ip pim-sm

PIM-SM S J#3}0f ots ZER S0{7tn
ZE 74 2EOAM PIM-SM Multicast 2+9 &
ZZMAE gdstetLot

0%
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[
A'IIC-; |]H_n_0-l

22.2.3 TTL YA 2t 4 ip multicast ttl-threshold HHES Maso ZEE S0t & = U=
Multicast HIA|X[2] TTL A Zt2 +AELICH 7|2 LA 2t 12 AHE35H2 ™ no ip multicast
ttl-threshold & @2 HASHYAIL.
F&o] ck
ip multicast ttl-threshold ttl-value TEO TTL YA 2t AL L}
Ol x|
CHS oo M= Z2|AH7F ZEOIM TTL YA 22 T+-%t= YH S 2oLt
interface ethernet 1/0 ip
multicast ttl-threshold 200
22.2.4 W2 Multicast M 7|52 F 4517
ip multicast mroute-cache &2 AAH5t0] LEO|| A HHE Multicast B H 7|52 T8
L|Ct, B2 Multicast M 7|52 F A 8t2{H no ip multicast mroute-cache HH S Al
SIAMA2.
F@Eo g
ip multicast mroute-cache ZEO| B2 Multicast T EHS AlsiSHL| T},
ol Xl
ChS Ol & 2E|AH7F ZEO|M 14 Multicast BE 7|52 FAste EHE 20 FLCH
interface ethernet 1/0 no
ip mroute-cache
22.2.5 =& Multicast 42 74
HA Multicast d2= Multicast M BE7} Unicast 222 CHE A2 S8 LICL RPF
AAbE Multicast HA|X|7F T 2 0 =HELCH HAXE &= 2H ZE= oA
FAElE ZEQLICH &, ZEE EW MEOH == Unicast 22| Next-hop
ZEQILC} Unicast EEZX|7} Multicast EZZ X| 2t SUSIH RPF ZAHZF 2| ™ LT},
74
o

20| 2t Unicast Z2+= Multicast 222 2tof ghL|Ch HYE 7|2 2 o2 £9f
AELCH B2 2R H 7t Multicast Z2EEZ S X[ 2SHX| 2 4R o2 L2 F 749
4 E AO|0]| GRE H{E 2 TFd5t= AYLICH OHZ 2ol 2}

Unicast 2% H & Unicast HIA|X| 2F X[ 2 LICE 2} Multicast 2B & Multicast Bl A| X| 2t

XI%JE.FLIEL AA BAEE MRL Y MR2 2

SAE7} Unicast A X| &

B HAIX]

S5l A SAEO Multicast HIA|X]|

=

SULCEL MR2= HEES S =4 & ZR02 Multicast HA|X|E ©HEL(CE. EHé!
dAE 22ER BUH HEE ASELCHL EHE 7| 2 XHE

ME o= Y HAIX] BE S 20 S2LCH FA Multicast 22 - 0|

23eHe 14 Lo M2t RPF AALE =8 & = ASLICH RPF ZAts O

T9E 2o
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[
A'IIC-; |]H_n_0-l

0|2 Unicast 22 & HIO|EE 7|8te 2 K| Qi LTt et M Multicast HAIX|= HES
SIFSEX| 2 Unicast TIAIX|= HES SSHA| YEUCHL EX Multicast B2= 27
AR AL X AL HEX] FSUHO 89 74 ZE0M oF BES
AMlsto] HE Multicast =25 #48HL C}.

CEL Ck:
ip mroute  source-address mask A multicast A2 AL T},
rpf-address type number[ distance]
22.2.6 B 1P Multicast T+ 5}7|
ip multicast boundary 3 &2 H&5I0] ZEO| AA Multicast & T+dgLCH 4= &
AE F 252 ™ no ip multicast boundary F @2 MUSIYAIR, F HIY LA ALE =l
FE2 X B L0 AL E S CHMR LI

HHof 4y
ip multicast boundary access-list ZEN ZA multicast & FABHL|C}.
CHE Ol= ZEQ| 2| dA S 785t LS 20 B LT

interface ethernet 0/0 ip multicast
boundary acl ip access-list standard
acl permit 192.168.20.97

255.255.255.0

2227 IP Multicast &&= K| 0 7+4

o

ip multicast rate-limit &2

HE SEE MU

£& HoHE F A58 ™ no ip multicas

J

Al

SRR

olgd &

OE

{2
o=

S0 Multicast S E 2|

I:I_l_l

AEELO] AA ) D2 B2 0| A Multicast HIA|X|

t rate-limit ¥

£ nkbps

[m]
=4 8

MYl T

Z Mot Al 2.

of

g9

ip multicast rate-limit in  group-list

access-listl source-list access-list2 nkbps

S20 ciet 2y

A
28 & =

<o —
CEL vy
ip multicast rate-limit out group-list N .
E7X H9|9| Multicast SE0| CHH 2|0 &3 &
-listl rce-li -list2 ki
access-list1 source-list access-list2 kbps MBHS TABHLICh
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22.2.8 IP Multicast == Tt5}7|

ip multicast helper-map @ &2 A&t Multicast Z2E AFE310] Multicast HIEY3
Ol M & 7H2| Broadcast HIEQIAE HZATLICH HHL A3 no ip multicast helper-
map FHS HASHAR.

CEL 4

oz

interface type number OIE{M|0|A 7A BEE A|AStL|C}

ip multicast  helper-map  broadcast ip multicast helper H&& LA15}0] Broadcast

group-address access-list HA|X| 2 Multicast HA|X| 2

kgLt

ip directed-broadcast X| & Broadcast & 8| 8%} L|C}.

o

ip forward-protocol [port] HAIXE HESIEE HS S LMBHLICT

Broadcast {E9/3.0| SHX|2 917t OHX|a)-Z L2 E 0] TS 2 $HEHUAI2.

H2of uy
interface type number OIE{ I O|A T+ B EE A|RFSHL| L}
ip directed-broadcast X|eFM broadcast £ 5| 2%HL|C}.

ip multicast helper-map  group-address ip multicast helper &2 L4310 multicast

oco=2
broadcast-address access-list B A|X| 2 Broadcast HIA|X| 2 Hi3hstL|C}.
ip forward-protocol [port] HAIXS MESIEE TEHSE LASH|
Ct

CHZ Ol-= ip multicast helper 32 T 8st= WS 20 FLICH

2t 42 Chaat 25U e Xgd HAIXIE Me2st7| /st A Hm g 2H2E2| e0
ZE 0] ip directed-broadcast & T/d & LIC}. ip multicast helper-map Broadcast
230.0.0.1 78

testacll 2 AFE3I0 AA FA 192.168.20.97/24 O A CHA A 230.0.0.1 2| Multicast
HAIX|2 M& 2| LE #HS 4000 2| UDP Broadcast | A|X| & gt & 4 A& LICH

2ok AKX E M2|st7| @/8 OHX| 2 = 2t E 2| el ZZEO] ip directed-broadcast & &
2 T/dLICE ip multicast helper-map 230.0.0.1 172.10.255.255 testacl2 & #8510 ZE
HS 7} 4000 O] AA ATt 192.168.20.97/24 Q1 CHA =& 230.0.0.1 2 CHAO| Ue

Broadcast |A|X| 2 #3t & 5= UL L|Ct address 172.10.255.255.
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&2 Broadcast HIERIAE Fdst= A B & 2RHOM S 2SS THSIHAIL.
(BFE7I VLAN ZEO| 2ME[0 g

interface ethernet 0 ip directed-broadcast ip

multicast helper-map broadcast 230.0.0.1 testacl

ip pim-dm

|

ip access-list extended testacl permit udp 192.168.20.97 255.255.255.0 any ip forward-protocol udp
4000

Broadcast HE® A2 FHX|E HASI= OHX|AY-F 2R E0| 22 AL L.
interface ethernet 1 ip directed-broadcast ip multicast
helper-map 230.0.0.1 172.10.255.255 testacl2 ip pim-dm

ip access-list extended testacl2 permit udp 192.168.20.97 255.255.255.0 any ip forward-protocol
udp 4000

Stub Multicast 22 F435}7|

ip igmp helper-address % ip pim-dm neighbor-filter B &S M350 stub multicast 22 £
X

o=
TILICE stub 2R EQ SAETH AZAE ZEOM CHE XS +HSHY AL,

CEL ek
interface type number OIE|I|0| A 2R E 2 A|XFSHL|C},
I . helper-address [Configures the command ip igmp
ip igmp
o helper-address  to forward the multicast
destination-address

message to the central router.

TY 2tRELt stub 2FRE 7L HEE ZEOAM L5 HES AL O

CEL yy
interface type number OlE{m|0|A A DEZ Ql&dstLCt
ip pim neighbor-filter access-list Stub 2} EOM 2E PIM A X2 ZE 2L C}

Ofl M CHE3b 20| 2t2H A2tB E TERLIC

Stub 2t E A 74

ip multicast-routing ip pim-dm ip
igmp helper-address 10.0.0.2
4 212 B 7Y

ip multicast-routing ip pim-dm ip

pim-dm neighbor-filter stubfilter ip



access-list  stubfilter  deny

10.0.0.1

=
o

22.2.9 Multicast 42 2 L|H

1. Multicast 7HA| 2t 2t & H|O|E X[ 7|

SFC5200A Al2|=

A RA L5

[
A'IIC-; |]H_n_0-l

EZ A E= 22 HIO|S0| 725X §2 B2 S LES XI/of gL Ct.
B2 BE0M CHES HHBHAlL.
CEL ek
clear ip igmp group [type number] | gmp FHA|Q| EHES K| SLIC}

[groupaddress | <cr>]

clear ip mroute [* | group-address |
sourceaddress]

m
=)
njc
10
0%

Multicast 2t &

2. Multicast 2} 8 HIO|= X A|AH B

IP Multi

YrS TESHL

rot

multicast 2+ 2 0fl CH

dE HA|

2t 8 HO|S, 7HAl EE= CIOIEH| 0|20 gt AfAMSt SEE 2lan

CEL

show ip igmp groups [type number |

group-address] [detail]

Displays the information about the multicast

group in the IGMP cache.

show ip igmp interface [type number]

Displays the IGMP configuration information on

the interface.

show ip mroute mfc

Displays the multicast forwarding cache.

show ip rpf [ucast | mstatic | pim-dm |
pim-sm | dvmrp] source-address

Displays the RPF information.

22-3 & IGMP /4517

2231 270

1. IGMP

IGMP (Internet Group Management
MEE= Z2EZYUCL IGMP
ZZ2EZYULICH TAE FO0A IG
Rpalo| 3t
GHe FHLICH 29X

Bots

olo

—

Multicast 1 &S HISls B8N SAET A

Protocol)= Multicast group +-d
SAE Fit AQK|
MP ZEEE2 TAE Multicast 1&
X2l Hze

| ZHO|M IGMP ZE2EZ2 IGMP X &

HICHE S
T30l
T AL X Of
22X 7t



2. OLNK

SFC5200A Al2|= 4 O <

2Z 4 EQA0 e SAEQ| Multicast 1E 7182 ID E st&6t= W SAEQ|

=
23 HAIXOff et MZE Multicast 1F T8 YEE +85ts YEH S A8

2%/X7HIGMP 2t H T2 EZS X[ ASH| Uf20] multicast 2t E T2 EZ0f AXY
HE A 2| multicast 1& T+H &0 tigt E7I & & = U0 AL[X[= Multicast
HAIXIE TELX| O FE BELLICL F, 221X 7HIP B A X| 2]

Multicast T2 M AE X[ JE 5= AUA| 5t2 ™ Multicast 2t 8 T2 EZ 0t

IGMP 2tRE Z2EZZ X|JSI=E 22X E 80 LICE dX AAA 291X =
ZAHA QLIGMP 2t H Z2EZ1 A 3 IGMP E K| gL L}

IGMP Of EHQ ZEX o AR ™HZHO| UELICE IGMP-Router Z2EEO| 7|52

HMes| LoH IGMP Q| SYUsH 23 T2EE (OLNK)2 [HE Z2EENT
27| -2 0| Multicast 2t & T2 EZ0| ObL|Ct d2fLt L&
A

OLNK & Ef& EEZRX|0M 2A5tH F2 208 = + AU ¢

Fl
tu
e
>
N
Oi
fot

P I
2o i

tu
=
|>

Jm
als
%
oy 1A
N Ho op

9l= PIM-DM Z2EZ1} OHEHJLX| 2 OLNK & IGMP 18 MY o MiZAS Halstn
EZZX| HAO| 2t RPF QIEHO|AE SA| ZHTH 4= 9l

SLICE ol2{3t Al © 2 OLNK £ Multicast ¥ &S 2 %31 Multicast 2+ &

T2 EZO| Hof HA|IX|7t HYZES K X|8He A4S WX|BHL Ct,

22.3.2 IGMP T+48}7|

IGMP 2t2EH2| &4
SEENERE-E

HESHA2,

22321 ®Xf IcMP T & A

XA IGMP Z2EE0= M 7tX] H4] T 0| A&ELICH siY RFC =

RFC1112, RFC2236 % RFC3376 & L|Ct. IGMP V1 2 Multicast 15 74 &S

7|85t= 7|88t X AL CH IGMP V2 = X|E &l Multicast & 782 FHelsta,

IGMP 22 E 7} Multicast 1E2 M Il 75 HAIXE Y45t OF FIA2 HE
XS T g UELICH IGMP V3 Ol & 24 SAE FA0| 8|S st Multicast

J8 #™ ID E YO0 ES RX| #E2|8t= F7} 7|150| UELITE IGMP V3 2

IGMP 22 E ZZEZ2 IGMP V1 X IGMP V2 2| SAE = 1t 2bHSIA| S BHE L CL,
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AAA Ol ARIX| AZEQO= 379 IGMP HE 2| IGMP 212 H E2EES
X|@lgtL|ct,

MZ CHE QEHO[A0M IGMP-Router 7|52 7 & + UFULCH (MZ2 CHE
CIEfH o] A0 & Multicast 2t ZZEZ0[ IGMP 2t2H 7|55 AIEE).
a2|3 CHE Ml IGMP & CHE 2B I 0| A0 A Mg 4= S LICE

=

Multicast 22|X|= St HEYIE HZdt= ZE & StLIOM T IGMP 2+9 H
A
El off

7lse AME E 5+ AEHO. O S At ZEO M IGMP-Router Z2EZ0
HE S HE LI
Fyof k|

ip igmp version version_number

22322 IGMP #Hz2| 7t 7

ST IGMP 2t H ZEEZO| ™ M7t 20| A 10| Multicast 22| X| = IGMP

2t H 7|50| AZHE ZEO|M £ A|ZHOCEH IGMP Yt 2| AKX E

B = AELCH ME FAE 224.0.0.1 Y L|CE Multicast 29| X[ 2] 552 IGMP

SAEOM B HAIX|E 7t M HEYZ Q| Zf IGMP 2 AE 7 {5t

Multicast 1&2 IttSh= A A LICH YEH 2] HAIXE B = 2tE 2 IGMP #

2| Z+Zo|2ta BLICt IGMP Query Interval (IGMP # 2| 2+2) 047 BH4oF 2 2o 2
A

MYE AR AQK|= SX| IGMP SAE 7L £ Multicast 120 CHst HEZE SA| =
gt 2= Q15 LT} IGMP Query Interval (IGMP #H2| ZH2) Oj7) =7t 22 Zfoz A&
Z2 X HEKAIOM IGMP HA|X|o] SE0| Z7t8L|C},

Chs 382 2ol ZEO|AM IGMP HE| 2H4 S 8L Lt

Ly 2%

ip igmp query-interval time &K OIE{H 0| A0A IGMP 2| ZHHS =

YRLICH (S - ),

22323 I1GMP H2|0| 7+Z 1A}

IGMP 2t E Z2EZO| ™ 2 U KA 30| CHSH IGMP 2t EH Z2E
CHE AKXVt SLH HERZO o™ FHe| =2 1M S MEUS|OFRtL

=

mH

S AlISH &
= A St

.

rir

n

Querier &= 2| HAIXIE EY £+ U= ARIXE 20T (AHY IGMP-Router
DTZEZO0| &3} &l AQX|o] ZEQILICH. EE2 8lLto| HE 0| & tLtol 72| 7t
ASLCH F, StLel A2|X(2H 1IcMP FH2| HIAX[E E”LCH Multicast 2HFE
ZZEZ2 IGMP-Router V1 0| A IGMP 2| BIA[X| & 2 AKX E 27 37| MZ0
IGMP-Router V1 Off CHok 2| 24X} MEHO| QL& LT
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IGMP-Router V2 % IGMP-Router V3 ol & & 23t querier M & &20| QIEL|C}H F,
EA P FAE M 22X 7L HERAQ| querier & LICE querier 7} Ol AQ|X| =
querier 2| EME 7|Z517| I8l A|AE MESHOF SLICH 25 A[ZHO] ZHE|H O
2P FAR AKX IGMP FH 2| HAIXE =41 & 7R H] F2] 22{X]|7}
querier 2 HBL| T},

IGMP-Router V2 &2 L& AL83H0 CHE 2| 2t4 2 714 & + AsH T

CEL CL:

ip igmp querier-timeout time CH2 queriers O| 7HZS LA EHL|CH (THY: ).

IGMP-Router V1 2| 4% CHE F2[2| 242 £12 7t gl&LICH IGMP-Router V3 2| 32,
ZZEE NAO o) 2HE7] 20 242 7+ & 5 &L CH

2233 X|C} IGMP & A|ZH A

IGMP-Router V2 3! IGMP-Router V3 2| Z2 & El IGMP B 2| DA X &
2 [O|E WEL IGMP SAEQ| XL} SEHA|ZHS ZHSL|CH &, IGMP 3AE = 48
E E|0f S AlZHO| BHEE[7] HOf| S HIAIX| i

FAEAS S LIEFH LT Z[Cf 85 AlZHO|
TR HPGO| X|HELCH 2[Cf SE A|ZHS &2 ez HESHH AT HELI0|M
IGMP T A|X| 2| SE0| Z7tgtL|Ct,

Note:

Z|t IGMP S AlZt2 IGMP # 2| 7t 2T} BoroF g LICH X|Ci S & AlZt 40|
| ZHAECH 3H AA”EE2 query-interval-1 O CHSH X[CH SE A|ZHS XAHEL =2

ML Ct IGMP-Router V2 2 IGMP-Router V3 2| A2 QIE{H 0| A T4 2 E0| A

gjo

Che P8 S 2ASLICH XM IGMP SH AlZtE 278038 S S +AJUAI2.

eyl 29

ip igmp query-max-response-time time

IGMP-Router V1 2| 42, Z|C IGMP S& A|7t2 T2 EF XtA0f 2fs 2™ E L
Ct. mh2tA O] HEH 2 IGMP-Router V1 | A= £ 27} Ql&LICH

2234 0rX|2k 12 200 Cis icmp #H2| 7t L4817

IGMP-Router V2 % IGMP-Router V3 2| A2 EX Multicast 2 &0 Chst 25 & 2|
HAIX|IZt HMEE[H OB OF FEA9 FHe| 2t40| 2B Aif SH AHL=Z
AEELLCH F IGMP 22 E= OF 3 #He| HAX| 7} =42 ASE LEH = OhX| 8
O5 82 2o 88 AlZto] BR[| Ho| SE HAIXE ELHOFLLICE IGMP
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SAEZE 2| HAIXO S & Eatt Qlthe AS YAt 7|1 t4 o|=0
O A| K| O] SEHSEX| &S LICH 0] Z2 Multicast 29| k|= & QE_I Multicast & +4
HEE YO o|EELICE OHXZ OF Fd@el FHel 7tHo] 2 U=z 43¥E 4
Multicast 1& Td& 2| HZ0| X|HEL|Ct DHX|% OF Fd&Q #a| 2tA0| %
Uo 2 HEE 22 M HEYZOXN IGMP O A|X|2| S&0| Z7hgtL|Ct.

IGMP-Router V2 2 IGMP-Router V32| 2% QIHHO|A 7+ REO|A CtaS A A5t
Opx|gt 28 Lol IGMP # 2| ZtH S R e},

L 23

ip igmp last-member-query-interval time OpX|3t 12 2A2I0| IGMP 2| ZHA (T 9

22| )5 PP

2235 HHA

Qfo| HHL |GMP-Router V1 A= S&8HX| LS L|CE
IGMP 74
IGMP-Router Z2EZ0| 2|8l #A|E|l= 7| 2|0 = BODCOM 2| AQ[X|&= ZEA 9

A Multicast & 92 X EtLICH IGMP ZAE Q| A2 Multicast & T+ 8 ¥
AL CHE = JAESLICH IGMP A E 7+ Multicast 1& groupl Of 2F 2381, Multicast
HA|X|E =41 Al Multicast & groupl Off Multicast HA|X| & - LICH L A|ZH0]
XILH™H Multicast 1& ¢ & 2 0| £ = L2 Multicast & 2 Off Multicast
HA|X| S &80 Multicast 15 2 Off 2 L|Ct CHE A|ZHO| X|LIH IGMP SAE =
Multicast 10| &5t &S = USLICH MEtA, Multicast 1& 2 HE+=
CHYSECY.

2o "5 & Multicast 12"} &2| ZEJ} A Multicast 1E0| £ 2 LA =

Z2 Multicast 2t E ZE2EEZL ZTEE Multicast 12| Multicast HA|X|E & A
£AE D EUle ZEZ AIRTL|CH IGMP-Router V3 2F O & T3 =2 X
A
T

0l

Multicast A& X|HE &AL FA | M Multicast HIA|X|E F=ASIEE T &
AAI:I Lll:l' =, Multicast D'”A|X|7|' —Jlk— [H A 'U'IE'I 7|oo| . |' IL‘ll:l'-
OIEIO|A 1 ZEOM Ctg BHEE HASI0 ZEO Cieh X Multicast 18 =
gLt
CEL ek
ip igmp static-group { * | group-address} T EO| MA Multicast 12 &MS
{include source-address | <cr>} 5
AL,
2236 IGMP EA-H= =8 714
ALX[Q ZENM IGMP V271 A|RtE|D ZEJF HALE HEYAY IGMP TAE 7}
SHLIEE Q= E R IGMP SA|-YE F82 7510 IGMP 2AE2| ZA-UE 7|52
Toig = ASLCHIGMP V2 o 70 2 S AE 7 E7Y Multicast 1 §S ' I
DAEE BE Multicast 22 X0 Leave HIA|X|E £ HL|Ct. Leave
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HA|X|E A 3 S Multicast 24X 15 8 HA|XE 2L SAEO|AM Multicast
A2 FEM= Multicast A X[ 7F ZEOf Q) I‘7(| O£ E 2QITILICtH FA| = 7|50|
A0 YW IGMP SAEQ} Multicast 29| X| ZHo| HA|X| £ A 283 LT}t

o1

2282 Multicast A& T+ ID Q| HZAts ThLC.

Note:

FHO= MY 74 ZEQ QIHHO|A #4 REOAM 25 74 & = /USLICH TS
TH REOM PHE B2 M =9l QEH0|A T REOM FHE Yo oM
=fECt =& UL MY 2 BEEOM B2 Na 7+485HH QIHIO|A T4 B EO|AM
FAE Yol MFEL|Ch YHO| QEHO|A Y B oM K TAEH Y 2y
BEOM FEE FH2 QAIHEO|A 4 ZEO L E FHS AMA|SLCH

IGMP-Router V2 | Z$ QIE/HO|A T4 BEOM THS YHES M#5t0! IGMP FAl-
4E S22 R

CEL CL:

ip igmp immediate-leave group-list IGMP SAE 0| Tht Multicast 120M =
fst-name ALt 7158 R8st AHA 222

Tt

ip access-list standard list-name list-name O|2H= EZ IP Access-list 2

2HELICH

permit source-address

HZE Ac cess-list—_r“é‘,' DEOA
SH EE 7s I8l IGMP SAEQ
IPFEAE —T“S‘.;.”—l Ct.
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0| H&H 2 IGMP-Router V1 % IGMP-Router V3 0| = § & 8}X| &L Ct.
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22.3.7IGMP EH 74 0

&9l HE IGMP-2tRE ZZEZE2 59| M| IGMP @ AEQF  2HE(X|EH O

HZO| IGMP-2tRH Z2EZ1} S 2tE|X| §=Ct. MEtM dAXf HEZ0 U= o™
Z2E HAshs AAX|7 e E2 XA B Mol IGMP-

ar%a ZZ2EES X7| HFO | 22 IGMP-2IRH ZE2EZE HA

OF g LT},

2| Xt7F IGMP-2H2H V1 X IGMP-2HRE v2 & Hd

AZE HEHYIZO| ACts AS L0 ACHD 7HESHH, 22| Xt IGMP-2HRE =

ZEZ HTEO V2T S IGMP-22H 2 0| A H S OF LT},

ot= 29AX|7F 22 AX|7t

interface ethernet 1/0 ip

igmp version 1

2. 2= 1GMP H2| 7t 24 ¢

rir
0
I
mjo

CtS Ol QIE{L|O|A ethernet 1/0 A IGMP #H2| ZtA 2 50 =2 =5}

Ho{FLCt
interface ethernet 1/0 ip

igmp query-interval 50

3. IGMP Querier 7t2 714 o

H} EH
o d

rir
mjo

Ch2 Ol = QI E{If| O] A ethernet 1/0 Ol A IGMP Querier 742 100 X2 =5}
H2olEL|C}

interface ethernet 1/0 ip

igmp querier-timeout 10

4. IGMP X[C SEF A|Zt O K|

CHS O = I E{TH O A ethernet 1/0 O| A Z|CH IGMP 8 & AlZHS 15 X2 = 5t= YRS
B FLIC
interface ethernet 1/0 ip igmp query-

max-response-time 15
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5. OFX[2 O& |0 Chet IGMP el 743 74 29f of

L2 0o M= AE I O]~ ethernet 1/0 A ORX| 2 A& @2l IGMP 2| 7t =
2000ms 2 +=5t= LS EoF LT}
interface ethernet 1/0 ip igmp last-

member-query-interval 2000

6. & IGMP 7 O K|

2oL
interface ethernet 1/0 ip

igmp static-group *

O|F 7+d HH 2 QIE{I| O| A ethernet 1/0 0| M 2& & Multicast &2 T-d& LICH
Multicast 22 & ZT2ZEZ2 2 E |P multicast HA|X| S 2IE{H 0| A ethernet

1/0 22 [Eot= AYLCt,

interface ethernet 1/0 ip igmp

static-group 224.1.1.7

Ol 7+ BHE QAHL|O|A ethernet 1/0 O EA multicast & 224.1.1.7 8 T+dLICH F,
RIE{ I O| A& multicast & 224.1.1.7 Off £ 8HL|CH Multicast 2t 8 T2 EE2 OHE LY Multicast
24.1.1.7 2 ™% & 2E IP Multicast HA|X|E QIE{T|O| A ethernet 1/0 2 2

HEShE AYLICH

[
noou
N
[

interface ethernet 1/0 ip igmp static-group 224.1.1.7
include 192.168.20.168

.

7|& HHE 192 QIE L 0| A ethernet 0/0 Off H & Multicast 1& 224.1.1.7 2 74 o}
Multicast 1E 29| source-filter £ 192.168.20.168 2 ™MO|gtL|Ct. &, CIHH O|A
Multicast & 224.1.1.7 O &3tX|Zt 192.168.20.168 2| IP Multicast O A|X]
Z=ABHLICEH Multicast 2H2E Z2EZE2 192.168.20.168 Of Al Alg|D ORALY
Multicast 18 224.1.1.7 2 ©& =l IP Multicast HA|X|S QIE{H 0|2 O|E4 0/02 2

HEot=s AYL Lt

e orr g

—

IHHO|A 71 REOM CHZ FE S 2 &St 192.168.20.169 O A OFX|ZH 2 =



SFC5200A Al2|= 27 Ui
Multicast 1& 224.1.1.7 £ & & IP Multicast HA|X| £ =418 L CL.
ip igmp static-group 224.1.1.7 include 192.168.20.169

JIEFEH2 o2 AA FAE OS] sl o2 H AME = USLCH
Note:

Multicast 1 E0A Multicast 18 HE= S8 &2 FA} EHE &4 FA0 O
SA0 74 & 5= YELCH 0|2 oM A= BE2 MEFELICE O E

igmp static-group 224.1.1.7 BEZ A ot = ip igmp static-group 224.1.1.7 include
192.168.20.168 HH S MBI H ip igmp HHO| MM E/L|Ct HH 1 F 224.1.1.7 =8

o=
192.168.20.168 2 M 2f & L|C},

7. IGMP SA|-HE 55 214 oA] CH2 oo M= immediate-leave 7|52 AF23}0] ethernet

1/0 QEHO| AN YAl SX|Z|=F Access-listE 25t IGMP ZAEQ| IP A
192.168.20.168 & Access-list Off F7I5t= H# S EOFLICE O] +H= ALSHEH 1P
ZA71192.168.20.168 QI IGMP SAEO| M SA Etg| 7|52 AMRE 4= Q& LCL.
interface ethernet 1/0 ip igmp

immediate-leave imme-leave

exit ip access-list standard imme-

leave permit 192.168.20.168
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22-4 & PIM-DM 7+°4

22.4.1 PIM-DM 27§

Protocol Independent Multicast Dense Mode (PIM-DM)+= Z % 2 E 9| Multicast
28 Z=ZESYLICE 7|2F2Z Multicast 2274 Multicast HIO|HE ELH7|
AZSHH 0o 2E HERR =E7F HO|HE ALt W2t PIM-DM 2
Multicast I 2! 2 Broadcast & ZEZ M L|CH Multicast 227t HIO[HE
EU7| AZSHH A2|X|= RPF QHI|O|AE Mot 2= PiM -2t QIE 0|

22 Multicast Tf 2 S EELICE O]2{st A O 2 pIM-DM =0 Q12 2= HE 92
= E &= 0[2{3 Multicast If 2 & =41 & = UASL|CH Multicast 22| & 2t235}7| 2|Y
AQX= 0& G &2 SO diYdH= Multicast 2+ 8 2=

(S, G)2 M Ysliof BL|C}. 2t 8 &= (S, G)Ml= Multicast 222 4, Multicast

AF F2, 24 AHE0[A F 5, EfO|H & 2105 ZoretL|Cf.

~—~

Y

O] g2 ™ PIM-DM 2 pruning 8

EX HEA MOAHEY Multicast 1& 7+
E YT HEQI NIHEE HZs= AE QEIO|AE M2l 3 CHS

=
pruning & E{E AEELIC} pruning & Ef= XS AlZH EFO[TOf| SHE & LICH EFO] BTt
AlZE 2= k[ pruning & ERZF CHA] = & ERZF 2| Multicast BIO|E{ = O] 27| & et
HE 2 &= UASLICH ES pruning & E0= Multicast 222 3 Multicast L&0f| T
HEI7 50 AELCE pruning 20| Multicast 1& 74 0| LIEILIH PIM-DM 2
¢ BEQ| pruning SEFZF AZH Z1HE[O] pruning

SERZF TEO| E W7EA] Z7|CH2|X| B 0] HAIX| S &9 2E2 ekt Tt

A2A SN AE GO HEE EUHe o H HH-5 2/X|= 2128 &= (S, G)29
M2 2% HEZE FI7|XMo2 28| Broadcast EE|2 ELHAM MZ 1AE OtE L L
PIM-DM | &Ej |2 D& HH2 CHR AER MEE ME 1 & 10 Broadcast E 2|2

pruning O| A[ZH ENtE|X| Q=& o LTt

CHS AN A HEYIO|AM DR MEHO| = PIM-DM & CtS1f ZH2 #e & gt}
gtEXMoz ML= Multicast S LX|SH7| QI 17O MEXE MES= FF
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e M 2= {EQAQ 2= AL XK.

® Multi-access HHE IO A X|FHEl 2+2E((DR)E MEASHLCL.

o
<

IGMP v1 1t S 3t =& PIM-

2 98 X st 24
RIE} O] 2 1p 3t0] A/ o

—
A XIOf EA|IZX] GE2 B QI

2 DR MEiZ gL} QIEEOo|A0 2= PiM 21 22 EH 7 DR
7t =2 QI 2tRE7t DROZ MEHEILICE @M =27t ZoH®
2tRE7t DR2ZE MEHELICH 24 =217t 4 2t RE 2| Hello
{H 0| A7} 71 2 1P 2t2 71X 2t HIt DR 22 MEHE LT

M

My
40

ro
rx

m

DBCOM A 2| X|2| PIM-DM v2 = CIDR, VLSM % IGMP v1-v3 & X| /8L L}

22.4.2 PIM-DM A3} 7|

22.4.2.1 EfO|H{ =M 5}7|

228 T2 EZ2 Hello HA|X|2t State-Refresh M| 0f HA|X|Q] M& Bl=& EEH 517

s of2f 7He| EIO|HE AMSSTICE Hello MAIX|E M&dte 7442 AF & ATt

SHEA 49 2 = A=K o 70| S¢S 0L 29X 4 REO|M ot BEE

Hesiof BHO|HE ZHEAAIR

BEo 1

ip pim-dm hello-interval OIE{T| 0| A U neighbor © 2L H Hello
HAMX & S48 7t (= TS 48
Lt

ip pim-dm state-refresh | A A2 RF ZASI= K HW-Z AL K9

origination-interval ARl A2 3E HAIXE BULE 2tHLS
QAEZ mEO| THOIB FEFLCE O+
29X[Q| B2 A2 B M=z 0 FE HAl XI5
FAlstn XMalshs 7| kYLt

22422 SE{ Mz 2H 714

PIM-DM 2| &Ef Mz 28 Mo E=7|28oz e| REO|M HEE L 2

HOo|& 4 REO| 7+ BH2 445 2 dAst= A Bl 5 29IX|7t F

7Mooz HEf M2 D HAIXE 2L I FAEF ZEO A0 HEE LT

Che 291K[el 22 42 E M2 2H HAIXIE M| 7|2t Lt

CEL ek

no ip pim-dm state-refresh disable TEOIA AE M2 D HAXS HuyD

EI
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ip pim-dm state-refresh TEO|AM AE|l ME X OHAXE 2UD
origination-interval

22423 ZH 14 EE

PIM-DM 2 72502 HEY S22 QWX YUt 4% & UHY 222 oF
LEY 22 L Multicast 27| EIZ 228 EBLICL 01t 22 OIF TojA 2

ZEO|A FgBlof gLCt.

HEQA MIAHEQ| AQX| EE= ALQIX|7} PIM-DM HE A0 &7t8t= A S ZX|6F 2{H
OIY WHE BEZ Fslof ehLict 25 050| 2Z IS Sutste Z

o
= S XISt 518352 ™ Multicast 2AH BEHE |52 T+48H0F &L

CEN ek
ip pim-dm neighor-filter OIF TEa 228 AMSHL|C}
ip multicast boundary Multicast Z A0 A ZE{ Y 22 g L|ch

22.42.4DR M &= dH5H7|

_._

IGMP v1 T} S840 DR ME40] BRSLICE 7|2 02 DRO| @M 29l 12
SHE T AEB0|A2 ZE PIM QI BHPE 7 DR £4 £9|2 X| 8} e
QM £29/2 7HE A M
P 201 310h 91 917 242E(7 DROZ HEELIC, 24 &
Ol A K| O EA|EIX| 2408 QIE{HO| AT} 74 2 1P 242 74Kl 2H2E{7t DR 22

MEHELICE QIETO|A 718 ZEOM TS B S HASHAI2.

Hyol £l

ip pim-dm dr-priority

ﬂllﬂl

XNEE ZEOM ZEZ DR O TS 24 &= ¢
M
od .

gt

22.4.25 = (S,G) X[ 27|
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clear ip mroute pim-dm {* | group [source]}

EZ MRT UM &5 (S, G)2 AL L
A2 28 HOIE2 ¥ AMASHeE AY
LICt YH2 YAEZ ZEOAN PIM-DM

Z2EZOf o3 44 & (s,

&t

clear ip pim-dm interface

PIM-DM e =l Multicast
HAIX| o] A 22 M- L Ct
o ¥y2 YAEE ZEOAM PIM-DM

E20 Q3 49 E (s,

422 AE M2 0% P Crel S At
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22-5 % PIM-SM 435} 7|

22.5.1 PIM-SM 27}

Protocol Independent Multicast Spare Mode (PIM-SM)= AIF A B E 9| Multicast
2t Z2EZYLLCL PIM-SM =0 Q0N PIM-SM & 2&dt= 29K F7|H

O 2 Hello 325 &0 L3t 22 582 2L

o CIIHTt PIM-SM A%|X| & HAHSIH A 2.

v

Sap—
Sender 4}&

(+, G) Join >
(S, G)Registration Unicast
(S, G} Join v

Shared Tree

Source Tree wei
(S, G}Registra:dicn'b Unicast

P
Data stream ==

Receiver

12l 5-1 PIM-SM 9| £H0] e

PIM-SM € Multicast Hf Z E 2|2 9+ 0] Multicast I Z1€ ™ E&etL| T} Multicast £
ZEDESH ECIXH ZER ERQ F OAECE 25 & 5 USLICH

Shared Tree = 12 G °| RP & ZE £ A3} Shortest Path Tree = Multicast 225

[ 4 —=

FEZ AETLCL PIM-SM 2 EA|E join / prune 2E& S5l Multicast

Wi S22 BHS 3 R X| Ba|BLICH 18 5.1 2 20| DR O] 441 Z0A Join B AIXIS
+415t% DR 2 18 B o RP O Th3 2 Z0IA ¢+ G) - 7Y BAIR| 2§ Ealo
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ZHUAZULCH AN TAE Multicast HIAIX|E D50 MESIH AA SAEQ| IfFIE
S 2 mA|X|0f I{7|X|3} £/ DR O 2|8l RP O Unicast EL|C} 18 C}S RP &= AA
SAEO I|F|X| K| YL IZIE 2 EE Wt 12 FHYUNA LT RP =

220 Z|CHF 2 E2|0f HOSH| l8f (S, G) - ZQ HAX[E &4 Hegtoz K HAY
= 29X 2 EYLICEH Ol ez 240 IjZ
2 7|8 =X 2 AT 2 EZE Wt R 2 MEELICH R HM Multicast

2 E

HO|E|7} XS0 Rp = S 2 Z=X| HA|X|2 AA0 DRO| EL{T DRE S2 1jf 7|X|
ZZMAE FRIELICE 0|7 AA9| Multicast HIO|HE O 0|4 Tf7| & ZX| LX|T
A0 KTt A2 M HE W2t RPE MS EI S RPI SR ERE I 2t 4 OF
HH O A MSZLICE Multicast HIO|H 7t EREHX| %2 Z2 DR Prune HA|X|E
J& G2 RP £ &l Multicast 3101 37 E2|& MAHZLICE,

PIM-SM 2 RP M & &b & QIX|SHL|Ct StLt O & 2| 2 & BSR Of PIM-SM =0 @1 0f| A
TEELULCH &Y 780 2t =2 BSR 50 A BSR 2 MEg = JUESLICH T2 RP &
PIM-SM ED1IO_I01IA1 IMEILICE 0|23t &2 RP &= RP 9 FA2} Multicast 1E&

Z3tsh= I 22 BSR Of Uni-casting & L|Ct. BSR 2 %EJEI =y
RP S i &¢t= 18 O{EYAE Zostes FEAEY HAIXIE A MO 2 MY it

= T — o
SEAEY HARIE B ZHINAN B EHIZ HEELICH AXE RE AEY

HAIX|E =41510f M EBLICH DRO| A HAE S AEQ IF FA 0| TAof cist
BEOME 22 2 DRO| 2E2 2t E &=0| g2 DR 2 SHA| &
n2[E2 8 18 FAE & RP O ojEeL|CH O3 CHE DR 2 Join / prune

HAIXE RP ZFO2 ZEHE Multicast LICtH OFX|HC 2, DR 2 S5 HA|X| 0
Multicast G|O|H{ & I} 7| & 35t11 O] & RP Of Uni-casting g LILCt.

22.5.2 PIM-SM T8} 7|
22.5.2.1 PIM-SM A|&t8}7|

= 383 ’é'%”éf@ CIE{H|O| A0 A PIM-SM & HABI0] sparse ZE0|Af HE|
A

'p pim-sm PIM-SM S AlSislT OIE{T0|A T4 @Coj
M PIM-SM ”E*EI IHAE BtRE mEAHAE

-0
m
=
§
>
Mot
0x
fot
mjn
>
™
&
I
o

22.5.2.2 85 RP +M5}7|
HERKI #2271 &2 Z2 PIM-SM 2 AFESIEE X RPE 74 & &+ A& LILCL
PIM-SM =0 Q10 e 2 E 2t E2| RP 42 S Yolof 2Lt

PIM-SM Multicast 4 27} H&tstL| Tt PIM-SM 20| Q10| & BI2EH 7 BSR &



SFC5200A Al2|= 4 D+ <

|a-c+’|-5|.|:|:| RP 7|. _,_A-|E [[|-E oz IHX"°|7|- __I.I.kiEI x—lx—l RP 7|. OA—lX—I oz A|._9_EI=II |_||:|._

RP = BSR 0l o|3}{ HYZ &|= RP OE =5 2| RP 7t M= & L},
Mo 74 BEO|A CHS BYe MetLch
CEL ek
ip pim-sm rp-address rp-add 22 AQX|0f O3t MA Rp 2 FAISHL|CL.
[override|acl-name] no ip pim-
sm rp-address rp-add
22.5.2.3 Of|H| BSR Td5}7]
T2 RPO FEE PIM-SM =0 QI0A 13 BSR 2EHS Mg & = ASLCHL MY
BSR 2 E0Ql0|M RP & SHX| SOl M 14

A
+3
SHL

ot B =S50 RP Of 0| 11
C

DO Chg S AL

CEL ek
ip pim-sm bsr-candidate type number ofH| BSR @ 2Z A9k 22|12 MY BSR
[hash-mask-length] [priority] no ip pim- BSM H|A|X| £ &&3t 1 MY BSR O|Ct,
sm bsr-candidate type number

22.5.2.4 OjlH| RP T+/43}7|

SHRPE F/|H2Z BSRE 427 ¢ Ltg QS 2= PIM-SM 2tRHZ
=[O RP OfHO| FokX| =HQlgtL|Ch M 14 REO|M Ctg BEE
gLt

BHO 2%

24 AQXE FE RP 2 THELICL RPE
ip pim-sm rp-candidate [type number] IAMSt S =J| Mo 2 BSR 2 2 L|C},
[interval|group-list acl-name] no ip pim- ° = °
sm rp-candidate [type number] BSR 2 EE PIM-SM Ef2HE PIM-SM &

0| 21 © 2 broadcast & L|Ct.

22.5.2.5 PIM-SM Multicast Z2& L}EHH L|CH,
Ly ks
show ip mroute pim-sm [group-address] Cle HHS AHSIO PIM-SM O A| &t St
[source-address] [type number] [summary]
[count] [active kbps]
multicast 42 HEE ZQlIgtL|Ct.
22.5.2.6 Multicast 2t E &5 by PIM-SM X[ 27|
Cte HES J&5t0] PIM-SM O M ot of BE| I/ AE B2 E X| SLICH
CEL Hy
clear ip mroute pim-sm [ * | | pjN-SM CHSH R EOf| TS XFM|SH & &

group-address ] [source-address]
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22.5.3 T4 O x|

22.5.3.1 PIM-SM 7§ O CtE2 F A2[X|7t PIM-SM Multicast Z2 £ Hf R MEst= ™S
2oL X A
ip multicast-routing interface LoopbackO ip

address 192.166.100.142 255.255.255.0 ip
pim-sm interface Ethernetl/1 ip address
192.166.1.142 255.255.255.0 ip pim-sm ip
pim-sm dr-priority 100 interface Serial2/0 ip
address 192.168.21.142 255.255.255.0
physical-layer speed 128000 ip pim-sm
router rip network 192.168.21.0 network
192.166.1.0 network 192.166.100.0
version2 ip pim-sm bsr-candidate
Loopback0 30 201 ip pim-sm rp-candidate
Loopback0

K| B:

ip multicast-routing interface Ethernet0/1 ip
address 192.168.200.144 255.255.255.0 ip
pim-sm ip pim-sm dr-priority 200

interface Serial0/0
ip address 192.168.21.144 255.255.255.0 ip

pim-sm

22.5.3.2 BSR A% Of|(Vlan ZEO| AQ|X| 40| £|0{QlLCt.

CHE o= & 291X2] BSR 7+d& B FL Lt

Al A

ip multicast-routing interface LoopbackO ip
address 192.166.100.142 255.255.255.0 ip
pim-sm interface Ethernetl/1 ip address
192.166.1.142 255.255.255.0 ip pim-sm
interface Serial2/0 ip address
192.168.21.142 255.255.255.0 physical-
layer speed 128000 ip pim-sm router rip

network 192.168.21.0 network
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192.166.100.0 ip pim-sm bsr-candidate

Loopback0 30 201

A B:

ip multicast-routing interface LoopbackO ip
address 192.168.100.144 255.255.255.0 ip
pim-sm interface Ethernet0/1 ip address
192.168.200.144 255.255.255.0 ip pim-sm
interface Serial0/0 ip address
192.168.21.144 255.255.255.0 ip pim-sm

ip pim-sm bsr-candidate LoopbackO 30

23 %. QoS 4

23-1 & QoS ++4d
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® 802.1Q Z Yl EiAE 7|EL= TS FEY L EBiO0= 2 HIO|EZF ASL
|E= 28 =% ==& HEIYLICE 8 7iel 24 =2/ 2i|E o 1t

?l &S LIEFRHLICE

e |P OAIXIQ IP &HO|AM DSCP BEE 7|8te2 5242 FHSLICt DSCP EEE& IP
52l ToS =0 Q0| AM 6 HHEE AtX|ghL|CH

o
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ES HEYAES A0l EY HAIXE et o £ JAELCH SR Lo B o2
2ol 5oz $3MELCH AQX|Q QoS 7|52 HEYI Y=g Zupxo=
OHS 0] A58 SHAA|Z LTt

23.1.1.2 P2P QoS 2 &

P2P QoS AMH|A B E2 Ct2 peerto Peer HA|X|E H&E

o= _JIK_ %lﬁl.ll:l- QOS_JI\_

= E 9|0 = Best-effort served service 2} differentiated service 2| &
A QEZ X| AL Ct

It 880l M|
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A

1. Best-effort A{H|
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22.1.2QoS HH UF FE

getdo 2 AQXle ZE HAIXIE TESHZ| flof ZdS CrHLth FH7t
HASHH 2= HAIX|ZF A A E =+ ASLICH X2, CHE HAIX= CHE & /42
ol A s

ZEX| 2 ASLICH 28 HAIX= O Lh2 MB|A2t &4 HS =[0{0F R LICE Qos
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MELICE Metd HESRR d50] ddE0 ez AMEYLICL OfH

o O
YoM E £91%|2] 7|55 g5t YRS 28U
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MY Y 2EO|M Cos P
g2 waLCH 28 29
Lich 22X ¢oB MY
% cos M £ 7]

SFC5200A Al2|=

—
A'IIC-; |]H_n_O-I

configure

[no] cos map quid cosl..cosn (1~8)

quid = COS ®M&=2l9l ID YLt
cosl..cosn = IEEES02.1p Of 2|

cos X Y LICt.

Exit el 2EZ sorzkLct,
Write IAS XMAESHL|CL,
22.1.3.2 CoS M =% 7| S| LY = +d

configure

[no] scheduler wrr
weightl...weightn (1~8)

bandwidth

Weight(1~n)Oll A 8 7H2| CoS M= 242
LEERR LT

exit

el 8 REZ SOtZL(L,

write

22.1.3.3 CoS &

22K 2

Zt
2|
thz1 2ol A

%E—. CHZ| 20| QL5 LICt. Of A9/ X|0f|l= 8 72| 2
=S U7IES ofefo] s &Lt

M
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® SP (Sheer Priority): 282t @4 &2 YH. M =27t &
U= 2208 MEEHLCH M &2

=17t =2 7| 20] 5o A
I Zl0] QL2 of mjzio] B

® WRR (Weighted Round Robin): 2f 70| 7ts%t o B 0| &&= 2 Y LICt.

|7F R2 7|89l mjizl2 *4

17b =2 of 7[ o

Aot ZEO|M ChZ Y-S A5 Cos @M =9 t7|E2 €8E LI

g9 29

o

configure O LM ODEZ A|RBSIAA Q.

[no] scheduler policy { sp | wrr }
Qos &4 &=9| CH7|Hof Cie &Y HEHS

spEsp2HEF
A
T

2 wrr 24 &

exit 2| REZ SofZtL Lt
write 84S MEe
22.1.3.4 QoS M =% t7|gof Lt AHE BE 74
COS M =% 7= WRR YL|Ct AHE0 = F 7HX| f&0| JUSLICE

o MZ7IRE: BAUY IjZ 5 AHSTLIC

°
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N
>
N
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>
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Ot
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22.1.35 ZLEQ| 7|2 CoSs 7 M

ZET 20]=0] gl= =2
F7tskea gL 7|2 Co

» po

L|C}.

EY EE0M B ZEQ| 7|2 CoS ¢l ZX S TABIUAIR.

=S LIEF-LCE

[RSLICE T2l == 7|2 27E BEYUCH M2t B

20| =0f

A1y 29

configure FMol 1A DEE A|ESIAAI

interface g0/1




SFC5200A Al2|= M o<

[no] cos default cos (0~7) . N
2lo|£0| gle =22l Cos o2 Tdstn
CoS = cos #t2 LtEFALICE
7|2 222 cos (0~7) 70| s C
exit MY g ZEZ SOt
exit g mEZ Sopztuct
write FH4e My
22.1.3.6 HLEO|Cos M =%l TH7[E 74
M =2 77t 2ojo] 2 ZEO| dYEH ZE= FHE R4 =9 H7IEE A
gL X poH I 2E COosS M =%l 7|8 IOl X E LT} 7|2 CoS e
TSI T AT BEOM S HYS SIS,
FEq a9
configure Mo 14 7Y RES AN
interface g0/1 JM St ZEO 20l ),
[no] cos map quid cosl..cosn (1~8) CoS @M E 72 MASH|C}
Quid = M=%/ ID LT

Cos(1~n)2 IEEE802.1p Ofl 2| &l cos &t Y

exit

Mo 4 mE2 E0LICt

exit 2| R EZ FopZfL|Ct

22.1.3.7 Qos Of & F2f H7d5}7|

QoS OfE T2 & oM X[’H 2 S FHSH|0| EF 7|5 KHEiSH= AR LICH
StLES| 1] BF AR S H|O|E UM A 1P BN A =ZF I MAC Access-list & & XA Z
= ASLCH O-X| gto™ Fdo| HufgtL|Ch 20| 37t ol 3 FA2 O3 &HYS
FWSH= O AFEE LT

Hole S8 &L =X7t AREH &2 HOlE EERE LX|A7]7] ¢
AEEIX| AESLICH IP WMA FFO| LE M= N7YE[0] QLO{OFRHLILCE.

QoS OfE Mekz DHE{H ot REO|M CHE &S A 2.

0] My

configure Mol Y mEg AR
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[no]policy-map name
QoS TEf HIO|Z 7 REE AL CL

name 2 HEfH|0|S2| 0| &S LtEFHLICE.

description description-text QoS o FEHS MuS RABHLCE.

description-text = &2 HdHsI=

Text 2 L|Ct

[no]classify {ip access - oup

access-list-name | cp dscp-valut | mac QoS M2F O| YX|=l HjO|E BES

.cess-name |
access-group mac- 'lan vian-

) MBI
id | cos cos | any } TEgLH L
access-list-name = Y X|5H= IP Access list 2|
O| & LIC} dscp-value O| 2t 1P A X|Of| Ct2

ME| &~ & ofofgfLct.

mac-list-name Mac £ 2|AEQ| LX[3} =
Zz4 22 0|20|C},
vlan-id vlan 1} 2 X|3}+= D O|Ct

cos £ X[SH= MH| A S5 4 LHEHE
LIC}. any O D 211} 2X| &S

HEHct

action{bandwidth max-band | COS| QIX|3}= O|O|E| 2 M2 A StL|C},

—

cos-value | dscp dscp-value | redirect QoS Mzt H|o| £,
interface-id | drop | monitor }

max-band CIO|HZE0| 2|l X|Cf CHYZ O]
ML Tt cos-value YX|E MH|A S28

cos-value

dscp-value £ 52| ¥= dscp BE dscp-

value. 242 OHEA|ZL|CE,

interface-id X| &40 4= SE9| BE5E

LtEHRHLICH

Drop E& HAIX|E &FH

StL|Ct.. Stat
SAH QL2 E LIEFHLICH monitor

fzlg 0 ZEE ME

mjo

ojnjghuct

exit

Y FYEER SOHLLICt
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exit

=)
22138 Qos HH mi¥ 4 23 3 HYS A0 Qos T Of

configure

[no]policy-map name

description description-text

YLt

description-text = M&f& 4E5l= HAE

exit

ZE2YH 31N D2 SopzfL ot

exit

2| REZ ot L

22.1.3.9 QoS DN & Heko| Y X|SI=
=5 A2 a7 Atgto| wat e 2H Y

HE OOl =58 T83tdAI2.

=1

=~

HO|E =& 7d3t7] Qos HIO|E S &2

AL Ct oS A S LXIS

rir

g0

configure

[no]policy-map name

QoS M2t 5E0 +42 LT name

o
i
m
s
I
o

[no]classify {ip access-group
access-list-name | dscp dscp-value | mac

access-group mac-access-name | vlan vlan-id
| cos cos | any }

access-list-name 2 X[St= IP ac-list O| & & L

ct.

dscp-value stands for the diffserv field in the IP
message. mac-list-name £ 2X|5h= MAC ac-

list O|& LUt wvlan-id Vian O}o|C|
LIEHHLICE,

£
=

exit cos YX[St= MH|A S5 ZHALICH
MY 7 ZEZ SOt
exit

B2l ez SofgLnt
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22.1.3.10 QoS Of¥ TEte| YX|St= HIO|H S &S LX|St= 57|

HOlE =82 &5 Folettts A2 Y = Aot HAIX| 44X, =02 YHOIE

=
o
= ologLCh oF HYsS

o
TEY 742 HolE SS0| ufet B LU N d
+d5t0] LX[5H= H|0|H S &0 et 2 s H oAl
FHO 49

configure MY 7 ZEE A8

[no]policy-map name
Qos M2 +d REE H@TILICL name
M2l 0|58 LiEty Lct

action {bandwidth max-band | cos QoS M2k B0 YX|st= Cjo|E & M2k 2

cos-value | dscp dscp-value | vlanID

vlanidvalue | redirect interface-id | drop | stat | TS LICE. max-band: Z|CHgtS LIEF LICY,

| monitor }
cos-value Z&2| AMHA S5 EEE
cosvalue £ H7gst= A2 o0l Ct.
dscp-value ¥X|5t= S E2| dscp EEE VSE-
wez 485 Ay YL
vlanid-value ¥X|E S29| VLANID ZEE]
vianid-value 2 HAd&3t= ZAS 2lO|gL|LCt,
interface-id 2akd LK = 59|
SEE LIEFHL O
drop E& E HA|X[E LIEFRLICE
Stat 22|X|0f Qs £=TE A HEE L
EFHLICE monitor I{ZIS 023 ZEO
H&st= A 2 QojgL

exit ¥ 7Y RER SordLct

exit al2 =2 gorct,

I
Ot
it
>
fo
2
J
k=]
H
Im
=2
bl
ol
m
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Lch ZEQ| RE MEO| AN AXE ZEUN 7|23 o 7|2 ML

B 2of MY
configure HO P BES AEBLCH
interface g0/1 M & mEO 205}

[no] qos policy name { ingress|egress}
ZEO0| Qos M&= HELILL name

g ofolghuct.

exit MY M mE 2 SofzfLct
exit 2| ZEZ EOopZfL Lt

22.1.3.12 QoS OHE HEF H|0O] 2 HA|

show QoS strategy {1 & HIO| 52 d™dT &= ASLICL

QoS T DT H|O| =5 EAlot2AH AT REOM ChE XY S s A L.

Y Zof =L

show policy-map [policy-map-name] DE £ X|HE Qos Mk IHE Ho|E2S

policy-map-name 0§ & E|0| 22| 0|2
LHEFE LI},

configure MY 1M mE=Z oLt

interface g0/1 ZTE H DEZ E0{ZLCh
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[no] switchportrate-limit  band (1~1000)

{ingress|egress}

Ingress 2 H|t0| & 10f &2 7| E LIC} egress

SE Heto| 20 S 7HU L

exit
Hol 2y mE= sofuc
exit el ZEZ SotZfL|Ct,

22.1.4 QoS T4 O X|

22.141

ZEO|AM HAIX|2] cos s 2 2 B B0t TEE
HEfE HEsoF LI 2= H|OlH

ip access-list extended ipacl

permit ip  192.168.20.2

255.255.255.255

ZEO| QoS ™2f O K| &E3}7|

SELICH DX o T2
S22 EDE 4 AL

192.168.20.210

255.255.255.255 policy-map any classify any policy-map pmap classify ip

access-group ipacl action cos 2 interface GigaEthernet0/2 qos policy pmap

ingress qos policy any ingress (pay attention to the order of two strategies

applied)
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x= 1T =a -
24 2 AZ ZE2EEZ HYE 7457
1.1 27
2 A5 ZREZE HE2 29X SH ALO[O] AFEAIZE A9K|Q] 2HEH 2 AT 2ZES of
DE0| Qs FS LR A0 XA HEJIN XZE 2 AE Z2EEZS2 TS ¢
4 UABLCH A9KE ABKE 93 Feks
O C|of & LTt
= 1o = 5| = ~
122 A8 Z2EE HYE AE +d5}H7
2R[K| QIHHO[AMM HHOE MBSO AT 2 ZREES HE 7|58 T
oAl 2. 4 HA= CrE1 25 LI
Gy 43
configure Ho 14 neg AR
interface <intf_name> AQ|k|o| OIE{HO|A FTAHREZS A|ZSHL|C},
[no] I2protocol-tunnel [stp] Xl stp TREZO| Y752 ALK 7t
X §stH 2 A B E Ar8gtL T,
[CTRL] +Z EXEC ZE& LzZhct.
write THE MEELCH
X 1T 2 [y
13245 Z2E= HE 74 oA
it i oo poeene 14114 I Reeeeg pawed (11|
(- e e 1 i1
Al/A2 /= 20l HEYA0| £35tH, c1/C2 & F ROM 24t Bl AKX Y L|CH 0242 X}



SFC5200A Al2|= 47 O 7 <

Aol HERIR & &+ 7HKIE otz 2ot} gLt F, HEYI:= 1S 2o 34 o
S MEYUCH AEAZE sSTP o 4ol TES AUt E 2 29X O F 74 =

—
Sesfope Lict

1

A Q| X| A1 9| f0/2, fo/1 1F f0/2 O] 20|, A Q| X| A2fo/L QFfo/2 7 ERA 2

EZ2 F8EUch

STP ZZEZ9| HE7|sdt A2 9 fo/2 2F A1 2 0/1 O] EZSt=E FME O
OI¢|_||:|.'

=
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25 &, SIEQY O IP Subnet 2t & 774

25.1.1 SIEQ| 0] IP Subnet 82 7+ 2t

25.1.1.1 748

SEQIO] IP Subnet ZE& IP 2| W2 Wetut FALSHL|CH SHES 0] IP Subnet
B2 Y| X| U2 B IP FATF 2 = ME HAIX] 2o BAE L

Ch g=0| AUSH HA|X|7} SIEQOE S MHELICH T &=0| gleH
HA[X|7tcPU B & &l Ch2 AZEQIOE Sl 2| & LIC.

SIERO IP Subnet 22 &=0|= CHY Subnet, OFAZR ChS SO IP F

SIE{H|0] & SO| =& LICE SL=Y0f IP Subnet F=27F 23t 1P 7HA| 7f
HIfst T A|AR2 SHEQ0] IP Subnet 22 &=8 EolgtL|ct dX| & F0|
LA HAX= CHE & 1P F2ao X S50 X FE AHIOo|AE Sl HE
HEE L SE=Y O 1P Subnet 32 &=0| §l2® M2|S 2[s HAIX|Z7tCPU 2
HESELIL

SIERIO IP Subnet E20= AtE X =32 & 7HX| REZ JAFLILE =5
ZEME SIEYO IP Subnet ZZ2E 522 g fioF LT SHX| A

sUo 2 0237} QU= 2t Ea2 HA G5 00F gLILH At 2 E0f|A
|ARE AT A2 E SHER O] Subnet BE0| XS 2 FIHEHL

Ch. 8tEQ0f Subnet ZE27} AR LM D E MXIJF RSO 2 S E LT}

-

25.1.1.2 SIESRIO] IP Subnet B2 T435t7| SERO] IP Subnet B2
785t L& HAS sAStHAlL.
oA B30 2%
1 [no] ip exf {default | destination mask} {cpu| s =9|0| Subnet ZZ0| CHAL HEL Ao}
| nexthop vlan vlanid} N N "
OfA3E XI83H0] F7HSALE ARt of
4o g B2 0 FY2 +5 7Y
DEo|Met RBEL o
2 nojip exf " o sIMBL el
[no]ip ex S=Q)0f IP Subnet 2t 82 &%t E=
Bl getatL|C.

25.1.1.3 SIERI0] IP Subnet ZZ /42| AEf 2HI5]7|

HYof EL
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show ip exf

oM B2 TYYHE 2o ELL




25.1.2 74

2t

ME

©

ox!
tu

o
ro
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SFC5200A Al2|= 4 O <

Ofl A

= 822 7Y T 0 THe L8O FASHIAIL.
4 5 29Dt B0l Tt 2 cPU YLICH T+ EO| 1P F4 7 ot
X (o]

-
= [
| QIE o]~ 2 & { 2 2t YLICE SEEROf IP Subnet B2 &

x

oo rjo oo Hu

refix 21 = 7§ 0|2 B2= SHERO IP Subnet ZZ27t A{EY 2 LY SHA|
E|O{OF SfL|Ct CHE &5 F=0f Subnet 2t2 & HIO| = 0| E2{=O|

>
e

|_°
oy
4o
ol3

u]

n
L)

= d

= —

/o8 528 cPUE HEHLIT AlAE I0| ARP BEIE 4 MO Ala
£ SR XY T2 YOO|EFLCL VLAN QEE0|A7} C+E O
o Z=o| [+ BO| cPU 2 NFEUCL ABXE T4 2
L

4> 30 1 oot
oxd rr oo m
|
o

Next-hop QIHIO[A E&= QHIO|A Z2EZFO0| QB &=0| StELO

2t S HOIE0| F=ItEX| RS LICH 29/X|0f O &50] Atk 7HPg LT

192.168.0.0/16 next hop 192.168.26.3/vlanl

192.168.20.0/24 next hop 192.168.26.1/vlan1

192.168.1.0/24 direct-connecting routing

192.168.26.0/24 direct-connecting routing

10.0.0.0/8 next hop 192.168.1.4/vlan2

0.0.0.0/0 next hop 192.168.1.6/vlan2
st 1 9] Che Subnet = Subnet 2, 3 & 4 O prefix 2 L|C}. [2kA O] 2%t &

5
[E9I0f Subnet 2128l EIO| 20 B 7} SojorLct &S
4 MY AZ ALYOIT OH BL CPU ALITE

= [== = .

Of

chee MTiE el Rt

S
ip exf 192.168.20.0 255.255.255.0 nexthop 192.168.26.1 vlan 1

ip exf 192.168.1.0 255.255.255.0 cpu ip exf 192.168.26.0

255.255.255.0 cpu ip exf 192.168.0.0 255.255.0.0 nexthop

192.168.26.3 vlan 1 ip exf 10.0.0.0 255.0.0.0 nexthop

192.168.1.4 vlan 2

ip exf 0.0.0.0 0.0.0.0 nexthop 192.168.1.6 vlan 2

26 ¥. 34 0¥
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26.1.1 &

0o

ol Ab

o
L

HESIT B0l K842 BEL| s =2

=
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~9/%]

2 meof b
Bro| HLj T 0|23t
| BAIX|7} e fE9A (fAES XX}

el &

L|Ct.

of ME|2E ME3F X EEL Lt Of

TAE

=
=

IGMP EE= |P O A| K]

X~ O
h I

7|52 ool

et WEARZEEA & = Sls Lt

2 SAENM EH IGMP, ARP = IP A|X]| 2

= AEJHESRA

(ARP, IGMP

>
S

OF

0

_|_|
20 <F
T 3
B =
oF &
K K
70 WO
TroORr
Ho Mo
o ©o

&S24 "X o7 EHa 851

26.1.3.1

= O .
= [H]
D. i o
= m <k Bl o .
= 4 &0 T
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fol 0 =< jol e
KO m T m_.___ < w
Bl _ ~d ~o
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ARP 342 SAEQMAC FA AA ZES 34 AAR ALETL|CL IGMP 341t
IPSH2 SAEQ P FA AL RES S4 AAR AEYLLLL IGMP 54 EX|2H P 57
K= i AlEE = YlE LI
26133 A0 7[5 AHSHY| &4 oS flet 2 07 Bisot ELIE 54 EX| 7|sE
A 2 LT 32 @X| 7]50] AlRFE LT
ke 29
filter enable DA HX| 7|52 A|EFSHL|CH

| = - =
o] o
show filter A ofgt ALY M.

26.1.4 >4 28X 4 o

ZE 12004 IGMP 32 %X X ARP 37 %X|S AISs12{H 82 242 15 % Ljof
1200 7H

Ol &2 HIAIX|E EL D &4 &0 et HIERS ME[AS AHEHSHE SAES DESHUAL.
filter period 15 filter
threshold 1200 filter
block-time 600
interface f1/2 filter
arp

exit

27 & HOot 14 (AAA 7))

27.1.1 AAA R

MM A MO = HERI MH| A0 HMASH= S JLICEH 215 (Authentication),
Ef3 Hot MH|AE=

te Ze Y Y3 E NS

Tt 20 (authorization) H A’ (accounting) (AAA) 4|
2R H F HMA ME O TS HM A HOjE 27

O}‘
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PASS 8HZ EUn AP%ME HERZO 82 & = A&ELCH R1 O] FAL 8H2
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CEL CL:

aaa authentication login {default |

list-name}method1 [method2...]

line [ console | vty ] line-number| 215 228 X8 & 5|M0f Cist 5| M
[ending-line-number] D EE A|EgtL CH

login authentication {default | list-name} olZ 222 3t = o|A0| M E3stL|Ct

list-name 2 23S 2 5F2| 0|F& XI’got= H AEEl= EAS YLICE HaE Q=
oI5 LNE|50| Al =5t= HA HAEE LEFHLCH =T AE Q1F52 O HAET}
i & Ze0T FE Hetdts 202 AFZE UL 25 A BV FE
gtetstE 2t e Q15 0| §Sot=8 XG5t T FE Aol A OpX| S o

2ER none & AFSHMAIR. Ol E =0 (O] OGiIX0A) TACACS + AMH7I 2R E
gtetstEete Q15 0| 98 ot=8 X|got2{H L8 S YA,

none 9|$ EE= AR 48K 22 25|

o 11—

THof uy

enable QB0 AE B 2B ALBE LI

group name e 2 PIsh XIH © Me 18 ALBE LT
group radius 0152 I8l 2 E RADIUS ME S22 ArgetL|Ct
line eIz ol 8l et ALgELIC
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local QIZ 0| 22 A RIO|S 2| HO|E{H 0| AS A ELICE,
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local-case

i/ ~2XE T2t 22 ALEXL 0|5 215 S AHE-LICH

none

215 S AFESHA| Bh& L.

(2 EEY=E

1 MEY

=E M8t 2102 2T

enable method 7| =2t E7| aaa authentication login & 22 AM235I0] ALE

7ts =5 200 T YWHeZ XY

| X] &

ths 3

24
o

=3
=

o
[
o

2124

—_

MA2.

aaa authentication login default enable

(2 = y=sE Mtz 2T
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26)= A8t HERIR WMA AHLL RADIUS MH I 35 EHE & BEE
HEots S XL
33 GHME 4 (vSA)2 AHESHH 35 YM= LEHE QI 820 HetStA| 92 AHA|
e E4E X ¥Y = AS L
S5 &M ID S VSA O Ci$t XEA| 3 LI 2 RFC 2138, RADIUS (Remote Authentication
Dial-In User Service)E HZESIHMUA|L2. VSAE QASIT At =& HEQT HMA
MHE 785123 Ctg BE S ALESH A,

CEL

radius-server vsa send [authentication]




d i
(0]

SFC5200A Al2|= A
2 Qlagof shLct,

OZ RADIUS £ QI Ht o2 X|M3}0] aaa authentication & &

Mgt LIE2 "2lE " E S HEOAIL.

27.2.4.4 £7d RADIUS &{7t

D24 AKX OE X, IP, IPX, ARA & 2l X|2l0f st 234
ot 20 & Hot B0l E Z2st0] |4 HMA KO E et ot 7HX & HE
A oz

5}10] aaa authorization & &

2IF T de FTSHAIR.

AAA A8 7| 5E MEOHE ALEAZE AN ABHE MB| A= 28 A
EdI et Y FHE 5 'ﬁ'—llif RADIUS A &2 AA% o & Al

X 2| £| 2 2 RADIUS
AsiOoF LI XhMS

re mjn

SEX
B2 A FEE HESAAS.

27.2.5 RADIUS 4 Of| A
27.25.1 RADIUS 21=1} &{7}o| of K|

CH2 00 A= RADIUS £ ArE3t0] Q58 Het
S 2O EL|C

o

FOoIEE 2R HE #95t=

aaa authentication login use-radius group radius local

_—

RADIUS 21F & 2t 20 792 E2 Cha1t 20| ZolE Lt

aaa authentication login use-radius radius local 219 TEZEA 2AZS ¢
S RADIUS E AM8SIEE 2tREHE FHeLCH RADIUS 7t F7E ¢
Ar&At= 2 HO|HH|0|AF AHESH0] Q15 & LICt. use-radius = RADIUS 3

2Z AF S XY= HAE S£09| 0| S LICH RADIUS 215, Hst 20 8L AE

CHS OOl M= RADIUS & AAA B EO0{et oA At8ot= 2t 182 BEoE LICE
radius-server host 1.2.3.4 radius-server key

myRaDiUSpassWoRd username root
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password AlongPassword aaa

authentication login admins radius local line

vty 1 16 login authentication admins

RADIUS 215, #Hst 20 8 AE :r“é?% Ct=1t 20| JolE LTt radius-server

t
host 3 &2 RADIUS MH{ S AEQ| |p FAE FOo|gtLCt,

radius-server key 82 Y EY I WM A MH L RADIUS AH S AE AO| 2| SR/

°
HZ HAE BEXE S HO|BtL|C} aaa authentication login admins 11
= 2Z T332 RADIUS 215 % RADIUS MH7I SESHX| @i 49 22 2150| A

20| PPP & A&t E X|Yot= 215 U E 55 "dialins”

[

=
2 oIt login authentication admins H& 2 ME¢tLICt 20 2152 <
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AQX|o| ¥ Q=52 pPPoE U 802.1x 2 22 AHA MO ZEQLICt ¥ 2=

AME5IE HefeXet HEfe Ao LY X8 MHe 4= 48 &
HYs d3Hez sd &+ AGHCHL 2302 8 21 0k HAFOf
= CHE S20|YUE 2T EQNE EXg 27t YlaU Lt

1. X 9 @ 23 F0| HELI X7t 3sts Ag2 28 3-10f Lt AF LI

A H

Client: A9IXE Sof LEYI0| AMASH: AFSAH HEEALICH AFSA
HFEIE UEY3 22t K, DHCP 2210|21E9] 7|5 U DNS HEl2 A% ot
7152 T8 0F LI

DHCP server: Af&Xt9| IP FAE HiESH= A LY,

AAA server: AFEAL Hot YEE MYSHL HEQR H2S ?I3 e & ALLCH

Switch: & QASS AH&dt= AX[YUE DA2 MEXS] AN ASHES Mozt
A RERE AAA MHf ALO|S| OO E = A STFL LY

1To-d
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=

DHCP MH £ AMEXL7t DHCP & 2H ZEMAE AlEfet & AQ{X|E Sl DHCP &2l 2 H
AEXLO| A MESLICH OE Che A K= AFBKIE AMlE
Sofl & AIO|E O AMATILICHEEIRA 2l URL €| ZAE

ol
HI
2

IP =27} OtHl =0[Ql 0| B2

Hof ELICh. 12/B SR HFHEQ| DNS 250| BASHELICE DNS ABE AFSXOIA 23
SES BIEELCL AXE 98 SY HAIXIS BHotD 2l © FAS AKX LY ZY A
Faz HFPUC
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o2 20| CHE AT SO WEk oY 21 HO|X| S BHE L L AFEA AT 285 METLIC
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2150 S5t AAA AMHO| 25 Y& AlMstets SXIE BaUCh 29X= ALSAHA
HE/R HMA ohks HMIstn AF0| 38 HOIXIE ALEROA HretetL|th, O Aofof,

=
29K ot FUHo 2 MR 2210 2FE 29KZ EW= 2d HOX| & HretetLTt,

— = o [y =

AMERHE HER XM E Sol 29(X0 2 0t 285 EYLCH O3 OF £22(X= AAAMH o 25
Y7E SAGHET 22| MEXARFE HESRR ML wots gt
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ol AL AL AKX 2] ZE MHOf| X AAMA5HH DNS 213 Z2= M AT7 2ot E[X] g5 LI

[Ec=]
. DHCswitch
client L“ dhep server DNS server AAA server
— ACK dhep server DNS ser
P

DNS—REQEERY

DNS RESPONSE

http request

in

p response (ask user to log

http request (login)

authentication request

authentication result

start accounting request

start accounting result

authentication result

http request (keepalive)

ht p response (keepalive respor |)
http request (logout) stop accounting request
http response (logout)
=1 e ol = & =
g 32 @8 A3 S5
o= |“' "'I. |
JEF L

AEALS] WM AE K OfStE &+ 7HA| @1F RE7 M SE LICH

O|F /&= AT BE: 0| REO|M A9|X[= AHEX O| Bt =& S3ll AHEALE
1 MEXO|FO met 258 Fatot7| Al AAA ME O LELICEH AHEXAtE
2t M E SOl ALHEA 0|52t A= E Y H3HOF LTt

=

VLAN ID Q1= B E: O] EENAM AQK|= AR X7 £ VLAN ID & E81 AFR2 A
AESET VLIAN ID O M2t @2 E75t=S AAA AMHO| YEILICH AREXt
HEIO| HMASH?| Hof| Y O] X0 M sHY =S =kelshorgt L Lt

=
=

=
[

CHE 2 FHE2 ME CHE AT REE AMEYLICH HEI SAIOf AN
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x|t ct v

2l VLAN ID 915 BEQ| AL XCf SA| AMA AMEX £ |
X|5t= VLAN =9 Z& Lt

2. HEH R EEZX| A=5H7| 29X|= 2t2E AHD|0|AE sfLto| T2 AFB3L0 215
LS 4ESLCE 2R E AHHO[A0M & AT 7|52 A8t B2 2R E AHL0|AE
SctUER/I ML= 25 8 S0 2f3l MO ELICE DHCP AMH|, DNS A{H = AAA A
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DNS server DHCP

server AAA server

13switch

12switch

=

user user

user

user user

dEHel HERR EERR
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27323 ™Y 1o

web-auth portal-server A.B.C.D

BE NBO| 1P F4E THHIAIL,
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web-auth mode user | vlan-id
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27.3.3.3 ALE X} AEf =0l |

A DEOIM C1S YYS U0 ALBK HENS SOISHAIL,

=

ol uy
show web-auth user AP XF AFEfE 20

27334 Z XA AFEXE LY E LY 7|

e REOM CHE B S 200 AFEAL SEIE 22t AlIR.

CEL CL:

web-auth kick-out user-IP ZHE AFRXE L2 HL|C}

27.3.4 3 Td A3 oA

HESI EEZEX]|

a8 &=XE 3-4:

p0/4

FO/3 Fo/1

% ! - 12switch =
= =

userl user2 user3

8 3-4 HEY3 EEZX]
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FYE

aaa authentication login auth-weba radius aaa

accounting network acct-weba start-stop radius

!

radius-server host 192.168.20.2 auth-port 1812 acct-port 1813 radius-server

key 405.10

!

ip dhcpd enable ip

http server

!

vlan 1-4

!

web-auth portal-server 192.168.20.41

web-auth holdtime 3600 web-auth

authtime 600 web-auth keep-alive

180

2 A5 e Ho]& g

interface FastEthernet0/1
switchport pvid 1 interface
FastEthernet0/2 switchport
pvid 2 interface
FastEthernet0/3 switchport
pvid 3 interface
FastEthernet0/4 switchport

pvid 4

2t elEjmo| Ao 47

interface VLANL1 no ip directed-
broadcast ip helper-address
192.168.20.1 web-auth accounting
acct-weba web-auth authentication
auth-weba web-auth mode vlan-id
web-auth enable

!

interface VLANZ ip address
192.168.20.41 255.255.255.0 no ip

directed-broadcast
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!

interface VLAN3 no ip directed-
broadcast ip helper-address
192.168.20.1 web-auth accounting
acct-weba web-auth authentication
auth-weba web-auth mode user
web-auth enable

!

interface VLAN4 no ip

directed-broadcast

28-1 & S2{AH 4 e

2K 2AHE HY AEE|Z 22| T 5 As 29X AFYUCH SHAEH= 38 & K=
&S0t 22X 7t LO{OF St XL 255 72| AR K| & SAI0 & £9K2 SHLHO =0
g+ ALt SH2HO| H

Y HE =CRA B AXE P, B2l L BUHSE G
9l A

28.12 SC2H 74 &Y S5 £

o 7= 22H
o ZAH TS
e Z=o2H T

o [f7| 252 &E ZLIHT

28.1.3 S{AH 74 &Y 2|

28.1.3.1 SHAH A2EHY|
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1 VLAN

SAHE Sof 29X E Helote{H S 2L 38 AfK|, 8 LK H =R
29| X[0f 7| = VLAN Of RLO{oFgtL|Ct, O]2{gh A2 X|2] 7= VLAN QIE{ T 0]A = 0O
Exe

48 29Xl= BDP ZREZS M8 F8E AKX, 22 AKX H V|E 2
HAHE e d 22Xl= BDP ZEEES AL8GI0] HEYI EE

Y 29K, 22 AX] R 7|EF 22HAHO|AM BDP
4

Z2EZS HAUSIY 4= AZAE QIHI 0|20 BDP & &g 3t Siof LTt
3IPF2
22| 2H|0[40] telnet, http X snmp &t 22 TCP /IP &2 ZEE &3 S22 H
Ol §25t= % 22| 2HO|HoM B2 & == U= B 220X[2 1P FLE 7 F5HoF LTt
2 AEH Y AKX 0f IP FAE THHX| Yot EL|CH

THY AN BHAHUN HZ B T YY AQIKE 2 BYY AK0| P FAE
SHIBILICE O IP Rt B3 AQIK| 0| RYE S2AHO| P BOA MYYLCL Fa
22 78 B [ MH|A Fas T4 Bo| Faet 22 4 gl LD Fa Bo| Fa
Mot SAEO T AIX (FY AKX mBho A

2O RS 4 s U

28.1.3.2 EHAH THE7|

(1) 290K BHO] 2dst AQXE B 29X 2 dYst{H oS YEe

cluster mode commander cluster-name | &{xj AQ|X|2 @2 AQX|2 ARSI L},

(2) Th7| 291K 2dat A9X8 B A9X2 st oS YEs

22!

CEL uy
cluster mode commander member ST AQX|E 7| AQ K| MATHL|CH
(3) &%Xlof e 7t O3 FBS MO MAC FaIF Ue
7| 29X E S22 F7hgLCh
g0 4%
cluster member [id member-id] mac-address H.H.H AQ|X| M E =7}t C}
[password enable-password]
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1 IP pool A%
Ch2 BES HASH SAH &2[E /s 1P T4 22 FESHA A,
BEo gy

cluster address-pool A.B.C.D A.B.C.D

Configures the IP address pool.

2 Hellotime 2™

Hellotime (Th%l @ X)5 78510 B8 £e(X|Qt Lt AKX 40| HE HO[3 O AX[Z
HUZE A2 £HE 4 &L
222 74 RE0M Ths BF S HAS0] 22{AF Hellotime & &g L T
HHof uy
cluster hellotime <1-300>
BB 29Xt FEH £2(K] ALO[Of hello
HAIXIE 2= 2HH S 8L
3 Holdtime 7+
2 AX|Q FY AKX LS HH2Z peer O A HE MO|F HAIX|E & X
ROt peer 7h Ch2 SEHO RUCHD SZetL|C 74 & 5 ASH O
holdiime S AFESH0 744 g5 BHEHUAR. 228 748 EEMM 5 B2
A0 F2{2H holdtime 2 & LICH.
CEL ek
cluster holdtime <1-300>
BZ LKt Let ALK ZHof
[RHE MOIZ HIAIXIE EU& A4S F8&H
4R ZRESO B % 14
e LEE § HE S AE00] SHAH0 s A9(X|9 AH2|E SEH L
I 290 T EE AM ERESO| 5 & 222H AKX IE IR =E
2{K| AtO]2] AH2[t ZELILE LS Y S AWK S2{AHf ot HM
ZEEEO § ¥SE FYYLIL,
CEL ek
cluster discovery hop-count EtX| TIZEZO| ppp & HSE P AStL|CL
28134 7| 259 4B 2LIEE
Se{AEo| T4 U HEIS BUE s 02 S MYsUAlL,
CEL ek

show cluster

th7l 252 JEE 2L EHI L
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show cluster member S AH HHE =QISHL|C}
show cluster candidate OlH| 23{AHZ &oIstL|C}
show cluster topo Z2aAH FMHZE stolstLCt
show address-pool 28{AE T4 ES 5013t C},
28.1.3.5 SNMP £ Ar83510{ S2{AH 2|
S AE7} MYE|D B3 AQX|S Saf Lt AQX|tsnmp 88 T2 7
Ol snmp HIAIX|E &S 5= JASLICH AME Z2M A= CHE0F 25 LTt
snmp REOIA N B AQIX|0f AMASHE snmp S8 TRIAYOIA 22X
FAZ A IPFAE XFSYAIR.

community string 2 community string + @esN,

£opa, otef By AX[0 AHFLE AEZO0[H 6 MR

public@es6 O] C}.

28.1.3.6 Web = AME35}0] S2{AH e
SeAE MY 2l & HY AKX E SOl TR AK|et 2t R
ME 2 5 USLICEH XhMITH 2 Y2 url 20| "esN /"0t 22 HFALE
HEH AQK|Q IP7} 192.168.20.1 O|2t1 ZpHBIH

http://192.168.20.1/es6/ ] L| C}.

No.6 7

dB 22K[0f B 2LEF

A9x|0| 7R LE| AE

X Ztoll http HIAIX] 7t
F7hohs A YLt

O

2 AKX 9| URL S

[
A'IIC; |]H_n_0-l

o
—
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29 % Fast Ethernet Ring 7+ 1t 25

29.11 &

AAA Ol & B Z2EZ2 B3 AFH HEH:= &
E

S+ Z=EZYLCHL olulel
S| AALQJSLICE O Ex T2 EZ2 AN A EEZX|0A &} Lt2|
=

Broadcast Storm 2 @St AOoAM. @37} BOZ B Z2EE2 0|0 B =l @3 E FA
CRAl A|ZFSLCE Of 2t Ao 2 & | EQASE MO tES2 ME S84 &+ U .

g HEHNA E2 Z2EE1 MY El| ZREZ2 25 3 A EEZXE Moste O

AEELICHL A E2| Z2EZ2 02 712 ST HEHIMAM AEEIH HER/I EZE X7}
hop-to-hop Y &S Sdof HEEH MEYLUCLL & HERD E= Z2EE2 & EEZX A

AFBEIN Y EZEX|0| WHS B WHS Sof MaULCh 102 Y HEYI A
de MF Ez| ZREZSC 9N WEUC Y8 HE 943
E0|M Y UEYT 2S D222 50ms O[O HEYT SAS T & & U

L|Ct.

LT E:

Yd-HER/I E= T2 EZ(RNPP)2 otLte| 22X & O27HX| =2[H el & HEHIAO tigt L EZ 780
(o]
AA

ts UL mEt 2ot S EERXE 28 &

St
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29.1.2 o|Eull &of 25t 23 71 e

S1
Master Node

g2
Scecondary Port - '-\.
Primary Port ransit Node

Transit Port

Transit Port Transit Port

S4  Transit Port
Transit Node

Transit Port

Transit Port

S3
Transit Node

dg 1o g

20.12.1 H-HEQI LE9| g%

=

olc{Hl ol 2t AQXE oYl Bo| =EQUC - HEY EL OtAF Eg}
57 =C2 22 Y4 Uk Y HEYTO AQIK| 6HLiv DA LE2 AMSET C12
29X B =

OAH L= EZ2XE YHOIE & I & EEZX7t AEEJA=AX] 2RIt
HMASE CHE AKX E MO R L

|
i

5 = Y HEYIS 2 EZE HHE XD YA LA OAH o
ULt

2t mEo 046% AFBAPZE RIFBLICE 2 AQIXIE SfLfo] =0t 1y o 4

— =
Q&LICH 18 1.10JM A% S12 & YEYA0| OjAE| L EQLICH AYX| 52, S3
U et A LEYUT

20122 H HEYT ZEQ| It

=

= AN
c% 93uUL % Zeol aEe FHE BN A0 HUG Z2eEo
x| Yot TE AYO|E CHS SeAT} meHELIT
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7|2 ZE: OAH T EO|MTH AMEL|CH OIAE LEL 7|2 ZEE E
HEQ T EHX| HA|X| S & HL|Ct,

OF

HEI

o

HX ZE : OfAH T EO|AMET ‘T‘LME LC OAH EEs - B X HAXIS
ol EZZXV AREJA=XE TEHoH. & EE2X]Y

—

~ 2 | 4RET OfAE
Lok wx ZEOM HolE WAIRE ARG, 8 SEEA0N 2325} Bojx
2 Iz

42 OAH SEE B ZES AFESH HIO[H HAIXE TE & & ASLICH

i

53 EE 57 =COND TYEUCL 57 =CO & ZEL MS EER A 8% 4
o]
AX

g HEXIO Zt ZELE= SILto| ZLE ASZ0F 1 o = QELICH ZE Agt 2
AQK|Ol LE ¥T0o| FMET VLAN O] MO = =0 7+ & 5 USL|CH O
1.100M &+ YXO| OtAEH L ES10|S4E HAS=E ZEE 7|2 ZEQY LT} S1 0]
S2ECZS=E ZEEE BEX ZEQLICEHL OHE AQX|7L H HEQIAE HESH=E ZEE
ZH ZEQIL|CT

LE

SUSH AKX E CHE o2 A 4|0f o= 2 29K = M2 CHE 22[H

=
ZEE SO M2 CHE 2 HZOF LT,
29.1.2.3 VLAN X|0{Q} G|O|H VLAN

OAH LB SA & *f“ HOf VLAN € B8l Z2EZ HA|X|E LEttL
Ch. #95 8o MO VLAN & X[FE & JAFLILh Z2EZ HAXE T2
o HE5Y = UARE JHICH HERZO B HEHNIS ZEE F7teHC
qoz 3 HESRZS &4 ZE= MO VLAN oM ©E SEjo| ASLIC H &
= HIO[E VLAN 0 Ol M AR & TS = RlELICh

+
r=
Ot

>
|0|'—I

F

ne
rII

H
[m

H—

E.

ZOCHCHE M Of VLAN 2 X80 OF LI X0 VLAN & - HER 3 MO Al X| & 22/
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Loop detection (HEALTH)
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Link interruption (LINK-DOWN)

SA =20 M HSELIL.

A =27t HEHANM Z3 1F0| 2EUZS

LIEFLY7] 913}

Aging address table for ring
SA =E2| of0]E MAC 2 H|O| & LtEIH= &

1YO| ZA| & = OfAH =E7F HEHLIC

network breakdown

(RING-DOWN-FLUSH-FDB)
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Aging address table for ring
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29-2 &t Fast Ethernet-Ring T35} 7|

29.2.1 Fast Ethernet-Ring 2| 7| & T4
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® Broadcast storm &A= Ol & T2 EZO| F2% 7|s¥LCt & J3E

=
2E 2 ST 2HEOf UK HAABYAIR. S

= SH =7}

THE 2= 0tAH EQ EX ZEO| ot HEXI AHO|22 HESHUAIR2. BE LET}
T 7] Mo HER A A 0|22 HZASHH Broadcast storm O & A ZhdghL|Ct

o OHUEESZZEZS MY MO AKX MY ER| T2 EZS S HE Y3 SHUAIR
no spanning-tree FH S AW SIS D E A L EQBPDUNMEE Qlot G 2 msta{™ M
E 2| bpdu-teminal 7| 52 THSIMAIL..

o 3 UHERYI LE QAAHAT FHE 20= 2E & HEQIA & TdE2 AMASH K|
UHOHSTPZZEZS &3t & 5 Q&L

o

- O

d= *'%‘3%04 —’r—o Z VLAN 2 E”‘ S{OF BhLCt.

M OAXE HEE = JASLILL HE ZE= EE3
S

= VLAN 0
BER :rLM5|O1 U= O] P S A & 4 st

o J|2XMOo=Z OIAH TEO| Fail-Time & OFAEf L E9| Hello A|Z+| 3 HYQIL|C}. 2t A
AR X P2 Qo Ol & B Z2EZ0| 542 e = AFLICH Hello A|Z+HE =

St S 0| £ Fail-time 2 = d8}jOFgtL|C},
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o EXoZ ML LColOZ MY AZIS OFAE = E9| Hello Al 22| 3 HIQIL|CH 7| £
ME ZEJF MY MEfZF E|7] Mol OtAH LE71 & HEYI EFE L X & +
ShL|CE OFAE 20| FME hello-time O 34 - =2| PreForward-Time £Ct 2

Broadcast storm 0| Al & A Zdg 5= &L T},
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HU
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M
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® distributed-mode % centralized-mode FHS At O|HU 2 HS

® Interface FastEthernet 3! Interface GigaEthernet 1t &

o =
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FTYELUSUL 9F BEL YUEYI EER TH E 4 YUt Y3 ¢
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29.2.3 Fast Ethernet-Ring 7+ %
e [OAKH LE 7Y
o FIHLE Y

o YYEYAmE TH e YLHEYI S ZRE S| A 2l

29.2.4 Fast Ethernet-Ring 23 7+

29.2.41 0AH L E 57| OHS HE S AASI AKX E & HER/IS OIAH LEZ
TSN AIL.

% of Hy
Switch#configure ASIX| M DEZ SO{ZfL|C}
Switch_config#no spanning-tree ST STP TEEZS H|2HAIS} S O}
Switch_config#spanning-tree bpdu-terminal A9|X|7} BPDU 9| MEHS Z K|St C}
Switch_config#ether-ring id *ID=2IAEHAHMS L E AXEAE o AR
Switch_config_ring#control-vlan vlan-id M 0] vian & FAISHL T}
Switch_config_ring#master-node OtAE| HEfO| L EE THE LT}
Switch_config_ring#hello-time value OFAE L EJ} EFX| HA|X| 2 M&sl= 7|12t

FABILICE Ol M ARgHRILICE,

21 1-10 0|, 7| 28L : 1s
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Switch_config_ring#fail-time value

HE At O M AKX E 7|CiE| = B =
EQo| A2t Higte #ggtL Tt

Switch_config_ring#distributed-mode

Switch_config_ring#centralized-mode

Switch_config_ring#exit

Switch_config#vlan vlan-id

sl ®MOf VLAN 2 ALt

L E:

20242 A L& FMEH7|

ct

dlo

H no ether-ring id B &S Ad|{OF BHL|Ct,

PP S 2Pol0] 29X E E HEHIAS A LE2 FEoidAlL.

ey

nx

g

Switch#configure

29K Y REZ SO{ZLCE

Switch_config#no spanning-tree

STP £ HIZd3t gHCh

Switch_config#spanning-tree bpdu-terminal

STP 7l BPDU € M Edt= A2 ZXIELICE.

Switch_config#ether-ring id

Switch_config_ring#control-vlan vlan-id

X0 VLAN 2 gLt
vlan-id : X[ VLAN H=

Switch_config_ring#transit-node

Switch_config_ring#pre-forward-time value

Switch_config_ring#exit

Switch_config#vlan vlan-id

29.2.4.3 2

HEHI ZE F4

LS 2 290l 29 X|o] ZES YHESRI ZEZ FEsYA|L.

H et
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Switch#configure

29K 74 RE2 SojLct

Switch_config#interface intf-name

ZE 7Y RER SAY L

intf-name; ZEO| 2

Switch_config_intf#ether-ring id primary-port

{ secondary-port | transit-port }

Switch_config_intf#exit

LT E:

no ether-ring id Y2 AWM A| 2. primary-port {secondary-port | transit-port}S Al £5}0]

JHERR ZEQ #9& MALICE

292442 HEYA B T2 EZO| AEH 20l

ChS S 485t P HERA B2 Z2E 22| HEIE st AL.
FHO 29
show ether-ring id L - _
HEYIES ZEES WA HERI ZE o
CHet =% YRS gelstc

show ether-ring id detail

AHEQI S Z2EZ Y Y HEYI ZE
=
=

of CHek XtMeH 2

show ether-ring id interface intf-name
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29.2.5 Fast Ethernet Ring Protocol 2| 0

29.2.5.1 Of| |

S1
Master Node

FO/3 S2
Secondary Port Fo/1 Transit Node
Transit Port

Fo/l
Primary Port

F0/3

I'ransit Port . 2
I'ransit Port

Transit Port

S4
Transit Node

Transit Port

Transit Port

S3
Transit Node

118l 2.1 fast-ethernet ring protection Of| K|

2.1 of =A] & Hiet 20|, OpAH E (S1)°F 4 LE (S2)£ ChE1t 20
TGECh OHE = E& s2 2f S T ELILE 221K s1 #8517
STP ZZEZ 2 HZ2E3stn P HER/NI LEE F9eY

Ct. S1_config#no spanning-tree

S1_config#ether-ring 1
S1_config_ringl#control-vlan 2

S1_config_ringl#master-node

< AIZHOi7) B P>
S1_config_ringl#hello-time 2

S1_config_ringl#fail-time 6

<EE FYEEE SREYLICH

S1_config_ringl#exit
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<JEZEGQIHEXEE JAYd:>
S1_config#interface fastEthernet 0/1
S1_config_f0O/1#ether-ring 1 primary-port
S1_config_fO/1#exit

S1_config#interface fastEthernet 0/3
S1_config_f0/3#ether-ring 1 secondary-port

S1_config_fO/3#exit

VLAN HEE H7:

S1_config#vlan 2

S1_config_vlan2#exit

S1_config#interface range f0/1 , 3
S1_config_if_range#switchport mode trunk

S1_config_if_range#exit

ALK s2 /817

S2_config#no spanning-tree
S2_config#ether-ring 1
S2_config_ringl#control-vlan 2
S2_config_ringl#transit-node
S2_config_ring1#pre-forward-time 8
S2_config_ringl#exit

S2_config#interface fastEthernet 0/1
S2_config_f0O/1#ether-ring 1 transit-port
S2_config_fO/1#exit

S2_config#interface fastEthernet 0/3
S2_config_f0/3#ether-ring 1 transit-port
S2_config_fo/3#exit

S2_config#vlan 2

S2_config_vlan2#exit

S2_config#interface range fastEthernet 0/1- 3
S2_config_if_range#switchport mode trunk

S2_config_if_range#exit
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30 &. DHCP-Snooping T4
30.1.1 IGMP-Snooping 74 =g

DHCP-Snooping 2 DHCP I{ZlS HEHSHO] Z7HRES| DHCP AMH|AE O st
22F P Fa 7H| HIQIE AE RAIRLICH L2 2%]X|= MAC F42F 1P
HEQIE A0 2} DAl 7|83t &2 1P B J|52 r
DHCPSnooping & FZ DHCP If2lS ZL|{E 23t 11 MAC-IP HiQIY
SX| |t 12 AX|= MAC-IP HIQIE ZHAE SFAI7|X]

Ct cl
TSI SAXQ AFERO HEYA 34 &X|gLCt
30.1.1.1 DHCP-Snooping 2| 243l H|=Hd 3|

Mol 1M BEOfM CHSI 2S BHOIE ALY RAIR

g0 29

ip dhcp-relay snooping

no ip dhcp-relay snooping

% T4 2EO|A DHCP-snooping & BHAIBHSH Bl AFSELICE 0 F

o

e =
HASIH ALX|JF 2 E DHCP I{Zl S ZLIE St 6T HielY A E &L Tt
30.1.1.2 Vlan 0| A 2| DHCP-snooping &8 3}

VLAN Of| Al DHCP-snooping O| g%t & 4% 2 VIANOM HAHE Z& 2|8 ZEZR

Bl =4 & DHCP IjZl0] gt M o= HAMELICH VLAN of M2 5= gle =28 ZE|A

=4 & DHCP S W22 A& 7t = =X g & DHCP ME 7t =2 ZH AMH|
A8 NEOHK| ZotA gLt M2 4= gl= ZEQ| DHCP-IHZS 2%

29| 3= =4 EETIO| I Zo| MAC A LX|SIHX| O™ DHCP If 72 DHCP
DOS 9| 54 IjZIC 2 AME L& 7HR 22 ZHFE|0f AX|OA AFR|E LICH AKX &=

DHCP DOS 2| 54 I{fZl S &K & AYL|CY.

I:gE#

o

<
nx
ol

ip dhcp-relay snooping vlan vian_id ing S+ 813t
Vlan 0| A DHCP-snooping Zd sl L| T,

no ip dhcp-snooping vlan vian_id

Vlan 0| Al DHCP-snooping H| 24 3l T,

30.1.1.3 Vlan O A 2] DHCP Clients X|CHX| 2t 3}3}7]
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A'IIC-; |]H_n_0-l

VLAN O M 2015 2-dstst2E £ VLAN o 518 &|= %[ DHCP 22I0|HEE Fd3}

A rdfte NS YoOF LT 5 VIAN o AFEAH =7h A[Of g0 =ESHH =7t
SEfO|AES HiZ 2 == GG LT M 7 BEOM 5 Y S ddohAL.
Sl 29
ip dhcp-relay snooping vlan vlan_ied max-client Vlan 0| DHCP Z2ZEl0| 2 M 3}&tL|C},

number

no ip dhcp-snooping vlan vlan_id max-clientr

Vlan 0| DHCP 34 &0 & H|Zd et L Ct.

.

30.1.1.4 2 2|5t= DHCP QIHI|0|AE QIH L O|A0 H7HSI7|

QIE T O] A7t M 2[3t= DHCP I I0|A2 dFE E% 0 AHIO|A0M 54l ot DHCP
o212 2RI X| G& LTt QHHO[A 14 REOM ChS BHS HAASHUAR.
YO 29
dhcp snooping trust Al2lSle OB T Ol A 2 SHAd 1S
L 2|5t= QIEHO|AE dstetL| Tt
no dhep snooping trust A2[sHe QIE|HO|AE H|ZNSIFLICH

7|=U2 v gtz 2850 AL

AN H

30.1.1.5 HEQIE HIO|22| #E YHH|0IE 7|5 2d2t == Higdet o

}
2oz HEdstE o gLt 0] 7|50| etk 1 ZETL F20|¢

o
AOl £0 HS 22/0|2IE A7} @EEI0l O A0 E CHE BEO| EU

ZF 0] Cigt DHCP 282 7Hi MAC 3422 ZHFE

0| 7|s& ALE5IE ¢l2l B2& LA BE&LICH

rapid-refresh-bind

g0 23
|p dhcp_re|ay snooping HI-OI_“(:DI E'”O|%9| HH}‘% %H'O'E 7|%% A|"g'_<‘)=_|l‘|—| I:I'.

no ip dhcp-relay snooping

rapid-refresh-bind

HHRIE HIO|22| WHE YHIOIE 7|5 HIZd=tet

VLAN
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=X ARP ZLIEHE 0l VLAN 2 77 2= Scld ZENAN =8 23 0l T2 2
AAMAC =A% AA P FAI 2 E MAC-IP HHRlE 2HHI2F 2 XIGHK] 2B =41 &
ARP IH2!0l AR ESLICH QB HIOI A2 BIRIE 2HH = DHCP 0l 2o SH 22 Ht elE

-

SoAL =522 74 2 = YASLILL 22l & AHBI0I AL IP I*Oﬂ MAC = &)
OIS EI0 UK $2H AX= 2= ARP IH2! S ME0otXl Z5LICH

%ol el

o

ip arp inspection vlan vlanid
P arp sk VIAN © BE ZEOM S5 ARP BLIEZS SAsjstLIC)

no ip arp inspection vlan vlanid e
b arpinsp VLAN o] 2= ZEO|A S5 ARP ZL|EHZY S H|Zg3tetL|C}

30.1.1.7 A Z|5t= ARP QIEH I 0| A0 Ci$H QIEHO|A M7 QIHLO|AE

7l=

1
HU
r>=
Hu
et

= 90 ARP 2ZLHE S AI8E & RISLICEH

oIE M| o] A~ 9

ZEOM Chs 8S 2dotiAlR.

arp inspection trust
ME|5tH= ARP QIE{ 1| O] 20f Ciph QIE{ 1|0

no arp inspection trust "
ARP H| 42| QIE{T O] 2 0f Cigt QBT O] &

S CRAl AIERILIEL

30.1.1.8 VLAN Ol Al &A 1P =4 2LIEHE 243t

VLAN O Al AA |IP A T LE 20| 2A3} Bl S0 AA MAC A IPFATEF
= MAC-IP HF QIS 2HA 9 Y XS] RS ™ VLAN 2 IP
HEE L T HRI Y 2= DHCP O 2|8

f
UG LICE Trof Bl E £ UX| o™ 22X =2(H 2

A HO| A0 =4lot B =
IPI{Z S HESHK| EEU . ChE2 MR L0 2datet B YL L
HFEN &9

ip verify source vlan vlanid
VLAN Q| H| AMZ| OIE{I{|O| A A &AA 1P T HALE
g-gztetLtt.

no ip verify source vlan vlanid _
VLAN 2| H| AMZ| OIEI{O| A A AN IP FTA HAAE
HiZdatetL .

T E:DHCP IfZA(IP I Z = 30| =41 El B2 Snooping O] T+ |0 Q7| 20
MEE L
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30.1.1.9 VLAN Bzt ALZ(0] 7|52 X|dt= ZH| 7t 2 3h

VLAN B &t0| 243t = VLANOlA Ol VLAN 2| 2= Scel&H ZE
180l FHELIC X, 012 VLAN 2 5iLi2| VAN O el @
S MG,

H2! ©2 N O 1 VLAN

il
= ASLICL 8 24

CoNCs 2
24240f =k
ip vlan-translate vlan vlanid O gl
Vlan o] 2= QIEHO[A0A Vian Blets 2dgstetL th

no ip vlan-translate vlan vianid N ey
Vian 2| 2& QIE{H 0|20 A vian BetS HlZgatetLCt.

JI M vianid = 218t & VLAN 2 LICH VLAN #H 22 &S DHCP Snooping 2 S ol
oHOF Ol0H QInQ &g HE S METIHH RES& A ZELEHLIC.

[

H-
z m
@39

1.101P AA Z=A DLIEHZO A S 2= U= OEHIOIA &F QEIOo|AN Al2IE £
A

t7F QIET O] 20 M Z-dste|O UX| fE LI

ip-source trust AlZ|

no ip-source trust MZIGHA] 2= AA P FAIF s CIEHHOIAE 2| AIEHLICH.

30.1.1.11 Vian H&E ZX|t=F QEH0|AE X[€ (Vian HE X[ &)

VLAN 20| =Xl = QIHHOIAMA VLAN HatS dl 2 datefUICh eI 0l A

e 2E0A OS 8= AoYAL.
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FEo 29
vian-translate deny OIE{HIOIAS VLAN BI8 S 2XIots 228 AFELIC

no vlan-translate deny

o

QI HIOIADJEVLAN B &S SXICHA HE=E S&FELICHOI 2!
B HOIAJHVLAN B8 243t VLAN 0l &£35t2 0] 2 < VLAN
Xl

HEol FdHcz A= &

fon

Ml

~

=

30.1.1.12 DHCP-Snooping =41 82 tH A4 35}7|
SE82= 2 FEE MU IR0 MHIE Z220IHENH =A4E Stot= U &
= SLILL 89 24 ZEUA OS B S AASYAIL..

FHOo 29
ip dhcp-relay snooping information Jl2 g4l 2l option82 € Ct31 201 &FELICH

option _
DHCP-Snooping 2 DHCP Ii2!2 & & & LICh.

no ip dhcprelay  snhooping | DHCP-snooping Ol DHCP TH3! 2 &8t [ options82 I M & X|
; ; ; o T2 8L CH
information option AT = HSFELICL

option82 2| EAS X EHoIHAH 89 ZE0A Chs €82 oA Al 2.

Yo el

o

ip dhcp-relay snooping information DHCP-Snooping 0l 2loff & & [ DHCP IH2! 0] &&06t=

. i Ol HAI2 HXNSH
option format | OPtion82 & FAS SFELICH

snmp-ifindex/manual/hn-type

no ip dhcp-relay snooping information | DHCP-snooping O DHCP IH2!S M Y& [ option82 It & E &I X

H otC =2 MXHSH
option format F=E dFELICH

snmp-ifindex/manual/hn-type

02 00

H820IM == 22 Yot == £8 8t B2 AUHHOA 220N US FHE =
~ =

ot 3l=2 ID E € Z &L

Fof EL

dhcp snooping information circuit-id
string [STRING] option82 £ == A2 £F & A%, SE 82 JtYU= DHCP
mals 8ot = Of

LHE2 STR

G
Sc0IHEE HEot=

z

dhcp snooping information circuit-id
option82 It =& A2 AFHINHJU= 6

AE Ol SE 822 YEHOZ DHCP IH3!l 2 MY 5SS DHCP
A-EE S0 ELICHLO HEE2 22U0IHES HEot= £

Eo0l &3&LICHL

hex [XX-XX-XX-XX-XX-XX]

no dhcp snooping  information =S92 P4 &l option82 circuit-id £ AHHI&LICH.

circuit-id




SFC5200A Al2|= A7 | 7

SEHBUAM == 2EE LEoIEE 28 & AR AHHOIA 2EUHAM UGS 4SS =
H SO remote-id E A &SI AIL
dhcp Snooping information | option82 vendor-specific (6}‘?4 S8 9)0“ OIoH s~ = = BHTH OHOH
H =0 Hex AIAEIS LIEHRLICY
append first-subop9-param hex
[XX=-XX-XX-XX-XX-XX]
dhcp  snooping option82 vendor-specific (2 S 9)0il oI5l REtE= T M

] ] OHOH B1=2| Hex A|AEIS LIEFHLICH
information append

second-subop9-param

hex [XX-XX-XX-XX-XX-XX]
30.1.1.13 DHCP-snooping Option82 I212| H 2 & &

"Drop"& M: L E
SHYAIL.

dhcp snooping information drop option82 It L& & QA I3!S ANMIEHLICH

a

option82 L& & QA I3 2 AMHISH Al 2.

30.1.1.14 QIE{HI Ol A HIQIEI S B 5LD| 28 TFTP MH 24 AKX 82 CHA
S EISHH o[ ™o & A mo|A HIQIEOo| &4 ELCH
OIE{HO|A0& BFOIY ZHA 7} IELICH A4 P FA BLEHBO 243 3 AQXs 2 &
IP IS MESt= WS HEJSLICH TFTP A7t °_|E1E1I0|ﬁ Hiold BiAEo= 1 HE
20f& HolY AL TFTP Z2EZS Sl A1H101| AEIL|CEH AQIX|S CHA| A| ZtHH
AQX[7t AtSL 2 TFTP MHO|M HQIY 252 OHREE 510 JAXQ HES 3 HAS
BESLICL OH2 B S AASHUAIR

FHY 449

ip dhcp-relay snooping database-agent ip-address

Ol HIOIA HIOIE 2 A & TFTP M2 IP
FAE LU
no ip dhcp-relay snooping database-agent
p chep-relay snooping 9 OIEIHIOI A BHOIZIS B10i51D] 9I5H TFTP Al

HE FASLICH

30.1.1.15 QI HIO| A HilY sl = st Ot 018 4

QIHMO|A HiQIE 2AE 8 o [ 5T [t 0| Z0| TFTP MH O M & LTt ol2{gt

HAOZ ME CHE AKX 7t S LS TFTP AMHOf| Xp4AIQ] QIEHO|A HIQIT 2AH E & &

Al O
2+ ASHECL O FES AR
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30.1.1.16 QIE{I|O| A Ht
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SAETHEYIO HE & & ASLICE Off ip 2AE HHS 4 ST

30.1.1.17 =22 2IHHOIA Hield 24

SAETJL DHCP
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ip source binding MAC IP interface name

no ip source binding MAC IP

SHYAI2.
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CtE S AHESHY DHCP IfAl S X|'Z &l DHCP MHZ T

Note: HH2 2 A/ X0 A DHCP &0

30.1.1.18 L2 29| X| & DHCP L%l
2|X|, DHCP Eg|0|

ip dhcp-relay agent




SFC5200A Al2|= A7 | 7

ip dhcp-relay helper-address address vlan vlan-id 2180]|9] CHAF =4 Sl VAN & FASHL T}

30.1.1.19 DHCP-Snooping 2LIE & % | X 22| EXEC

REOM ChE S 2dstHAlIR.

0 29
show ip dhcp-relay snooping DHCP-snooping & 0il CHet YEE HA|SL O,
show ip dhcp-relay snooping binding OlE{T|0| A0 SB3 =4 HIQIE S22
HEAILCE

show ip dhcp-relay snooping binding all F

00t

DHCP-Snooping of 2|3l 44 & =& HiQIY

=2 BAIRLCL

[ no ] debug ip dhcp-relay [ snooping | binding | | DHCP-relay-Snooping HFQI 2 £ O|#IE 9|

event | all ] M st 515 Lt H| & Bl )

=

CtS2 DHCP A& &0l et Z=2E ZAIELICH.

ks

B

switch#show ip dhcp-relay snooping

ip dhcp-relay snooping vlan 3 ip arp

inspection vlan 3

DHCP Snooping trust interface:
FastEthernet0/1

ARP Inspect interface:

FastEthernet0/11

2 dhcp-relay snooping 0ff CHet HtCIY B2 E 20 SLICH

switch#show ip dhcp-relay snooping binding

Hardware Address IP Address remainder time Type VLAN interface

00-e0-0f-26-23-89  192.2.2.101 86400 DHCP_SN 3 FastEthernet0/3

2 dhcp-relay snooping Ofl CHst HICIE B2 E 2 SLICH

switch#show ip dhcp-relay snooping binding all

Hardware Address IP Address remainder time Type VLAN interface
00-e0-0f-32-1¢c-59 192.2.2.1 infinite MANUAL 1 FastEthernet0/2
00-e0-0f-26-23-89  192.2.2.101 86400 DHCP_SN 3 FastEthernet0/3

Ct= 2 dhcp-relay snooping Ol CHet 2 & LICH
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switch#debug ip dhcp-relay all

DHCPR: receive 12 packet from vian 3, dilD: 3
DHCPR: DHCP packet len 277

DHCPR: add binding on interface FastEthernet0/3
DHCPR: send packet continue

DHCPR: receive 12 packet from vian 3, dilD: 1
DHCPR: DHCP packet len 300

DHCPR: send packet continue

DHCPR: receive 12 packet from vilan 3, dilD: 3
DHCPR: DHCP packet len 289

DHCPR: send packet continue

DHCPR: receive 12 packet from vlan 3, dilD: 1
DHCPR: DHCP packet len 300

DHCPR: update binding on interface FastEthernet0/3
DHCPR: IP address: 192.2.2.101, lease time 86400 seconds

DHCPR: send packet continue

30.1.1.20 DHCP - Snooping #4& 2| 0

Computer Computer Computer Computer

Che e HEYI P LI

1.  AEY AES AZ5= VLAN 10l A DHCP-Snooping S A2 2HLICH
Switch_config#ip dhcp-relay snooping

Switch_config#ip dhcp-relay snooping vlan 1

2. A& BE HAZ 6= VLAN 2 0l 4 DHCP-Snooping & & & ot & LICH

Switch_config#ip dhcp-relay snooping Switch_config#ip dhcprelay
snooping vilan 2

3. DHCP A HE DHCP- &2 QIEHIOI A0 H&ot= AUIHHOIASE &FELICH
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Switch_config_f0/1#dhcp snooping trust

option82 QI AEHAE =522 H&FELILH
interface GigaEthernet0/1 dhcp snooping information circuit-id
hex 00-01-00-05 dhcp snooping information remote-id hex
00-e0-0f-13-1a-50
dhcp shooping information vendor-specific hex
00-00-0c-f8-0d-01-0b-78-69-61-6f-6d-69-6e-37-31-31-34 dhcp

snooping information append

dhcp snooping information append first-subop9-param  hex
61-62-63-61-62-63 interface GigaEthernet0/2 dhcp
snooping trust arp inspection trust ip-source trust ip
dhcp-relay snooping ip dhcp-relay snooping vlan 1-100
ip arp inspection vlan 1 ip verify source vlan 1 ip dhcp-

relay snooping information option format manual



