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[ @) Fort Status ]

Port

Name Link SetSpeed  State LACP TxPkts RxPkts  Erors TxBits's RxBits's Up Time
down auto disabled disabled 0 0 0 [ [ 0:00:00
full-1000  auto  forwarding disabled 92797 7512 i 3040 232 44805
down auto disabled  disabled 0 0 0 0 0 0:00:00
1000 auto  ferwarding disabled 15975 132560 0 400 9184 44805
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled  disabled 0 0 0 0 0 0:00:00
down auto disabled  disabled 0 0 0 [ [ 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled disabled 0 0 0 [ [ 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled  disabled 0 0 0 0 0 0:00:00
down auto disabled  disabled 0 0 0 [ [ 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled disabled 0 0 0 [ [ 0:00:00
down auto disabled  disabled 0 0 0 0 0 0:00:00
down auto disabled  disabled 0 0 0 [ [ 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled disabled 0 0 0 [ [ 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled  disabled 0 0 0 0 0 0:00:00
down auto disabled  disabled 0 0 0 [ [ 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled disabled 0 0 0 [ [ 0:00:00
Clear Counter

Save

B Status B Logout
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B Save H Status B Logout

Basic Sefting
Adyanced A

Name Link Set Speed

down auto disabled disabled 0 0 0 0 0 0:00:00

State LACP TxPKts RxPKts Errors Tx Bitsis RxBits/s Up Time

g ERSe e down sl disabled disabled 0 ] 0 ] 0 om0
full-1000 auto forwarding disabled 7 483 0 288 1338 0:01:34
down auto disabled disabled 0 o 0 o 0 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled disabled 0 o 0 o 0 0:00:00
down auto disabled disabled 0 o 0 o 0 0:00:00
down auto disabled disabled 0 o 0 o 0 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled disabled 0 o 0 o 0 0:00:00
down auto disabled disabled 0 o 0 o 0 0:00:00
down auto disabled disabled 0 o 0 o 0 0:00:00
down auto disabled disabled 0 0 0 0 0 0:00:00
down auto disabled disabled 0 o 0 o 0 0:00:00

down auto disabled disabled 0 o 0 o 0 0:00:00 -

Clear Counter
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System Info
General Setup
IF Setup

Rip Setup
Cspf Setup
Part Setup
Stacking
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Basic Settin [ @) System information settings ]
Product description S3028TF-E Switch Product
bootrom version V1.5
Software version S3028TF-E 1.2513
MAC address 00:0a:6a:00:03:e2
fsys?err;lnfo) IP address 192.168.1.1 Sefting
(.?:é_rﬁra-s’e.tup Subnet mask 255000
IP Setup Default gateway 0.0.0.0
Rip Sefup System startup time 0-Days 0-Hours 21-Minutes 38-Seconds
Osprsetp System application running default application
Port Setup Switch temperature 50.7°C
Stacking System name S3028TF-E Set_‘l_i_ng
System location sample sysLocation factory default
VWeb page timeout {(in minute) 20
A
(o7l B 29 1
A A
O 7y 2= 7&
IP 32 29|l el 1P
A2g 0|2 A2g 0|2
= .
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(401
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of : 1P 25 192.168.2.1 2 25t A|AH O|FS 29X 2 2FRLIC
WP FAE 192.168.2.1 2 +4
Vian QIE{H0]A
[ @) Vian Interface VlanInterfaceConf StaticRoute
Creat:
Interface vlan-interface v
Vian 1D 1
| Add | | Cancel | | Clear |
List:
Index Name Primary ipaddress VLAN Status Delete
1 WLAN-IFT 192.168.1.1 1 Up

Delete Cancel




QIE{H|O|A : vlan-interface W supervian-interface & Z&sl0 QIEILO|A9l BEFRE

MENS
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Vlan ID: Vlan ID & MEig 4= Q& L|CE

Vlian QIE{H| 0| A F/d

IPEAE1092.168.2.1 2 M™SID OpAAE 255.255.255.0 22 A ot L2 X ™ Q|

i

Mesgrc
L@ Vian Interface Config ] Vlaninterface

StaticRoute
Interface:
Interface name VLAN-IF1 »
Vlan ID 1
................................... e e
Apply | | Cancel
IP Add
Ip Address 192.168.2.1
Mask 555_255_255_0
Override '
|Q_d:®| | Cancel | | Clear |
IP List:
Index Ip Mask Primary Delete
1 189216811 255000

| Apply | | Delete | | Cancel |
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@) Static Routing

VianInterface VianInterfaceConf

Add:

Destination IP Address 0000

IP Subnet Mask 0000

Gateway IP Address 0.0.0.0

| Add | | Cancel | | Clear |
List:
Index Destlp Mask Proto Metric Nexthop Interface Active Delete

CHEE 1P F

O™ 2FLEIo| CHAHIP

Delete Cancel
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[ @) General Setup

System description

FullRiver Switch

System object ID

1.3.6.1.41.13868.1.2.35.11

System port quantity 28
System startup time 0-Days 0-Hours 25-Minutes 57-Seconds
System name |Switch |

System location

sample sysLocation factory default

System contact

FullRiver (httpz/fawnw fullriver.cn)

Product description

S3028TF-E Switch Product

Refresh 'E@cﬁﬁ'



 Basi ing o I @) General Setup

WLEVELEL RGN  system description FullRiver Switch
 Management .. EESSEEESESIE 1.36.1.4.113868.1.3.35.11
System port quantity 28
System startup time 0-Diays 0-Hours 27-Minutes 49-Seconds
System Info System name S3028TF-E
General Setup> System location sample sysLocation factory default
IP Setup System contact FullRiver (http:/fwww fullriver.cn)
Rip Setup Product description 53028TF-E Switch Product
Ospf Setup
Port Setup

Stacking Refresh Modify
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[ @) General Setup ]

System description FullRiver Switch

System object ID 1.3.6.1.41.13868.1.3.35.11

System port quantity 28

System startup time 0-Days 0-Hours 25-Minutes 57-Seconds
System name |Switch |

System location sample sysLocation factory default
System contact FullRiver (http:/fwww fullriver.cn)
Product description S3028TF-E Switch Product
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_Basic Setting @ Vianinterface ] VianinterfaceConf StaticRoute
Advanced Application Creat:
Interface vlan-interface M
Vian ID 1
System Info
G_eﬂeia_I‘Setup Add | | Cancel | | Clear
ST
Rip Setup
Ospf Setup List:
Port Setup Index Name Primary ipaddress VLAN Status Delete
Stacking 1 VLAN-IF1 192.168.1.1 1 Up ]

Delete Cancel

2.1.3.1Vlan QIE{H0|A
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L @) Vian Intefface

Creat:
Interface vlan-interface LV
Vian ID 1
| Add || Cancel || Clear |
List:
Index Name Primary ipaddress VLAN
1 VILAN-IF1 192.168.1.1 1

| Delete || Cancel |

> Vian QE|HO|A "E MEHSIH vian QUE|HO|A £

VlaninterfaceConf

=2 o

StaticRoute
Status Delete
Up [l
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L@ Vian Interface Config ]

VianInterface StaticRoute
Interface:
Interface name WLAN-IF1 w
Vian ID 1
Active W]
| Apply || Cancel |
IP Add
Ip Address
Mask
Override |
| Add || Cancel || Clear |
IP List:
Index Ip Mask Primary Delete
1 192.168.1.1 255.0.0.0 0

| Apply || Delete || Cancel |

CHEREED

= O
Of 7 4= Descriptio 2| N
SIE{H 0|2 O & SIEHO|A O]
Vlan ID VLAN ID € X| &g = USLICL
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@) Vian Interface ]

Creat:

VlaninterfaceConf StaticRoute

| lan-interface

| Add | | Cancel | | Clear |

List:
Index Name Primary ipaddress VLAN Status Delete
1 WLAM-IF1 192 168.1.1 1 Up [l
Vlan QIE{H|0| A /g
IP =25 192.168.2.1 2, OfATE 255.255.255.0 2 2 MM ot = X Ho|E MEdBHL|C},
| @) Vlan InterfaceConfig ] VlanInterface StaticRoute

Interface:

Interface name

[ VLAN-IFT v |

IP Add
............................... ol W ... =L 5
Mask 255 255 256 0
................................. Overrde L
|@@j| | Cancel | | Clear |
IP List:

Index Ip Mask Primary Delete
______________ 1 e D218 20 B0 & B
| Apply | | Delete | | Cancel |
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(@ Static Routing ______________J Vianinterface VianinterfaceConf

Add:
Destination IP Address 0.0.0.0
IP Subnet Mask 0.0.0.0
Gateway IP Address 0.0.0.0
| Add || Cancel || Clear |
List:
Index Destip Mask Proto Metric Nexthop Interface Active Delete

| Delete || Cancel |
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2.1. 4 Rip 8%
LiH| A O] HIOjAM « 7|12 HE> Rip AE "= MEHSIH Rip 2 743t 11 Rip Statistic HEE & F

UG LICE.
[_@ Routing Information Protocel __________________J RipStatistics
Active:
Active O

o

General Setup

IP Setup

Rip Setup> Network:

Ospf Setup Index VianifName Network Inform
Port Setup 1 WLAN-IF1 192.168.1.1 O
Stacking

Inform Cancel

21. 412 HHE T2ES



LiE[A O] HiofAf " 7|2 4
VLAN QBT 0|~ E 49 & = AFLICE

| @) Routing Information Protoco

AH> Rip 4%> 219W HH ZEEZ S MY

Active:
.................................... v S
‘ Apply H Refresh |

Network:

Index VianifName Network Inform
______________ oo MeANe o teeeess O
| Inform || Cancel |

(&0 ]

B 7|5 2% X VLAN QIE T o] A 4.

‘) Routing Information Protoco!

Rip Statistics

Active:
.................................... N L=
|(§pplp || Refresh

Network:
Index VianlfName Metwork Inform

182.168.1.1

.............. ook

2.1. 4.2 Rip 4
LYH|AH O] M HEOl M « 7|2 "> & 4%



@ Rip Statisties ___________________________J RipConfig

Global:

Route Changes: 0
.................................. P T————0
Interface:
IP Address Bad Packets Received Bad Routes Received Updates Sent
182.168.1.1 1] 0 17

2.1.5 Ospf 4%
HIH[A[O] HFO| M « 7|2 EE> Ospf B "2 MEISIH Ospf E Y = UASLICHL

Basic Setting | @ Open Shortest Path First ________J OspfNetwork OspfNeighbor

_Advanced Application_|

Creat:

OSPF process ID 0 |(Range: 0-10)
Syt

General Setup

IP Setup

Rip Setup List:

Dspf Setup> Ospf process ID Delete

Port Setup

Stacking

2.1.51 XTH 42 HY E7|

LHH[A O] 4 BIOM “ 7|2 28> Ospf> Z|TH B2 HX €7|"E HESIH OSPF Z2ZM 2 1D

YT 220 YHE B 4 YBLICH

@ Open Shortest Path First ________ OsptNetwork OspiNeighbor

Creat:

OSPF process ID DRange: 0-10)

List:
Ospf process ID Delete

| Delete || Cancel |

M
>
nx
ol
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Loi7H

=
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OSPF ZE M A
ID

OSPF ZZAM|A ID

2t 0 Ol M 10 7HX| & L L},

(#3801

O] :OSPF ZE2AA IDE 12 M™THL|CE

[ @) Open Shortest Path First

Creat:

OspfNetwork

OSPF process ID I:Iﬁange: 0-10)

2.1.5.2 Ospf HHEY3A

OspfNeighbor

BAM ZZ0M " 72 23> Ospf> Ospf HEHI "E HH5IH Z2 M2 1D S X[t HERA

dAIDE Y &+ USLIC

L@ OspfNetwork ]

[N |

OspfBase OspfNeighbor
Ospf Process ID:
Process ID
Network:
Index VianifName Network Mask/wildcard Area Processid
1 VLAN-IF1 192.168.1.1 0.255255.255 | | [None v
| Inform || Cancel || Refresh |

[OH7H S A ]

Of7H = 7l=

- HEXZ SFID

2.1.5.3 Ospf 0|2

L{H| A 0] B M « 7] %> Ospf> Ospf Neighbor "E &S

Ospf Neighbor 2| HEE & = USLICH.
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MERSIH 2= Ospf Nei ghbor E£= 24
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L@ Ospf Neighbor ____________________J

Ospf Process ID:

OspfBase

OspfNetwork

Process ID
Neighbor:
Processid IPAddress NeighborlD State Priority Event Type
216 ZE MHY
LHH| A O] HiO| M « 7|12 d%> ZE B 'S MEiStE ZE #HA TOiEt0|HE 243

.Basic Setting ...

Advanced Application

Management

System Info
General Setup Port Number
1P Setup Port basic settings Ethernet 1000M Port[1]
Rip Set
LI Port  Status Link Priority Set speed Mode Actual speed  Port description (0-128 chars)
<0101 down unknown
Ethernet 1000M Port
«0/0/1 enable down O auto auto unknown
€002 enable down 0 auto auto unknown
€003 enable down 0 auto auto unknown
20014 enable w 0 auto auto 1ull-1000
€005 enable down 0 auto auto unknown
€006 enable down 0 auto auto unknown
<007 enable down O auto auto unknown
€0/0/8  enable down 0 auto auto unknown
e0/0/9 enable down O auto auto unknown
0010 enable down 0 auto auto unknown
€0/0/1  enable down 0 auto auto unknown
€0/0/12 enable down O auto auto unknown
€0/013 enable down 0 auto auto unknown [ DH 7H
H A MY ]
T =20
T |
af 7 7=
TE ZTE Hy
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o o — = T [ B |
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Active

| Apply | | Cancel |
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L@ Stacking Configuration __J Stacking Status

: —_—
Active [ |+

e —

{1’-‘1@1'} | Cancel |

System Priority

2. "Freeze"H £2 22510 X ID & = &L Ct

Slot 1D :

Slot ID Freeze Free e?é"|>

Slot MAC Address Priority Slot ID After Reboot

Apply)| | Cancel
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Bandwidth Control
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Port Security
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BasicSetting WL S VAN Status 4 VLAN Port Seftings Static VLAN
.Advanced Application VLAN Search by VID s

The Number of VLAN: 1. Current Page: 1 of 1.
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L@ VLAN Port Seftings ] VLAN Status
Global GVRP
Port PVID Acceptable Frame Port Mode Port GVRP Ingress Check
: All v Hybrid ¥ 7
Ethernet 1000M Port
e0/0M 1 All v Hybrid c
e0/0/2 1 All v Hybrid L
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e0/0/6 1 All v Hybrid L
e0/0/7 1 All v Hybrid v L4
e0/0/8 1 Adl v Hybrid L4
e0/0/9 1 All v Hybrid L4
e0/0/10 1 All v Hybrid v L4
e0/0/11 1 Adl v Hybrid L4
e0/0Nz2 1 All v Hybrid =
e0i0M13 1 All v Hybrid C.
[Of7) B2 ]
oj 7K e 7%
PVID ZEOIPVIDE +HE = UM 7|2 ZE PVID £ "1"Y LIC}
CHS BRE MBI
EI:
CEFL -
Ej 2t
Ej gl Bt
Che REZ MESUAIL.
SIO|EE|E: E= VLAN 2| EfZ1 M BE= B2 S| 1 &
T A0 02| VLAN 2| M ZET} & o= US LT
mEBE EY3 : ZEE VIAN O B PHE B F 4 9lon of
VLAN ©| R4 ZETHE 4 UL,
MM A ZEE= OlM Ef iAol g3 2 E = A2
ZE = VLAN Of2HUS == UAE L
o GVRP 7| = E7| M8, SH VIAN &5 7|5, ZE RE=
2L E GVRP 51
E3d3 3c oJof e




QE xE IHY 7|ls ZE H470| Tagged 72| HA|X] Tt

241 ol +M3te Z2 Ingress Check 7|%0| gde| UASH ZET}

o El7tQls Q3o HIAXIE £AIStH Untagged S&O|
HAIX|= 7| Euch 7|2 2E ré E2 7|50] Liuc,

[ Areh]
o Z10f CYSt 8j0O|EHE|E ZE -
o2l =41, VLAN HE7} QE=X| B
5l0|EE2|E LEJ} VLAN OO S
SHl) L SHA TE2 BIAIXIE &

- ZE pyID 0 7KH*”OI"*

RESEIE=

TRTIES

B e

ALt

=
A
ts

IjZl S E 50| E2|E ZE ;

1. O] ZE £40M VLAN & ZHTtL|Ct (disp QE{HO| A= VLAN Ef 1 E 8K & ZE, VLAN

B1E = = US).

2. B3 MAHVLAN BEO| 4R EjA7t 2T TEEH CHA| TSI A 2.
(801
Ol : ZE 19 pVID 7} "1"2 MAME|D, T3 SHO| "R E"2 MME|D, ZE DEJslo|EE|Er2
HHPE|D, ZLE GVRP 7t AX|X| Yo, T HAL7|50| Ch21F 25 L CF E/ASLICE

Ethernet 1000M Port -
e00r (1 A v Hybrld (>

2.2.1.3 78X VLAN
EFM HA| ZOA « T2 OfZ=2|H|0]M> HE VLAN” S MEISIH ME VAN 2 A & 2= QI&L|Ct



L @ Static VLAN

Current static
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L@ Static VLAN VLAN

Status
Current static
VLAN

0001 Part Mumber [Click for changing or selecting]
2 4 G a 0 12 14 16 18 20 22 24 26 28

1 3 5 7 9 il 13 15 17 18 21 23 25 2
Port Mumber[Select all: - [None] T [Tagged] U [Untagged]

VLAN Group ID 120

| Refresh | Add |, | Modify | | Delete | | Cancel |
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Basic Setting [ @ MAC Address Forwarding ]

MAC Address
VID
MAC Type Static Mac v
Port (No Blackhole Mac)

VLAN
QAC Address Forwarding
Spanning Tree Protocal Add Cancel
ERPS Protocal
EAPS Protocol Port Number [unknown source mac packet drop settings]
Layer 2 Tunneling Protocel 2 4 3 8 10 12 14 16 18 20 22 24 26 28
PPPOE 14

Bandwidth Control
Broadcast Storm Control

1 3 5 7 9 1 13 15 7w 19 21 23 25 27

Mirroring

Link Aggregation Port Mumber[Apply all: 1

Port Security

Classifier Iodify

Palicy Rule

Queuing Method index  Active MAC Address VviD Port Status Delete

Multicast 1 Yes 00:0a:6a:00:03ee 1 cpu static | Delete |

Dos attack protect 2 Yes 00:05:2152 70,51 1 e0id  dynamic | Delste |
3 Yes 00:0c:29.8371:42 1 004 dynamic | Delete |
4 Yes 00 Oe:chice SFbd 1 e0/0i4  dynamic | Delete |
5 Yes 00:11:22:22:00:01 1 2004 dynamic | Delete |
8 Yes 00:11:32:32:00:01 1 20/0i4 dynamic | Delete |
7 Yes 00:1b:21:2e:da:d2 1 e0/0/4 dynamic | Delste |
8 Yes 00:1e:37:18:05:03 1 e0/0i4  dynamic | Delete |
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MAC Type Static Mac v
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| Basic Setting

| Advanced Application

_Management

VLAM

MAC Address Forwarding
panning Tree Protoco

ERPS Protocol

EAPS Protocol

Layer 2 Tunneling Protocol

PPPOE 1A

Bandwidth Control

Broadcast Storm Control

Mirroring

Link Aggregation

Port Security

Classifier

Policy Rule

CQueuing Method

Multicast

Dos attack protect

(@) Spanning Iree Protocol Status

Spanning Tree Protocol: RSTP

Global Spanning Tree

Configuration STP/RSTP MSTP

Enable

Our Bridge ID 32768-00036a.0003ee
Root Bridge ID 32768-000a6a.0003ee
Root Path Cost o
Hello Time (second) 2
Max Age (second) 20
Forwarding Delay {second) 15
Topology Changed Times 1
Port Active Pathcost Priority Role State
eDioM enable 20000 128 designatedPort disabled
e0l0i2 enable 20000 128 designatedPort  forwarding
eDiDi3 enable 20000 128 ig ort i
eDiDi4 enable 20000 128 designatedPort  forwarding
e0/0/5 enable 20000 128 designatedPort disabled
200G enable 20000 128 designatedPort disabled
eIl enable 20000 128 designatedPort disabled
eDIDig enable 20000 128 designatedPort disabled
eDii9 enable 20000 128 g ort
e0inMo enable 20000 128 ort
e0ioM1 enable 20000 128 d tedPort disabled
elioM2 enable 20000 128 designatedPort disabled
eli0n3 enable 20000 128 designatedPort disabled
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@) Spanning Iree Protocol Status Configuration STP/RSTP MSTP
Spanning Tree Protocol: RSTP
Global Spanning Tree Enable
Our Bridge 1D 32T68-000a6a.0003ee
Root Bridge ID 32768-000a6a.0003ee
Root Path Cost ]
Hello Time (second) 2
Max Age (second) 20
Forwarding Delay (second) 15
Topology Changed Times 0
Port Active Pathcost Priority Role State
e0/0M enable 20000 128 designatedPort disabled
ez enable 20000 128 designatedPort disabled
e0ini3 enable 20000 128 designatedPort  forwarding
a4 enable 20000 128 designatedPort disabled
s enable 20000 128 designatedPort disabled
e0i0ia enable 20000 128 designatedPort disabled
e enable 20000 128 designatedPort disabled
= enable 20000 128 designatedPort disabled
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@ Spanning Iree Configuration J Status
|[EEE compatible Spanning Tree
Spanning Tree Mode ®' Rapid Spanning Tree
Multiple Spanning Tree
* Enable
Global Spanning Tree status
Disable
| Apply | | Cancel |
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L@ sSpanning lree Configuration J Status
IEEE cnmpatlble Spanmng Tree
Spanning Tree Mode o] Rapu:l Spanmng Tree
Multiple Spanning Tree
<® Enable
Global Spanning Tree status T
Dizable
Apply »| Cancel |
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[ @ Compatible/Rapid Spanning Iree Protocol Status
IR, Brldganunt{.' ................................... HETEB'
Hello Time 2 Seconds
MAX Age 20 Seconds |
Forwarding Delay 15 Seconds
Port Active Priority Path Cost
................ eumﬁfwazuuuu
el/0:z L 128 20000
el/0/3 U 128 20000
el L 128 20000
el/0/5 L 128 20000
el/0/G L 128 20000
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el/0/a L 128 20000
e0/0/9 U 128 20000
elinmMo i 128 20000
e0/0M1 vd 128 20000
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1. Ha|X] 28 =25 32768 2 T4}t Hello Time 2 2 &, MAX Age £ 20 2, Forwarding
Delay £ 15 X @/ L|C},
L@ Compatible/Rapid Spanning Tree Protocol Status
[ Bridge Priority sre8 v, |
Hello Time 2 Seconds
MAX Age 20 Seconds
Forwarding Delay 14 Seconds
2. ZEE 249 24 =9%|= 64 0|11 ZE H|E2 20000 Y L{Ct.
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e ettt st mteateatanttentantatantanstantantant e terssassanstsaasatsstssinsnsnnnnnsed e e T ——— T
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L@ Niultiple Spanning Iree Protocol ] Status
Bridge:
Hello Time 2 seconds
MAX Age 20 secands
Forwarding Delay 15 seconds
Maximum hops 20
Configuration Name
Revision Number 0
Apply | | Cancel
Instance:
Instance ]
Bridge Priority 32768 ¥
VLAN Range
Add Remaove Clear
Instance : 0
Port Active Priority Path Cost
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Status

1. 22X

[ ultiple Spanning ITree Protoco

Bridge

....................................... Helloﬂme : oo

MAX Age 20 secaonds
Forwarding Delay 15 secaonds
Maximum hops 20 |
Configuration Name 1

Revision Number 0 |

)
“Apply | | Cancel
oo =

2. QIAEA

Instance:
instance o
... BrdgePrioity R I
VLAN Range |1—8 |
M| Remove | | Clear |
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Basic Setting [ @ Ethernet Ring Protection Switching
® Enable
Global ERPS status
Disable
Instance:
VLAN Instance 0 | Search |
MAC Address Forwarding Meg Level 0
Spanning Tree Protocol Ring Id 1
éRPS Protocol
- Ring Level Master Ring ® Sub Ring

EAPS Protocol

Layer 2 Tunneling Pratacal

Control VLAN

PPPOE 1A

Protected-instance List

Bandwidth Control Ring Portd Link Rale | comman v
Broadcast Storm Control Ring Port1 Link Role | comman v
Wirraring
Link Aggregation I&l Remove
Port Security
Classifier Instance Ring Active
Policy Rule -
Queuing Method 0
Multicast 1
Dos attack protect 2
3
4
5
g
7
g
9
Loi7H 291
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Basic Setting @ Ethernet Automatic Protection Switching ] Domain
Advanced Appllcatlon EAPS:
 Management. _........|
Active
Hello Time 1 seconds

VLAN Fail Timer 6 seconds

MAC Address Forwarding Major Fault 5 seconds

Spanning Tree Protocal Pre Forward 6 seconds

ERFS Protocol Pre Up 0 seconds

EAPS Protoco

Layer 2 Tunneling Protocol

PPPOE IA Apply | | Cancel

Bandwidth Control
Broadcast Storm Control

Mirroring Domain:

Link Aggregation

Part Security Domain 1D n -
Classifier Control VLAN

Palicy Rule Work Mode standard v
Queuing Method Topo Collect

Multicast

Dos attack protect

Add Cancel | | Clear

Domain 1D Control VLAN Work Mode Topo Collect Ring List Delete

Delete Cancel
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[ @) Ethernet Automatic Protection Switching Domain
EAPS:
Active
Hello Time 1 seconds
Fail Timer G seconds
Major Fault 5 seconds
Pre Forward G seconds
Pre Up 0 seconds
Apply | | Cancel
Domain:
Domain 1D n -
Control VLAN
Work Mode standard v
Topo Collect
Add Cancel Clear
[Of70 B 2 ]
af 7y H== =
SBst EAPS 7| E&= E7| ME
OHIBIM| R A7 AQK|= TiZl ZtZH 2 2 ppdu B B LICH
F 2| =95|Ct EFO| T HE AZHH
Sist 23 T2 2F EfO|H = A[AH0 o5l Ats2= YOO EE L L.
A HE AP FE EO| = A[AE0f 23l Ats2 = YOO EE L L
AR 2@ =23 7| Azt
E0el D EAPS =02 Mg & I =0 Q! ID & X|'dsfjoFgtLCt.
VLAN X0 EAPS &= ;wom Mol VLAN 2 g sfjoFgt L Ct.
=1y
BE
S =
29 0|
eips-subring
Topo 2= %! E7| E£= E7| A& Topo Collect

(#3801




EAPS
Active I R
Hello Time 1 seconds
Fail Timer 6 seconds
Major Fault 5 geconds
Pre Forward G seconds
Pre Up 0 seconds
ey
2. Z=ojel
Domain:
Dﬂmaln |D U T
Control VLAN g
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Domain:

Domain 1D

0
5 (sub: 6)
standard v

Active

| Add | | Cancel | | Clear |

Query Primary/Common Secondary/Edge

RingID  Active Role Level Stm Solicit Port: state Port: state Delete
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0o, 1
(&0 ]
1. =oel 74
Domain:
Domain 1D o

2.8 74
Ring
Active I
Ring ID "M
Query Solicit v
Bridge Role master v
Primary Port g8
Secondary Port 7
Level 1
LAdd"H Cancel | | Clear |
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[ ¢ ayer 2 Protocol Tunne

Management
Point to Point
Port cop STP VTl
PAGP LACP UDLD
* (] (] (] (] (] (]
VLAN 20/01 (@] @] (@] @] @] @]
MAC Address Forwarding a0/0/2 D] o o o o o
Spanning Tree Protocol a0/0/3 O o (] (] (] @
ERPS Protocol 20/0/4 O o o o ] (]
EAPS Protocol g - B - = o
e0/0/5 (] (] (] (] (] (]
2T ling Prot = - s - - -
e0/0/6 (] (] (] (] (] (]
Bandwidth Control al/07 O O O O O O
Broadcast Storm Control 20/ I:' I:' I:' I:' I:' I:'
it o e0/0/9 (] (] (] (] (] (]
Link Aggregation e0/0/10 (] (] (] (] (] (]
Port Security 20/0/11 (] (] (] (] (] (]
Classifier e0/0112 (] (] (] (] (] (]
Policy Rule e0/0113 (] (] (] (] (] (]
Queuing Method el/0M4 () () () () () ()
Multicast e0/0Ms ()] ()] ()] () () ()
Dios attack protect e0/0M1E () () () () () ()
e0/on7 O O O O O O
e0/0118 (] (] (] (] (] (]
20/0/19 (] (] (] (] (] (]
e0/0/20 (] (] (] (] (] (]
e0/0/21 (] (] (] (] (] (]
e0/0/22 (] (] (] (] (] (]
e0/0/23 (] (] (] (] (] (]

(#3801

el/022
el/0r23

el/024
el
Canm
elMi3

elM/4

Cancel |

2.2.7 PPPOE IA
LHE|AHO| M HIO| A “ Advanced Application> PPPoE IA S MEHSIH PPPoE IA

UL,



L@ Intermediate Agent ___J Port

Advanced Application
delimiter Space ¥
......... B ........binaw..;....
........... e o —

VLAN

MAC Address Forwarding
Spanning Tree Protocol
ERFS Protocol

EAPS Protocol Apply | | Cancel

Layer 2 Tunneling Protocol
Bandwidth Control
Broadcast Storm Control
Mirraring

Link Aggregation

Fort Security

Classifier

Policy Rule

Queuing Method
IMulticast

Dos attack protect

22.7.1 5L MO|HE
S @ Z0lM « 1F 88 ZR2IW> PPPoE IA> FZH 00| HE S MEISIH S2H 00| M E
2 = ASLICH
L@ Intermediate Agent ____J Port
delimiter space ¥
format binary *
Type standard ¥

| Apply | | Cancel |

oy 7 = &

T A T& 7|=E 745t "space”, ", L M E A ERRHL|CE
M 7 A 74, HIO|{ 2| B, ASCII

7 QAR G 79, BF, Huawei, XA | A&

(#3801



of : S AO|HE

L@ Intermediate Agent Port
delimiter space ¥
format binary
Type standard ¥

4;@311 | Cancel |

3.

22.72%E

=
"MEH 15 28 ZTZ%M> PPPoE E IA> ZES "EIM D20, YA 1 & 4 QESLICHEE |

[ @) Port | Intermediate Agent
Port Active Server Trusted State Drop strategy Circuit-id

* Untrusted v MNone v Replace v




et HMZ XMelst7|9iet 4 S, Drop, Keep, Replace 41E4

{Replace ™y

Replace ¥

eotia O Untrusted ¥

2.2. 8 Y= H|of

B HiO A« = O E2IA| 0] F> LY F Mo "E HESHEH HFYF Mo & 79 & =+ UASLICEH.

(@ Bandwidth Control

Port Ingress Rate{unit:64kbps) Egress Rate{unit:64kbps)
* Kbps Kbps
_Management . P
e0/on 0 Kbps 0 Kbps
e0/0/2 0 Kbps 0 Kbps
YLAN e0/0f3 0 Kbps 0 Kbps
MAC Address Forwarding el/0/4 0 Kbps 0 Kbps
Spanning Tree Protocol =0/0/5 0 Kbps 0 Kbps
il 20016 0 Kops 0 Kbps
EAPS Protocol
Layer 2 Tunneling Protocol 07 0 Kops 0 Kops
PPPOE IA e0/0/8 0 Kbps 0 Kbps
Handwidth Contral e0/0/ 0 Kbps 0 Kbps
Broadcast Storm Control &0/0M0 0 Kbps 0 Kbps
Aircorin N £0/0/11 0 Kbps 0 Kops
Link Aggregation
Port Security e0/0M12 0 Kbps 0 Kbps
Classifier e0/0M3 0 Kbps 0 Kbps
Policy Rule e0/0/14 0 Kbps 0 Kbps
Queuing Method 20/0M5 0 Kops 0 Kops
Huficast 200115 0 Kb 0 Kops
Dos attack protect ps 4
e0/0M7 0 Kbps 0 Kbps
e0/0M18 0 Kbps 0 Kbps
e0/0M19 0 Kbps 0 Kbps
e0/0/20 0 Kbps 0 Kbps
e0/0/21 0 Kbps 0 Kbps
eDi0f22 0 Kbps 0 Kbps

(<] Atgt]
1Mbit / s = 1000Kbit / s = 1000/ 8KB /s = 125KB /s . &, IM LY =0| O|2X £ T = 125KB /s Y LIC}
[+d01]

0l : Configure port-24 Ingress Rate + 64kbps, Egress Rate = 128kbps I L|LC}.



e0/0/24

- Refresh | Fhﬁﬂy“ Cancel |

22.QHEE J|AE AE X|0f

HiH[# o] BtojAf « g O EE|AH|0|MY > BEE FHAE AF H|O| "S HEHSIH BEE FHAE AF

Aol £ 74 T 4 UL

Basic Setting 20107 49984 pps 0 pps 0 pps
Advanced Application elioig 49984 pps 0 pps 0 pps
e0/0/9 49984 pps 0 pps 0 pps
e0/010 49934 pps 0 pps 0 pps
e0/0i11 49984 pps 0 pps 0 pps
VLAN _ 20/012 49984 pps 0 pps 0 pps
MAC Address Forwarding 20013 49984 ppS 0 pps 0 pps
Spanning Tree Protocol
ERPS Protacal eoions 49984 Pps 0 pps 0 pps
EAPS Protocol e0/0/15 49984 pps 0 pps 0 pps
Layer 2 Tunneling Protacal e0/0i16 49984 pps 0 pps 0 pps
PPPOE_ A 20017 49984 pps 0 pps 0 pps
Bandwidth Control S0I0HE 49984 ops 0 ops 0 ops
<EgEEEas Sorm ComiT>
Wirrering 009 45984 ppS 0 pps 0 ops
Link Aggregation e0/0i20 49954 pps 0 pps 0 pps
Part Security e0/0/21 49954 pps 0 pps 0 pps
Classifier e0/0/22 49984 pps 0 Bps 0 pps
Folicy Rule
Queuing Method B0/0/23 (9984 pps 0 pps 0 pps
Multicast 20024 49984 pps 0 pps 0 pps
Dos attack protect el 11 49984 pps 0 pps 0 pps
el/1i2 49984 pps 0 pps 0 pps
el/1/3 49984 pps 0 pps 0 pps
el/1id 49984 pps 0 pps 0 pps
| Refresh | | Apply | | Cancel |
A A
(oi7y = 29 1
A A
Oi7H == s
DA ko) ol . ol . A=
ha Y& S5 M (-9l : 64-32000000, TH9 : pps, 64 2| HiTE
s
o o
o Bl S o
2 51 O0F g, 7| 2442 49984)
A e} ol . ol .
. HE| HHAE £& KB (H2] : 64-32000000, £ : pps, 64 2|
Multicas t = oAl A = Lo
Hi=E Q|OF &, 7|2 2fE2 49984)
o A ko) ol . ol .
SL|I|AE FU HAE £ X (B : 64-32000000, THS : pps, 64 2
T =
A= 0 . - o
Hi==Z 2 25}{0F &, 7|2 2f2 49984)
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1Mbit / s = 1000Kbit / s = 1000 / 8KB / s = 125KB / s &, 1M L = 0| O|E& £ &= 125KB /

s LI
[+ 0]

0 : Portl1 EEE J|AEE
AL C,

L@ Groadcast Storm Control

6400pps £, HE[ IHAEE

3200pps £, FL IHAEE

AEE

3200pps =

Port Broadcast{unit:64pps) Multicast{unit:64pps) Unicast{unit:64pps)
: pps pps pps
20/0M1 6400 pps 3200 pps 3200 pps
2.2.10 0|33
& e § = nQ EHS o M St A Ol A
LiH| A O] 4 BIO A “ g O Z2|A|0]¥> 0|2 "= HESHH D & 28 = AS LT
Advanced Application_ | Active
Monitor Port
Port Mirrored Direction
VLAN . | S
MAC Address Forwarding ngress
Spanning Tree Protocol e0iit Ingress ¥
ERPS Protocol e0/0/2 Ingress ¥
EAPS Protocol e0/0/3 Ingress v
Layer 2 Tunneling Protocol e0/0/4 Ingress ¥
PPPOE IA e0/0/5 Ingress v
Bandwidth Control e0/0/6 Ingress
Broadcast Storm Caontrol &0/0I7 Ingress v
e0/0/8 Ingress v
Llnk.—.ggre.gatl-:m =0/0/9 Ingress ¥
Port Security
Classifier 200110 Ingress v
Policy Rule £0/0/11 Ingress ¥
Queuing Method e0/n2 Ingress ¥
Multicast e0/0M3 Ingress ¥
Dos attack protect e0ion4 Ingress
20/0/15 Ingress ¥
20/0/16 Ingress ¥
20/0/17 Ingress ¥
20/0/18 Ingress ¥
20/0/19 Ingress ¥
e0/0/20 Ingress ¥
20/0/21 Ingress ¥
A M
(o7 B 29 1
A A
Of7H = 7|l
(o o¥e) L C
et E7| E= 27l 0|2 dE
TE= A . T == =
BUHY ZEZ 2950 &4 ZEQ| SE H|0|EHE HA[X|
— = Chx = o . o —
BUHZE =472 M5t HAIXE 24 o O ZLHE ZEZ
Crs
ML,
— = o . o .
EEE 0]2) 22 EES PASI2 B SOI2HS MESAIR




Ojg] HAIX|S] HeF2 T3t Ingress, Egress, Both £
MEASHHAIR.

gtk

[+4 0]
of :0|2{d E7|, 2LHE ZE A M2 ZE 8
[ @ Mirroring  J

Active e

AL EE= RZE 7, 012 AKX SLSYLICE

22.11 @3 0f O2| Ao|A

S D S0jA ¢ IE S8 2> YA WA 'S MH Y3 WA S TH Y 4 ULt

| Basic Setting K @ Link Agaregation Status ] Link Aggregation Setting
Grlt;up Enabled Ports Synchronized Ports Aggregator ID Criteria Status
TO - _ : i -
T . . . : :
T2 - _ - : :
VLAN T3 - . - : :
MAC Address Forwarding T4 - - B K -
Spanning Tree Protocol T5 - - - R -
ERPS Protocol TG - - - R -
EAPS Protocal 7 - - - R -
Layer 2 Tunneling Protocol T8 - - - N N
PPPOE IA T9 - - - R -
Bandwidth Contral T10 - - - R -
Broadcast Storm Control T - - N - -
Mirraring T2 - - _ - -
Fort Security T14 - - - R -
Classifier T15 - - _ R -
Folicy Rule T16 - - - R -
Queuing Method T17 - - - R -
Multicast T18 - - _ - -
Dos attack protect T19 - - - R -
T20 - _ - : :
T21 - _ - : :
T22 - _ - : :
T23 - _ - : :
T24 - _ - : :
T25 - _ - : :
T26 - _ - : :
T27 - _ - : :

2.2.11.1 @3 £ AEj
“Ng OS2 o|M> 3 E¢> A3 ST MEff "E MEHSIH EM
=
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@ Link Aggregation Status ] Link Aggregation Setting

Group

D Enabled Ports Synchronized Ports Agaregator 1D Criteria Status
TO - - - - -
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L@ Link Aggregation Setting Status LACP

Port Group 1D LACP Mode CRITERIA

oj7H w4 I
15 ID XY A IS DO ZE 37}
LACP == LE 5 714 (/84 /+8)
7= A & #ot 24 7148

(src-mac / dst-mac / src-dst-mac / src-ip / dst-ip / src-dst-ip)

(40l
of : &A 08 ZE -go| 71 o7} iz,

....... AN | LI § S|
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System Priority

Link Aggregation Setting

Group 1D

LACP Active

Of7H = =
A AE] ©M 29 A I8 A" M =9, 7|22 32768 ( HE 1-
65535 )
(401
o :

1. A IE T1LACP E gL L}

Group 1D

LACP Active




L@ Port Security ___J
Mac Age Time:

Age-
Age-Enable |+
4 Time{unit:second)
Apply | | Cancel
WLAN
MAC Address Forwarding Address Learn Global Control:
Spanning Tree Protocol Global Max Mac Limit Number Users Number
ERPS Protacal Switch Al 16383 &0
EAPS BIOIDCOl 0
Layer 2 Tunneling Protocol | Refresh | | Apply | | Gancel |
PPPOE IA
Bandwidth Control Address Learn Port Control:
Broadcast Storm Control Port Address Learning Max Mac Limit Number Users Number
Mirroring

Link Aggregation

Classifier
Policy Rule
Queuing Method

Multicast
Dos attack protect

e0/0/a rd 16383 0

g
4

e0/0M1 Ld 16383 ]
________ g - N T
[O7H B Y )
Oj7H == 7\&
Lto| gzt Ay XA 7
L}O|-A|ZF Age Time A7 (10-1000000 #H2|, tH9l : X)
A Mac Mt Bz o
- =23 Max MAC Limit Number (0-16384) &7
(29
B ot ZEQ| MAC F& g5 7|2 e AKIE &datgL ct
(712 ZE MAC & 7|s0| @ LICH
Z[CH Mac Mt 4= (ZE) | ZE A0 MAC Hot iz A7 (1 0-16384)
AHEAL R Il S5 EQ MAC T4
JdEID TE 18 H=z

er ( 0-16384) A#A

3
o

Z|CH Mac Mgt == (KH'Z) fimit Nu

Vlan




A|C Rot s [
Ith Mac H Mot s M ( 0-16384)
(Vlan)
[+40 ]

1. Mac Age Time & T+43} 1 Age-Time 2 €11 Age-Time (Z)2 100 Y L|C}.

Mac Age Time:

P Age-
Age-Enable (|« }
ge-tnablelsd Time{unit: secnnd}J_UE]J

|;—\p[;lly| | Cancel |

2. Address Learn Global Control 2 T8l %|CH 24 X||$t =& 2000 2 2
AL CY,

Address Learn Global Control:

Global Max Mac Limit Number Users Number
Switch All 2000 > 1

| Refresh | |/£.F;F;|;*} | Cancel |

3.Port 8 =2 A0 MO, Z|CH Mac Mot == 1800 & L|C}.

el/ig

4. Address Learn '8 MO & #4510 X[CH MAC HBt &= (RHE)E 1500 2 =2 A oHL|CH

Address Learn Channel Control:

Group ID Max Mac Limit Humber Users Humber
* (11500

| Refresh | (“Apply )| Cancel |

5. Address Learn Vlan Control 2 74511 Max Mac Limit Number (Vlan)E 1900 22 &7



Address Learn Vlan Control:

Vian Max Mac Limit Number Users Humber
*
1 1800 1
| Refresh | Gpplﬂ | Cancel |
2.2.13POE &M%
|t A 0| M HEO A « D3 OHE2|#H 0] M> POE M "2 MEHSIH POE E 718 & &= A& LICH
[ @) POE Settings ] POE Port Settings
............................. powersupply ~  Imtemnal power supply
power limit (1-400) 3w
....................... e
VLAN -
MAC Address Forwarding
Spanning Tree Protocol
ERPS Protocol
EAPS Praotocol Apply
Layer 2 Tunneling Protocol
PPPOE |4
Bandwidth Contral
Broadcast Storm Control
Mirroring
Link Aggregation
Port Security
CPOE Settings>
Classifier
2.2.13.1 POE &4
SHA HEOI A « I Of E2|AH|0|M> POE %> POE A% "2 MEHSIH POE E 718 &

@) POE Settings ____J

power supply

power consumption

POE Port Settings

internal power supply

| Apply | | Cancel |




(oi7f g 29 1

Of 7 == 7|=
™™ AT (1-400) A QX POE 9| &2 Niot & == Y&SLICE
[0 ]

POE Port Settings

internal power supply

e

power consumption W

{\Eppl?“ Cancel |

2.2.13.2POE ZE MH
HlE|AH O] M HIO|AM « g OfEZ2|AH|0|d> POE %> POE ZE MM S ME{SIH pOE
AP = JASFLICH,
(@) POE Port Settings  JEEN0 FIRANH
Port Mumber [Click for selecting]

2 4 ] 8 m 12 14 16 18 20 22 24 26 28

- o] - - - - - - - - - - - -
1 3 5 7 9 11 13 15 17 19 21 23 25 27
Port Mumber
POE Port Settings Ethernet 1000M Port[1]
Port P Limit(1- P
I‘\I: Enable Standard Priority Classjg;'::rr mity Cz:lsel.lrmption:w Voltage:V Status
status: Port is off - Detection is in

e0/0M |enable ¥ | ieeed023at ¥ | low v |0 30 0 13.0

process

Refresh || Modify

Ethernet 1000M Port
status: Port is off - Detection is in

1 enable  ieee8023at  low 0 30 0 13.0
process
tatus: Port is off - Detection is i
2 enable  ieeeB023at  low 0 30 0 139 ~ Sows-Fortisoff-Detectionis in
process
status: Port is off - Detection is in
3 enable ieeed02.3at low 0 30 0 13.0
process
4 enable  ieee8023at  low 0 30 0 139  Status:Portisoff - Detection isin

process

i



[OH7H B HFH ]
Of 7 == I|l=
243t ZE POE MYUS AN N1 7|22 € JYSL|CH
= ieee802.3af, ieee802.3at ZE T+, 7| 27} 2 ieee802.3at
Q_

TE QM2 US oY =2 1M 7|2 QM 29/ ue

(4o | H
rx
H>
40

<., T T O o, - =T =]
S o Slo S A A
= Hig 22X POE 2| 22 Mgt & 5= A& LTt
(8 01]
LT . = St
O : ZE 1 0f O3 POE E T+ LICH.
POE Port Settings Ethernet 1000M Port[1]
Port - Power Limit{1-  Power .
No. Enable Standard Priority Class 32)W Consumption:W Voltage:V Status
— Pl status: Port is on - Valid capacitor
e0/0/1 (enable_ v fiees802.3af ¥ [fhigh v/o (28 ) 0 00 .

Refresh | Madify |

22.14 28 X}

B 2Z0AM - 1S o E2[AI0|M> E/ Xt 'S HESHH ERXE 74 & 5+ ASLICE.

| BasicSetting [RGB Classiiier J
Advanced Application__ | Active
Name
* An
VLAN v
VLAN o ® any
MAC Address Forwarding Priority 0w
Spanning Tree Protocol ® (Al -
ERPS Protocol Ethernet Type p— e
EAPS Protocol (Hex
Layer 2 : * Any
yer 2 Tunneling Protecol Layer 2 MAC Address
PPPOE IA Source MAC
dwidth Contre ®
Bandwidth Control Port Any
Broadcast Storm Control
Mirroring ® Any
Link Aggregation MAC Address WAC
Port Security Destination )
ort Security ® any
FPort
Policy Rule cPu
Queuing Method DSCP > Any
Multicast
I C pre L) v i
Dos attack protect P Protocol All Establish Qnly
Others (Dec)
IP Address /
Address Prefix 0000 !
Layer 3 Source ® an
Socket Number Y
IP Address /
Address Prefix 0000 !
A M
(o7K B 29 1



a7 4= 7=
gu 2y 257
20[0f 2 VLAN, 4 =2, o|f4l {f&, &2 Mac F&, DSCP, IP
ZTZEE HY
20]9f 3 a2 P2y
(40 1]
Active i
Hame C1
) .
VLAN Any
Priority Any
L) 5 L
()
Ethernet Type Al M
Others (Hex)
Any
Layer 2 WMAC Address ny
® MAC|00 101 102 1103 .04 1122
Source ® Any
Port ll
MAC Address Any
o * MAC|00 2|01 2|02 :{03 1|04 7T
Destination ® Any
Port o
CPLU
) .
DSCP Any
L ] i 1
IP Protocol Uop - Establish Only
Others (Dec)
IP Add 1
ress 192 168 2.0 1[24
s Source Address Prefix
_ ANy
2.2.15 @XM %
M oM DT S8 ZRIW> WM FA "2 MR MM A g 14 B 4 Yot




| Basic Setting_ . LG Folcy d
| Advanced Application RS
Management e
Classifier(s)
MAC Address Forwarding
Spanning Tree Protocaol
ERFS Protocol General Rate Limit
EAPS Pmtncnl. Bandwidth Kbps
Layer 2 Tunneling Protocol
PPPOE IA Egress Port 1
Bandwidth Control RAETETs Pricrity [
Broadcast Storm Control DSCP
Wirroring
Link Aggregation Tos o
Part Security
Classifier Forwarding
E * Mo change
Queuing Method Discard the packet
Multicast -
Priority
Dos attack protect
* Mo change
Setthe packet's 802.1p priority and send the packet to priority queue
Diffserv
Action
® Mo change
Setthe packet's TOS field
Setthe Diffserv Codepoint field in the frame
Outgoing
A M
(oq7h B 29 1
A A
Of7K == 7=
e oXel Sk A XxH x
"R 2t YA A
H = H = x = ol X|d (=13
=& At =& 728 MEQ} YX|soFg L Ct.
A = A it o A0 MK
Oy 7K g o=, $4 =E 24 +9|, DSCP, TOS €%
2216 ﬁ_ol H}EH
L. o od
EFAH 1§ = “ Q22 11 2H HIEH »2 A EHS HtEH S M S A Ol
A BAl E0M 18 S8 ZEIMS 7| W "= MESHH 7| SRS 74 & = ASLTH



Basic Sefting

| Management

WLAN

MAC Address Forwarding

Spanning Trae Protocol

ERFS Protocol

EAPS Protocol

Layer 2 Tunneling Protocol

FFRPOE IA

Bandwidth Control

Broadcast Storm Control

Mirraring

Link Aggregation

Paort Security

POE Settings

Classifier

Palicy Rule
{@ﬂguingm@}

Mulicast

Dios attack protect

CHEEEED

| »

@ Queuing Method |

Method

Qo @1 Q2

Q3

Weight

Q4

Qs
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Qr

o 74 1
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| Basic Setting @) Nulticast Status ] Multicast Setting
Index VID Port Multicast Group

Advanced Application

. .Management

VLAN

MAC Address Forwarding

Spanning Tree Protocol

ERPS Protocol

EAPS Protocol

Layer 2 Tunneling Protocol

PPPOE 14

Bandwidth Control

Broadcast Starm Control

Wirroring

Link Aggregation

Part Security

POE Settings

Classifier

Palicy Rule

Queuing Method
Chulticast

Dos attack protect

2.2.17.1 HE| I|2E HEY
S EA| ZO|A - DF OfE2|AH 0| M> HE| HAE> HE| HAE ME| S MESIH BE HE|
HAES 2+ ASLICH 0f7|0 HE PHIHGMP- AT ZRESS Sof 314 & YE| HAET}
ZehEL o)
L@ Nulticast Status ] Multicast Setting

Index ViD Port Multicast Group

2.2.17.2 HE| /|AE A7
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(@ Multicast Setting
IGMP 5nooping:

Active
Querier
Host Timeout
IGMP Route Port Forward

Port Information:

30

Multicast Status

0

Deny VLAN IGMP Filtering Profile

seconds

Port  Max Group Limit  Fast Leave Multicast Vian IGMP Filtering Profile
20/0i1 1020 0
e0/0iz 1020 0
e0/0/3 1020 0
20014 1020 0
e0/0/5 1020 0
e0/0/G 1020 0
e0i0iT 1020 0
e0/0i8 1020 0
e0/0/a 1020 0
e0/0M0 1020 0
a0/0M1 1020 0
[Of7H = A H ]
Of 7 == 7|=
sadt IGMP £+8 &7|
Zlo| Xt REIGMP AT AlZt HE| 7|
DAE A|ZH =Dt S8 5 W3S A2 78 (71248 300 X)
IGMP B2 ZLE
2 TE ZIoC 97
otoz IGMP Z2 ZE ZQ|E &7
ZC 3 Mgt T+ ZEO| Xt} et& OF (7124t 1020)
B Nets ZE W2 E8 7|5 (&, ZEJ} IGMP £ $AlstD
b2 57t
HAIXIE 7| SA M HE AE0M ZE HAH)
HE| 7§ 2 E VLAN T8 182 7|2 VLAN 2 HE| I AESL| O}
+d ZEE HE| HAE D|2[E7[E QOl5tH, 0§ &
T o | DIEIEZI0M 58 & A5 & IS0 M st & 5 S
IGMP ZE{2 =2z
STCTTT |22 ¢ 0jg/Er|oM 2X 2 HE| JHAE DB B T
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[ @) Multicast Sefting ] Multicast Status Deny VLAN IGMP Filtering Profile
IGMP Snooping:

Active #
Querier r
Host Timeout 300 seconds
IGMP Route Port Forward i
Port Information:
Port Max Group Limit Fast Leave Multicast Vlan IGMP Filtering Profile
&
..... é Dm“ o~ - 1 1
e0/0/2 1020 0

2.2.17.3 IGMPS 54 Dney VLAN

"g 38 ZEIM> HE| IHAES IGMP 25 E Dney VLAN "2 MEHSHH EAM D Z0|M FX
H
=

T EREJHAE OFS 0|2 & = A2 15 02[=27|0M =X &

s L
L@ IGNP Snooping Dney VLAN Multicast Setting
Vid | Add | | Del | | Clear |
Deny VLAN(s)

CHIEEEED

O§7H &= 7l&E

Vid Vian 2| ID

22.174IGMP EE[d =24



S 2 S0 1E 28 ZR1M> HE| JHAES IGMP HE{Y Z2E S MHs|B 4+ £ 189
02|27 7158 7t LA & 4 UsLch

@) IGMP Filtering Profile
Frofile Setup

o

Multicast Setting

Profile ID

Profile Description

Profile Limit * permit deny
| Add | | Modify | | Del | | Clear |
Index Profile ID Profile Description Profile Limit Referred Port
Profile 1D
Input Format =P MAC
Start Address
End Address
VLAN
Add Clear
[Of7) B2 ]
Dj 7 e 7|&
Z23 D 1-128 2| H2|
Z2T Ao Z2E FEL ] 7R U4 AL
olay & Al 02|27 FAE P Es MAC 2R 74 & 5= Q&L T

22.18Dos A4 ES
M D SO0A " g7

UAgLCt.

OiZ2|AHI0|M> Dos 34 B "E MEHSIH Dos &4 HS £ 74 &



L@ Dos Attack Protect ]

cpu queue control:

queue (class of packets) MIN bandwidth{unit:64kbps) MAX bandwidth{unit:64kbps)

0 (broadcast, tcp, udp..) 128 Kbps 384 Kbps

1 (icmp) 1024 Kbps 5120 Kbps
VLAN o e o O N b P
MAC Address Forwarding 2eshmg 024 Kops | 120 | Kops
Spanning Tree Protocol B | fo4 | Kops | s ! Kops
ERPS Protocol 4 {ipmc, dhcp, snmp, igmp) 2048 Kbps 6144 Kbps
EAPS Protocal 5 (telnet, 13 type protocal) 2048 Kbps 6144 Kbps
Layer 2 TUNNENNG Protocol [l e e oo o

G (bpdu, erps, eaps
pPPOE [ ° (ORAU, €1DS, E3DS) | 2048 ! Keps .| 6144 Kops
Bandwidth Contral 7 (local switch manage packets) | | Kops | 10240 || Kops
Broadcast Storm Contral
Mirroring | Refresh | | Apply | | Cancel |
Link Aggregation
FPort Security
POE Seftings dos attack control:
Classifier Dos attack packets class drop Active
Policy Rule

s

Queuing Method
Multicast
Dos attack protect >

Hérc ip and dstip equal
UDFP with sport and dport egual (]

Cof7 el 29 ]

Oy 7H &= 7l&

CPU CH7|E2 %[ OGS 20 HSHS HEoH0]
e:]
CPU tH7| 2 X of o

M O] E LICH (X 2242 64kbps).
4 S DOS &4 2 sl HIAIX|2] T 7| SZ0f 2f5H X O & LICt.

L

A

OH

(#3801

1. CPU CH7| € X



cpu queue control:
quene (class of packets)

MIN bandwidth{unit:64kbps)

T —— - cons
e e oo
e i oo
B o oo
e e <ope
R o cone
e o oo
7 (Iocal switch manage packets) 5120 Kops

MAX bandwidth{unit:G4kbps)

640

5120

5120

5120

6144

6144

6144

10240

Refresh Eiﬁxpplyfi Cancel

2.Dos 54 &X|
dos attack control:
Dos attack packets class

drop Active

TCP syn packets sport 0-1023, applies to unfragmented
packets

(]r AppI;:h| Cancel |

6. 3 2|
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Management & Maintenance
Access Control

Ciagnostic

Syslog

18 /X B
e BEA| ZO0[A] < #E|> 22| /x| BE| S HESHE HYof Y| 0| =, A[AE CHAl Al 8L 7K
| 22K E M8 + UASLIC

[ @) Management and Maintenance

Switch Management:

Firmware Upgrade Click Here

'iiﬁﬂa:gagemem & ru1aintena_n:l::€:3' Switch Maintenance:
AcceTs's_C_ontmI — OAM Diag Click Here

Diagnostic
Syslog

(#3801

1. Helol gaz0l=

B =E |4 z=22 »
mn e FEwes - O @

- (R L p
[ @) Firmware Upgrade ] ‘e WEsE = x5 t;' =
. 54 F7

B T

a2 HEE2011
= Em (©10) 5 teEmm
i s | =
To upgrade the device BootRom, browse the location of theBootRom binary (| - - 680 =73

To upgrade the system host application, browsethe location ofthe host (ari 1| s R

BootRom File Path | &4E3T#F | FisBATA ST 5 EFQQ
=13 HEEA=
/ — 32 FF B

HostFile Path | S4B 32F | A idB 1A i ==l 0 FR-S302X&FR-S305XHER
I [Ep-c] ERuES FE Z1P Farit
: . e 630 vB E
To upgrade the system secondary host application, browse the location of the| gﬂ HAEFE =
Secondary Host File — . J1 =5 =y
o HEL | RAREAE = % R P
- A 586 =5 s

Upgrade SEE(N): FR-S302X8FR-S30SXEHER - |FEEE 'I




2.Restart system. M A|ZF 5 : Restart, Restart with Factory Defaults.

[“®) Restart System 3 Management
startup application select (® Default Host [V100R001B01D001P002SP4) ' Secondary Host (V100R001B01D001PO025P2)
select restart type {Restart ) v

[Apply D

3. OAM Diag, Virtual cable 2 HIAE & = &LILCL,

L @ OAMDiag ] Maintenance

Virtual Cable Test :

Setting...

Advanced Application

Click Here
Click Here

Management & Maintenance

Access Control>

Diagnostic
Syslog

6.3.2.1 SNMP
EtM HA| Z0|A < Management> Access Control> SNMP "E {1E{5}H SNMP

i
-
0x
Nt
4>



[ @) SNMP ] Access Control User
General Setting
Community Name
Access privilege Read-write *
Trap Destination
Version Port Username
vic ¥ 0.0.0.0 162 public
vic ¥ 0.0.0.0 162 public
vic ¥ 0.0.0.0 162 public
vic ¥ 0000 162 public
| Apply | | Cancel |
[OH70 B2 ]
O 7y 2= 7=
HRLE ZXE, H2HS 7t Snmp O|O|HE
#RLIE| 0|5 N = s P
st s
7] & : MIB H2| NMS (Snmp SAE) X|H¥=2 9}7|0
e 7tsota =8 = S LIh
A7]-M7] - MIB B=9| NMS (Snmp SAE) X|H2 9/7|at
7t55tH =8 ZtsgL
H NE HHA :v1, v2c, v3
IP EHSAES |IPFA MY
(40 ]

Of : 1 O 270 HFLIE| 371, 47|-M7[0f Tht HA A E3 HAIXIE 4

192.168.1.100 &7 X|d =l HH™ 2 v2c YL|LCt.




[ @) SNMP ] Access Control User

General Setting

Community Name |public

Access privilege Read-write

Trap Destination

Version P Port Username
l vac ¥ 192 163.1.100 162 public

2 v 0000 162 ~public

e v 0000 162 |public

Ve v 0.0.0.0 162 ublic
2 7| P

Gpplﬁ | Cancel |

6.3.2.2 Al2XI HE
LiH| A O] M HIO A « BHE]> H 2 H[O]> AIEXt HE "E MEistH AL X} =7t

>
Ye, OE HTHSS 4FT 4+ ASLL,

@) User Information ] SNMP Setting
Username |

Security Level |noauth ¥

Authentication Password
Privacy Password
Group

| Add | | Cancel | | Clear |

Index Username SecurityLevel Authentication Privacy Group Delete
1 initialmds pri MD5 DES initial (]
............... g |n|t|a|shapr|SHADES|nma|||
............... g |n|t|a|nonenoauthnoauthnopn|n|t|a|||

Of7H &= 7l&
AHEXt Ol F Snmp AtEAt O] &




noauth
Hot =& 5

pri
ol= MD5
5o SHA
2= DES 7¢I HE HS
ds AMEXIE O|F
&4z Aozt B HEHZ
[+4 0]

of : 25 O|LI& =7t A& XL O]

=2
O

[ @) User Information

userl F7}.

SNMP Setting

Username userl
Security Level | noauth ¥
Authentication | MD5 Password admin
Privacy DES Password admin
____________ e L
Ii.ﬂ'—"t-EIth}I | Cancel | | Clear |
6.3.2.3 219l
“ ZhE|> AMA o> 201 "2 MENSIH EAM D Z0|M T Jtsot YR AL X} @1 22| X}
=g = JASLTt



[ @ Logins Access Control

Edit admin

Old Password (1-16 characters)

User privilege (0-1:Normal 2-15:Administrator) 15 Administrator

Please record your new password whenever you change it. The system will lock you out if you have
forgotten your password.

Edit Other Logins
Login User Name New Password Retype to confirm User privilege

1 |E] Maormal '|

T |E] Marmal '|

Of7H = 7l=
=N El) 0-1: ¥4t 2-15: F2| X}
(&0 ]

L @ Logins Access Control

Edit admin

Old Password (1-16 characters)
Hew Password (1-16 characters)
Retype to confirm

User privilege (0-1:Normal 2-15:Administrator) 15 Administrator

(oay )




Edit Other Logins

Login User Name Hew Password Retype to confirm User privilege
1 anne |esssss lasssss | 0 Marmal T ”
2 | 0 Mormal r |

D‘l'
1=
Ho
Ojo
=2
R
i
L]
Vv

A
gl

bre JESHH A A" 25 BASHALE X2 5= ASH L

_Advanced Applicatio

Management

Management & Maintenance
Access Contral

Syslog

System Log | Display | | Clear |

(#3801

Of : A|AEI 27 HA



L@ Diagnostic_____J

2014401501 02:

192,168, 1. 100

201401701 02:

192,168, 1. 100

201401701 02:

192,168, 1. 100

2014401501 02:

182,168, 1. 100

201401701 02:

192,168, 1. 100

2014/01/01 02:

192,168, 1. 100

2014401501 02:

192, 168, 1. 100

2014/01/01 02:

22135 BOAM-5-LoOGIN: The remote client
(admin) haz logged in at web 1.
22:28: ¥OLAM-H-LOGOUT: The remote client
(admin) ha=z logged out at web I.
21:47: H0LM-5-LOGIN: The remote client
(admin) ha=z logged in at web 1.
21:42: HOMM-5-LOGOUT: The remote client
fadmin) hasz logged out at web 1.
14:01: $OLM-5-LOGIN: The remote client
(admin) haz logged in at web 1.
13:52: $OMM-5-LOGOUT: The remote client
(admin) ha=s logged out at web I.
11:40: #HOLM-5-LOGIN: The remote client
fadmin) haz logged in at web 1.
11:32: HOAM-5-LOGOUT: The remote client

System Log

6.3.4 Syslog

EtM o2 01|A'| “ Management> Syslog "& &4

Advanced Appli

{ Display | Clear |

L@ Syslog Setup ]

.Management

5l™ syslog & 7

Syslog Server Setup

Management & Maintenance

Access Control
Diagnastic
Syslog

Syslog Active &
Logging type Active Facility
System localuse 7 ¥
Apply | | Cancel

6.3.4.1 Syslog &%

LHH| Al O] H}OJ A “ Management> Syslog> Syslog Setup ”
AMESIL S 280 28 7|52

Al 4 QLT

= T M

mm



L@ Syslog Setup

Syslog

Syslog Server Setup

Active ¥

Logging type

Active Facility
local use 7

oq7H

rs
+
mx
0F
[ =]

| Apply | | Cancel |

OK 74

T
+

N

Al

Ral
Rl
00
@
\‘

Dl
rE oo 0> 12 |my

Ral
4
A

40

H A
sercurity _1-2
sysogd

2ol m2lE|
Networknews
uucp
clock_1-2

ftp

2 A
Logalert

[+ 0]
o :




L@ Syslog Setup Syslog Server Setup

Syslog Active (&)
Logging type Active Facility
System D (localuse 7 v

{Apply } | Cancel |

6.3.4.2 Syslog A 4%
LHE[A[O|M HIO A « E|> AAM 20> AAH 27 AMH M S MEiSIH A|AH 23 MH £

28 = ASH .

[ @) Syslog Server Setup Syslog Setup
Active

Log Level LevelD v

| Add | | Cancel | | Clear |

Index Active IP Address Log Level Delate

| Delete | | Cancel |

o7 H= 7=

ME F=4 Syslog MH =4
o

2| 0-1

B FFE 2| 0-2

2fI'd 0-3

g2 0-4




2 0-5
I 0-6
22 0-7

[5e] Ale]
20 AKX E S syslog MHE E7F5IH AL 207 S22 MH 2 FA|FL[C,
(#3801

O :1) MFE M FAE 192.168.1.100 Y L|CH,
L@ Syslog Server Setup

Syslog Setup
Active ]
Server Address 192 168.1.100
Log Level Level0 r
l’ﬁdﬁ‘:{ | Cancel | | Clear |
Index Active IP Address Log Level Delete
1 Yes 192 168.1.100 0 (]

| Delete | | Cancel |
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=

1000BASE-T / 100BASE-TX / 10BASE-T 2 E

1000BASE-T / 100BASE-TX / 10BASE-T = M 7IX| M-S £ £ X|/SI100| M 7tX| =0 M X5
MDI/MDIX A2A QH 7|58 X|Yst= ZEQIL|C}

1000BASE-T = |IEEE 802.3ab EZ= & =015}
Lo ZSIH, A AM STP E A2 ol

1000BASE-T ZE= HO|H H&S fIoh 4 82 s MESH 4 &9 His EF
2

2 23 OF et LIt .1000BASE-T ZEO| ALEE|= 0|F Ao HZ2 08 A-1 1t 25 L L

Direct Connection Cross Connection

Switch Switch Switch Switch
1TPO + » 1TPO+ 1TPO + 1TPO +
2TP0- » 2TPO - 27TPO- 2TPO -
3TP1+ ——— 3TP1 + 3TP1+ 3TP1+
6 TP1 - « > 6TP1- 6 TP1 - 6 TP1 -
4 TP2 + = > 4 TP2 + 4TP2 + 4TP2 +
S5TPZ- = > 5TP2 - 5TP2 - 5TP2 -
7TP3+ 44— » 7TP3 + 7TP3 + 7TP3 +
8TP3- = > §TP3 - 8TP3 - 8TP3 -

a A1

2 olzst

100BASE-TX / 10BASE-T & 9| Af¥2 a2 == A 0|2 M elste lOMbps O] 42 1000hm
3, 45 HO|E2 AMEE = UZLICH .100Mbps HZAS| Z<2 1000hm 5 AHO|EE2 ME dHZAY =+
USLICH 7HE 71 A2 100 O|EH o HZ HE|E K| 5= UGS LICH CHE2 100base-tx / 10base-t 0| A
Mz ol Fo|L|cH (28 A-2).

o
—



z 23 21
1 23 =4 HolH + 8 MS HOIH +
2 @12 441 Glo|g £ S GOl
3 £ HSO0IE + | US4 HOlE +
6 =3 ®& Ho|H & 4=l Ho|Ef
45178 0|AHE 0|AHE
J8 A2
C}22 100BASE-TX / 10BASE-T 7t5%t 2™ EQIAE HO| I AZA EQIAE I
a8 A-3.
Direct Connection Cross Connection
Switch Switch Switch Switch
1IRD+ «————» 10TD + 11RD + OTD +
2IRD - » 20TD- 2 IRD - OTD -
30TD + < » 3IRD + 307D + 3IRD +
6 0OTD - < » 6IRD - 6 OTD - 3 IRD +
a2 A3



